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Narrow your response gap

Can your organization respond to a cyber-attack
before it escalates to a major incident?
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Ready, Set - Respond!
Responding to a cyber attack demands perfect timing. Rush to act and > o o :
you risk your attacker retaliating. Delay and you could face a costly K m/\ (\—7[7/\ (\-7[7/\ .
recovery process. S ) :
:  What is a Response Gap? -
. It's anything that delays an organization g
. taking the right steps, at therighttime, from ¢
. the moment a security breach is first :
. detected. g
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Too quick. Perfect timing. Too slow. 2 et tececcecccescscccscececeacs®

What are the biggest causes of response gaps?

Even with the latest tools and technology in place to handle cyber attacks,
response gaps will still happen if the organization is lacking:
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Skills to monitor
‘ its detection

experienced
workforce

Security controls configured
to be response ready
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| A robust response

planin place

What needs to happen next to start sharpening
your operational reflexes and improve resilience?

Get proactively reactive \

Three in five organisations react to individual cyber security problems as they arise* v
It’s time to find new ways to prepare.

@ Use frameworks to assess
the readiness of your team
and organization

@ Rollout companywide
readiness and training

procedures
@ start to gather and
= process threat intelligence
ID: o/ 6 @ Invest in threat hunting
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An unique gap assessment every time

The sheer variety of organizations, teams and threats makes
each set of strengths and weaknesses unique to each case.
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Once you know where your unique response gaps are, ~ @u
you can begin a plan to close them. 5 @7‘
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withsecure.com/response-gap

*The Value of Putting Security Outcomes First. Rethink Cybersecurity To Amplify Resilience, Productivity and Effectiveness. A commissioned study conducted by Forrester Consulting on behalf of WithSecure, March 202



