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Police are at Southport Hospital &
ambulances are 'backed up' at A&E as staff
cope with the ongoing hack crisis #NHS
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766d7d591b9ec1204518723al1e5940fd6ac777f606ed64e731fd91bObAac3( g

.10004BA0: [

Hiew: 766d7d59 &

Hiew: 3ebde9e2baacf930949647c399818e7a2c¢a

206d00e2b22c£020040647.30081 80 720 ca022626d£6246840785422201000d0

: push ecx .00402560: [ push ecx

.10004BA1: 53 push ebx .00402561: 53 push ebx

1.10004BA2: 55 push ebp .00402562: 55 push ebp
.10004BA3: 8B6C2410 mov ebp,[esp] .00402563: 8B6C2410 mov ebp, [esp][010]
. 10004BA7: 56 push esi .00402567: 56 push esi

.10004BA8: 57 push edi .00402568: 57 push edi

.10004BA9: 6A20 push 920 5" " M . 00402569: 6A20 push 020 ;' '
+10004BAB: 884500 mov eax,[ebp]R 0o40256B: 8B4500 mov eax, [ebp][@]
.10004BAE: 8D7504 lea e51v,[ebp] .0040256E: 8D7504 lea esi’[ebp][d_]
.10004BB1: 2401 and al,1 .00402571: 2401 and al,1
.10004BB3: 0C01 or al,1 .00402573: 001 or al,1
.10004BB5: 46 inc €8 .00402575: 46 inc esi

-10004886: 894500 mov [ebp][@]. %  eo402576: 894500 mov [ebp][@],eax
.10004BB9: C646FF03 mov b,[esi][-} 00402579: C646FF03 mov b,[esi][-1],3
.10004BBD: C60601 mov b,[esi],1R 0p40257D: C60601 mov b,[esi],1
.10004BCO: 46 inc esi .00402580: 46 inc esi

.10004BC1: 56 push esi .00402581: 56 push esi

.10004BC2: E8ESCAFFFF call .0100016B0R 00107582 : ESA95BO000 call .000408130 --11
.10004BC7: 83C408 add esp, 8 .00402587: 6A00 push )

.1eee4BCAf 6A04 push 4 .00402589: FF1560F44000 call time
.10004BCC: 6AGO push 8 .0040258F: 83C40C add esp,00C
.10004BCE: FF1554E00010 call time .00402592: 50 push eax
?T®?94ﬁu4f 83Ca04 a4d CSPee .00402593: FF1524F54000 call WS2_32.8
+10004BD7: 99 cdq .00402599: 8906 mov [esi],eax
.10004BD8: 52 push edx .0040259B: 83C620 add esi, 020 ;' '
.10004BD9: 50 push i .0040259E: C60600 mov b,[esi],®
.10004BDA: ESE1000000 call .010004CCOf 0040o5A1: 46 £ o)

.10004BDF: 8906 mov [esi],eaxQ 0p4025A2: FF1564F44000 call rand
.10004BE1: 83C620 add es1,029 ;8 0p4025A8: 99 cdq

.10004BE4: 83C40C add esp,00C .004025A9: B905000000 mov ecx,5
.10004BE7: C60600 mov b,[esi],O) o004025AE: 33FF xor edi,edi
.10004BEA3 46 S r,mr esi vl .004025B0: F7F9 idiv ecx

14 QR0ARESY FFIEEA0010 call rand .004025B2: 8D4602 lea eax, [esi][2]
-10004BF1: 99 cdq .004025B5: 83202 | add edx, 2 ]
.10004BF2: B905000000 mov ecx,5 .004025B8: 8D1C52 “Tea €bx, [edx][edx]*2
.10004BF7: 33FF xor edi,edi .004025BB: D1E3 shl ebx, 1
.10004BF9: F7F9 idiv SO .|} .004025BD: 85DB test ebx, ebx
.10004BFB: 8D4602 lea eax, [esi|N 004025BF: 7E72 jle .000402633 --12
.10004BFE: 83C202 x@.d_d__eﬁtix_,ﬁz_,a C ARDANDDNECrr1. OOAADATO b P 1T ATODY. Away



Heist 1
Bangladesh — Philippines
$81 Million dollars

Heist 2
Unknown bank
Unknown amount

Heist 3
Ecuador — Hong Kong
$12 Million

Heist 4
Vietnam — Kenya
Failed
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& N.5.A, Breached North Kore %

€ — C' [ www.nytimes.com/2015/01/19/world/asia/nsa-tapped-into-north-korean-networks-before-sony-attack-officials-say.htm Gy M =
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N.S.A. Breached North Korean Networks Before Sony Attack, Officials
Say

By DAVID E, SANGER and MARTIN FACKLER JAN. 18,2015

WASHINGTON — The trail that led American officials to blame North

el Korea for the destructive cyberattack on Sony Pictures Entertainment in
November winds back to 2010, when the National Securitv Agency

K snare scrambled to break into the computer systems of a country considered one
of the most impenetrable targets on earth.

W Tweet
Spurred by growing concern about North Korea’s maturing capabilities, the

Save American spy agency drilled into the Chinese networks that connect North
Korea to the outside world, picked through connections in Malaysia favored

- Mord by North Korean hackers and penetrated directly into the North with the

help of South Korea and other American allies, according to former United
States and foreign officials, computer experts later briefed on the operations
and a newly disclosed N.S.A. document.

it spcnslin sy propmmremisiist st Rmﬁpcov“m!
officials said, to place malware that could track the internal workings of
many of the computers and networks used by the North’s hackers, a force
that South Korea’s military recently said numbers roughly 6,000 people.
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Prominent North Korean Defector
Recants Parts of His Story of
Captivity Jan. 18,2015
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f you see thls text then your files are wo lon

lease follow the instructions:

. Send $388 worth of Bitcoin to following address:
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Almost all ports are operational and
running close to normal.

We are pleased to share that since yesterday, we have
been able to reestablish business in:

e Algeciras

e Tangier

e Callao Lima

e Mumbai

e [tajai

e Buenos Aires

WEe are still working on expanding our services in the
following ports:

e Pier 400 Los Angeles. We are pleased to be able to deliv-

or imnnrte acgain from the terminal \Ale ara alen abhle +A ro-
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Visualization by Keith Collins
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W Overview -

Furmace energy counter
| 33447762 kwh|
Melting energy counter

Twin Power - Circuit

| 254511838 kwh |EEI

Sorring energy counter

Fumace conmectad o
| DICU 1 |

[ 7191582 kWhpree /3.\__.3

Furnace energy counter
| 38328848 kwWh|
Meltirg energy counter
| 29611676 kwh|
Strring energy counter
{ 8163216 kWh|

Furnace cormected to

| DICU 3 |

gﬁ%tﬁﬁﬁ

|~F9Tremtant

Powrer : State | State: | Active | | Power:
1 Operation mode | 2 Operation mode: | Keepingwarm |
0 xw Material: [ ] Material: [ sT_|
Current: [ | Current: | 1921A |
Weight: Weight:
Frequency: { | Frequency: | S6 Hz |
110 kg Duration/Remain. ;[ 1285:07:22 || ] | buwratonReman.: [1285:12:11 || ] 24006 «o
e Energy set/act:| okwh |[}36448kwh | Energly set/act: | Okwh |}S6602kwh O
PR sp Energy setfact:[  okwn/t|[a149akwn/t] | spEnergy set/act:[ Okwhit|[63684 kWit PEas
0 < Weight set/act:[27100kg || 110kg | Weight setfact: [24775kg  ||24006kg | 1215 =c
Temp. setfact:[_1360°C || o°c | Temp. set/act: [ 1360°C ][ 1215°C |
2015-08-28 10:18:57 Information: PkkSrv - Plc confirmed operation mode manual 2 Manual
5-08-21 9 MI168.0 065 Fi -water QuUant.A 1 30.08.2015 04:45:47 T T T Y T

| F11




WY Raum- EG Raum- Aussen- .
temperatur temperatur temperatur el Almzedl Systern
Ubersicht
17.92°C 13.40°C 1.84°C Fri 16.10.15 09:28:07

Anfagen Bedienung Afarm Status System Status

Controller Status

Direkte-Alarme Ein ‘

Wango Klemmbusfehler
Nazzeralanm | Gazalamm | Rauchalanm | Heizungalanm

aktivieren aktivieren akdivieren aktivieren

| | | |
Direkte Meldungen (keine Alarme):

Enccean Systermfehler

M ail Sendefehler

Dktar
aktivieren

Eutnm]ﬁk‘tiu

Dktor
aktivieren

Eutnm]ﬁk‘tiw

Historie Handbetrieb Sendefehler Raurmtermp. EG

Sendefehler Raumtemp. W

Hiztarie Handbetrieb

Sendefehler Aussantemp.

Zutritts-Alarme Ein ‘

Direkte-Alarm-Anlage ein

Eingangztir | Balkordlir | Tenassentir | WZ-Fenster Alarmhistorie:

aktivieren aktiviersn | aktivieren aktivieren Bewegung Yorgarten am 2015-10-07-158:11:37
| [ [| [| | [ ||[Bevegung Yorgarten am 2015-10-07-15.12.34
Checkmail vom 2015-10-08-17:00:00

|[Checkmail vom 2015-10-09-17.00:00 Zutritts-Alarm-Anlage scharf

AI arm anl agen Aus || Checkmail vom 2015-10-10-17:00:00
Checkmail vom 2015-10-11-17:00:00 Alarm steht an
Checkmail vom 2015-10-12-17.00:00

| Pnll NN RN BTN S T F It I B B B B S T Y T |

Zutritts-AlarmrAnlage gin




Connection to 5.206.225.96 23| ysername

.888: x888 x888.
~ 8888~ 888X 7888

X888 888X
X888 888X
X888 888X
X888 888X
“x38% %38~

888>
888>
'888>
888>
8831

@é8>
woP

W88y
" 888E
888k
888k
888k
888%&
R888™

admin
root
support
admin
root
root
root
service
guest
root
tech

mother

Password
admin
default
support
password
root

12345

password

service
guest
user

tech

fucker

ceeded!

@é8>
woP

.@88u
~ 77888k
888k
888k
888k
388&
“  R888"
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