54

2023

New.ransomware groups

f HE
help drive attacks :
of the multi-point extortion ransomware gangs WithSecure tracks only began operating in 2023,
with ~ 25% of total data leaks in 2023 coming from these newly formed ransomware groups
Key: @ Original ransomware group @ New ransomware group

* LockBit 20.67% » 8Base 5.23% * NoEscape 1.70% * Rhysida 1.33%

* Clop 10.13% * Play 5.00% » Stormous 1.67% » Snatch 1.15%

* Alphv (BlackCat) 8.82% * Akira 3.40% * Royal 1.60%  Everest 1.15%

*Clop (Torrents) 6.20% * Medusa 2.64% * LostTrust 1.39% * Blackbyte 1.05%

* BianLian 5.34% * BlackBasta 1.94% * RA Group 1.36% * Nokoyawa 0.89%

Other totals: Ransomware group 9.06% New ransomware group 8.28%

Attacks per month ‘22 and '23 comparison
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The first three quarters of 2023 have seen a
in data leaks from ransomware groups.

of the groups posted victims every month.
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