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& 2022 FRFICT I CZT7OYPRESHTRESNIERMONY I R 7/ FOyN—TL 7o

DITOFER. 2022 FHIFr 2023 FHIEICTI S 14 +H 5 VirusTotal ICIERHE SN, FOVTINTNY I RTO 2 DOEM/IN—2 3 R A S .
FD55 1 DlF. NI RT7EEEFIEIREISIUNSDRAT D a—ILENTz2RIT7AILeeHICNYT—IJTNTULE LTz, Hitldk. EEBED
R—Ty b THBREZRLANILOEBEETIHMEL X LT

CNEDT—HRA Y MIEIWT. UTO#HIRINE LT
o NYIRT7ODBEDHERBIFBHAINTEST. RITHEINTULARL,
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Ny RT7DHEDIME. ZOFE. BLUVERMTORABRICEOVT, HttidEd. [Kapekas (AP 7T hESHRIAD/ MUY ) &[Ty IR
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S5NTWV3) DBDTHBELTVET, Chid. O T D& DLEHELEBNEFEELT IHBREGEZYR— 2 THMSNTWS Sandworm 4
IW—TICEET 2:8ES SCREETT (2022 FOOYTICEL 2 VI 51 FRBEEEZST) OBHPEESE—HLTVET,

Lk, Ny K7L Sandworm & DREEDAJEEM Z FHEFIC. Kapeka & Sandworm BEL TW3 e EX 5N TWSY —ILF v ~Tdh3 GreyEnergy
COHBRAZEAL. T5IC. Kapeka & GreyEnergy. 2L T 2022 FHRFICHKE LT Prestige VLV I 7THREBEEDEEHBRRE L XL 1.

KLAR— K TlE. NwI RT7EZDOEEEDFMARMINIITZITL. Kapeka & Sandworm Y DRIEICDOWTAWML £, ALAR— FDOBMIL. .
B, ZLTEDLEAEF AV T I a7/ ORBEZEHDI L TY, Hitld. BT —MBOBERICAL R—bZ2ETLTRHBLE L, HtiEF
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1 https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Backdoor:Win64/KnuckleTouch.A!dha
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Kapeka ROw/X—IF 32 Evw kD Windows RiT7 7ML T Z—5 v bDOII VNI RT7ZROY L. RTL. kEEEREL. T4 XID5
BEZHIRLET, UVY—XEI2avIIBOHIAZTNINY I RTDNAF)—IF AES-256 =N LTHESELIATVWEY, FOyN—DUYV—XtI>
IV NI RT7D 32 EvhN—=23>r 64 EY MN=23YOmADSENTED. 2—7 v bOX> 2070ty HICIGEL TEYIR/N— 3
VEERLET, ROYN—@ENAF)—ZESTEIHOIIEOAENTF—ZFBALET, 727EL. BOHAAF—DREINTLRVEEIE. ES1
DF—LTAXYRIAIXFINEFRTEIELOICT I AILRESNE T, Figure2 I ROYN—DQUY —REI7> 3> o#EYHR/INY I RT7INAF
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memset(&5ystemInfo, @, sizeof(SystemInfo));
GetNativesystemInfo(&systemInfo);
LE = @8;

andle ? cryptkKeyHANDLE : @;
FindResourceW((HMODULE yvB, resocurce_name, (LPCWSTR)18);

eld;

e ;

Resource = LoadResourcef(HMODULE)v8, Rescurcel);

phProv = (HCRYPTPROV)LockResource(Rescurce);
if ( phProv )

v12 = SizreofResource((HMODULE)vB, vi@);
if ( 2)
{ — -
;';:555:55; = GetProcessHeap();
15 ¥YTE *)HeapAlloc(ProcessHeap, Bu, w29);
memmove_ﬁ( » (const void *)phP 13)
p = @;

if ( CryptAcquireCentextW(&phProv, @, @, 8x18u, OxFeBeBesd) )

-yptKeyHANDLE = @;
1F ( initialize key( ~ow, aes_key, (HCRYPTKEY *

/16 = CryptDecry pf((— Rv3'<£v):-,;t-e,—;i:_§, @, 1, @, pbd

(const WCHAR *)((SystemInfo.wProcessorArchitecture != @) + 3);
GetModuleHandleExW(4u, (LPCWSTR)sub_4811F@, (HMODULE *)&crypt

eyHANDLE) ;

ata, &fileContent);

Figure2: FOw/\—D Y —Xtz0>3 06/ R 77717V E#EHT S T—FI=~Nwy F

7Ot XDO¥ERICIHELC T, ESIEtINTNY I RT7D/INAF+1)—|&. CSIDL_COMMON_APPDATA (BEIEE& £7-1& SYSTEM DB E) £k I&
CSIDL_LOCAL_APPDATA (£ 5 TR WHE) @ Microsoft WS 7 A ILADTFICELZ7rileLTrROyFENEzd,

7 . CSIDL_COMMON_APPDATA (%@ IC:\ProgramDatas; T#%b. CSIDL_LOCAL_APPDATA |(£&% lC:.Users<d—1—%> : AppData : LocalJ
T, 77M1IN%EIE 5~6 XFT. FRECHENS T VALICERIN (EROEEDELSICRZIZELSICTB0). skFIE Twlly T, FEIARE
R, FOYN=—DCZXTLTs LY MUDTICHS SensApi.dll (IEFRD WindowsDLL) Z# L. SetFileTime()z#ERAL T. Oy FINfcN\v I RT
NAF)—DT7 71 I)LEERBMHZERD DLL & —RITBLS5ICEFITBETI,
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Z0%. FOv/NN—IF rundl32 ZFVHEL. Ny I RTORVIDI I AR—bES (#1) 2 T-dl 5I8TEITET. NvIRTONAF)—%iREHL £
Yo Figure3 BNy I R7ZzEIMITBLDICEATNZ IRV RS 2DOHZTRLTVE T,

Command line:
| "CAWIMDOW S sy skem 32 rundllZZ  exe” " ProgramDataiMicrosoftihocite wll”, #1 -d |

Figure 3: /Y2 R 7 ZEE TS FOw/\—DHY

7Ot ZAMERICIEC T, RFOYN—IEFRTTa—ILE2R Y (BEBEFIE SYSTEM DIBE) £IEEHERITL AN (E5TRWEE) ELTNYIRT
DKGEEZRELET. AT P a—ILTNLFRIDIHFE. schtasks I FIEHET Sens Apil LW AT P a—IILENc2 R0 ZERL. R T L
EHEFIC SYSTEM Y LTEITENBLDICHKRELET. A—bF2A—TFTaUTAICEBKEILEHIITRHIC. Tregadd) OY> FZEFE- T,
HKCUSOFTWARE\MicrosoftWindows\CurrentVersion ®7TFIC FSens Apil WS F—rSYI VMU —%BMLEFT. MADKEILAHNZ X Ll
rundli32 ZMFUHL. BMDSIRELTNY I RT7ORIDIV AR—bFEE (#l) ZETCEICE > TNAF U —ZEHTEISLSICKRESNTVET,
Figure 4 3@V RAFAEAXA D Z I LZER T BTcHDICERAINEI—RXZRY FTY,
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_string[e]
vl = 83
hkeu_string[1]
/14 = 8
wescpy(String, L"%ws WO "Bws AN, #17);
if { sub_4B13Ce((char **)&LpString) )

Bx4BEB4E;

Bx558843; J/ HKCU

lstrlenW(lpString);
lstrlenW(vls) + v2;
2 * (vi + lstrlenW(String)) + 2;

GetProcessHeap();
WCHAR *)HeapAlloc(ProcessHeap, 8u, will);

wsprintfW(fileName, String, lpString, v15);
1f ( is_user_admin{) || is_user_system() )

lstrlenW(fileName);
add_schtask{(BOOL)TileNams, 2 * vO + 2);

w7 = lstrlenw(fileName);
3 add_autorun((const WCHAR *)}hkcu_string, (int)fileName, 2 * v7 + 2);

HeapFreelWrapper(fileName);
¥
¥

HeapFreeWrapper({ (LPVOID)1lpString);

}

return vl;

¥
Figure 4: RiG 4 ZEN TS T— K=~ f

Hitld. BRELETD DS Kapeka AT TP a—ILZR 07 7AWV EFELE LTce ATV a—ILENERZZVE. g Oy /=1 FU—DE
9% Sens Apiy Tld7z <. TOneDrivel EMFEINTWVWE LT IBIC. CDAVREVAD/INY T K748 (wslsrv) (& oL ROy /N—/N1F+ 1
—ICRONBZ LS BEFDERSE (FELREZER) IR TELST. EBFHTZ2IATXVRSAVEDITMNMIBAE>TWE LT, Figure5 D1 >RX&
VATEONERITIOYVRZA e, ROYN—ICK>TERINIR TP a— LN X7 DFZERLTVWET,
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Kapeka scheduled task called "OneDrive" found in-the-wild

>emd<, >
>/c start C:\Windows\system32\rundll32.exe C:\ProgramData\Microsoft\wslsrv.wll, #1</

Kapeka scheduled task called "Sens Api" created by dropper

>C:\Windows\system32\rundl132.exe</ >

>"C:\ProgramData\Microsoft\ladoza.wll", ‘#l</

Figure 5: Kapeka @QZE{TIv> Fid. "OneDrive "E I B X 2 — /L3RI 2 & FOY/N—DEEL = "Sens Api "DHE TE 5113,

RE&IC. FOyN—RBBELNYFT 7))Lz CSIDL_LOCAL_APPDATA (CFOvFLTEFHL. T XI5 FOYN—ZHIRLET, 77 1)L&IF 3
~4 XFT. NyIRTICERATNTVBRDOLRILEFERTILT)ILTERINE Y, 1—H—NEEETHSHE. MoveFileEXW()ZMETH L.
dwFlags # MOVEFILE_DELAY_UNTIL_REBOOT (Z. IpNewFileName %Z NULL ICERET S & T, BEBRICNYF I 71ILDHIBRINS L SICE
ESNET, Figure6 ROV FENINYFI71ILDT 71 ILRBZRLTVWET,

@
:label
/q /f "<DROPPER_EXECUTABLE_PATH>"

if "<DROPPER_EXECUTABLE_PATH" goto label

Figure 6: FOw 73 HIle/NNy FXOUTRDZ 71 /LI 7>



VV/ Intel
NI R 7 D3R

Kapeka /N\w o R7Ix. (BEITIEARL) B 2 TITOVRKR—rINnfe 1 DOBEHEESE Windows DLL TY, Ny R7I& C++ TSN, Visual
Studio 2017 (15.9) ZEARA L Ta> /N1l (linker 14.16) SNTWE T, Nv I R 77 71 ILIFNERF(.wI) T Microsoft Word 7 R >%ZE->TWVWE T
H. EIE DLL 7 71JLTT,

CONY T RETIE RPDRTEICIZ"-d "FIBAETTRITIN. TORORITRICIIFIMALTRITEINELSICHE>TVLERTY (T TrOYN—D
P THEANRTIKFACRAV v FICE>THREEINE T ) COTSTOEMIIUEDOL IS 3 Y THALE I,

MDZL DNV I RT7EERRIC. Ny I RTDEREETILFALY RT. ALY RBOTF—RERRE ST F I VT DEHICARY AT 3 #FA
LTWET, G5 T NI RTIE 4 DOAXAA>VRLy RERHLET:
o HRHDALYER: CNIFVHALERTIL—F U E2RITIBZTTARI)—ALYRT, FRIOPEHFINL C2 AV T74Fal—>3>vzs
592700 C2 R—U>THBIHRS,
e 2 FBHDALvYER:Windows oOJATARYMZERL. O FTEIINY I RTFDIL—RITNITDYy MIL—FU%ERTT3LD
T34V —RLy RICSTFILZEZES,
o 3FEHODRALYR MEBIRZIZRIDANZERT S, CORALYRIFRELEZRIRAIVZRTIZEHICERTDAL Y RZiEH T 3,
o 4 FHDRALYR:ZAIVDTETZERL. WEBINZ2XIDERE C2 ITEDIERT,

FT—R2AUBICEALTIE. NI RT7IE. ALY R/ ZTa—FTvIR /AT RNV RILEESD, BEOIRTOT—RATS U CeBEERTFTS
fe®is. REAEBEXRZFBALET, THIC. Ny R7IE JSON (‘rapidjson'Z 1 7S U ERALTRETNTVWS) ZF AL T. WEICT—42 (C2
AV T74FaLl—YareRELLZRIRY) 2REFTRRITTAHL, Q2 H—N—viBREXZELE I, A5t T 36 ADI=—27% JSON F—H'H
D, BOEUSa > TEhTREHD JSON BEICEDA>TWVWET, & JSON —F#FTbINTHD., ETIE 6 XFETY, #SbkShi=T71r—I
R, BRLIET O TIILBETEESINTULWEE A, Figure7 3Ny I R7ICE SN 38 bE i JSON 71 —IILFEDHAIZRLTVET,

2 https://learn.microsoft.com/en-us/cpp/build/exporting-functions-from-a-dll-by-ordinal-rather-than-by-name

3 https://learn.microsoft.com/en-us/windows/win32/sync/using-event-objects
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.rdata:0@eee00188823398 alrozrx:

.rdata:0000000188823398

.rdata:0008080130023305 text "UTF-16LE™, "jRcZrx',@
.rdata:00000801800233A6 align &
.rdata:0eee80018@8233A8 alxs2hz:

.rdata:00000001888233A8

.rdata:00080801300233A8 text "UTF-16LE™, '"jxs2HZ',@
.rdata:0000000180023366 align &
.rdata:0008080130023365 alsmllj:

.rdata:0000000188823388

.rdata:0008080130023365 text "UTF-16LE™, 'LSmL1j',@
.rdata:0000000180023306 align &
.rdata:0@ee80018@8233C8 aSiskba:

.rdata:00000001888233C8

.rdata:00080801300233C8 text "UTF-16LE™, 'SIskba’,@
.rdata:0000080130023306 align &
.rdata:0008080130023308 a3qydvy:

.rdata:08060000188823308

.rdata:0008080130023303 text "UTF-16LE™, '"3qYowvy',@
.rdata:00000001800233E6 align &
.rdata:0@eeE0018@8233E8 ad6demo:

.rdata:000600001808233E8

.rdata:00080801300233E8 text "UTF-16LE™, '36deMo’,@
.rdata:00000001800233F6 align &
.rdata:000808013080233F8 aRzynkr:

.rdata:000600001888233F8

.rdata:00080801300233F5 text "UTF-16LE™, '"Rz¥nkr',®
.rdata:0000080180023406 align &
.rdata:0REe000180023408 akbxzsb:

.rdata:0000000150023408

.rdata:00080001300234083 text "UTF-16LE™, 'KBXZISb',@
.rdata:0000000180023416 align &
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Figure 7: #5t1E 3 /e JSON Z -+ —/L RE DB

BStEI>aA—T 27 DRDIC. Ny I RTIZZEDERTZELT 3 DDRLDAEE. $4H5. AES-256 (CBC E—F). XOR. RSA-2048 Z#/AY
%:AES-256 (CBC £— F). XOR. RSA-2048 T. RSA RRARIIT > FILCCICEEINE T,

g " - ==
INY DI RT7DERTE
Nwo R7ICIE. AES-256 THES{tI - C2 OV TJ7«4Fal—>arhBHiAFEFnTWES, AV T7rFxal—>avid 32 N bDF— 8 N1+
DODINTa >, FLTESEINOYT70sFxal—>a3 7 —2TERINATVWEY, A2 T70Fal—>avii@dNy I R700Ht7 = — X TES1t

INFET, NI RTIEFER M7z —ZARICLP A MVICRKCNTULWBABIED DY JrFal—2a Ym0 Ed, Ny I RT7H'-d'518T
ggenieh LZXAMVICBFEOIY T4 FaLl—23 B3N E>To Ny I RT7IRFERTS IV T Fal—>a > zBERLET, d'518 (&)
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DERITZRT) MREINIHEE. NV I RTIZEDEDIAAREZBEL. TS5 THRVESEL I MNIDSBEDREZFAAA. MEATITRWVES
IFIBOIAHREICT —ILINv I LET,

GUID fBZ4EmMT37=®IC. YL T 7Id GetCurrentHwProfileW()ZM Ot L. szHwProfileGuid 74 —ILRZ7zvFLEXT. NV T R T7DLUEID
N=23>TlE. I 7IRREMICT vy FIN/fEZ GUID E LTHERALETHA. HHEDRHLIENY I RTORFH/N—23 > TR IILT 7

GUID ICEAIMN3 CRC32 &V PRNG (RUELH> L —3) BREZRETZIHAFZLTILIAVILE. —ED GUID ZEMT37HD/N1F1)—
AON—RKRI—RFINE (BOE->3>T MNSmLLj1 ELTEHHAE) Z8ATVET,. NYIRTOIRTON—232ICHEWVT,

GetCurrentHwProfileW() bk L 72354, /N\w I R7IE/N\—Rd—R &Nz GUID E("0CA1BE92-FB73-BB74-5E41-00FDE76B2ESD")%F 7 # )L k&
LEd, NvT R7IE "GlobalBFE_Notify_Event <GUID>"YRBIL7I IV XL ZFERBLTIa—TvIXZERLEFTH. 71—V IEIFRDD
12"{ad584834 - f1b9 - 1587 - 637b - 1e0025582179}" T 9,

kb nfca> 7 FaL—> 3>k, HKLMSOFTWARE 5 32 /N1 k@ MachineGuid (UTF-16) fE TR S 15+ —T AES-256 (Z& > THEES1E
SN, LMV F—DIITUNKELIEE. N—RIO—F3N7k 32 /N1 D F— TAzbi3llxlgcRzTsOHopgrwUdJUMWpOFt) IC7 +—JL/Nv o L
9, Hl% Figure8 IZRL £,

ComputerHKEY_CURRENT_USERNSOFTWARE \Microsaft\ Cryptagrap by Providers'y NN - NN - NN - - IO

Edit Binary Walue X
Walue name:

Seed |
Walue data:

2a0a220a El F2 3E 2E &3 26 B4 20 dbr.c.. | A
PORERERE 32 &E &E 6 2B 1c Ea A0 2. .1+ .5 -
2a0a0a1a 9E C1 84 29 5C DE 11 AE A S N - T
felslelalelaa ) BE an a5 FF 43 BE Fl ac ¥1.§CKRAL
2a0a0a2a = 2E 1F ES D3 DE EG &E ... edlen
PORR02E 63 E & 36 2E a7 c1 28 i. . 6..4*
22020230 13 3E 9F 1@ &E 12 ET:! F3 A
POREREEE aF 3 E7 FF 28 E &1 66 e .. T
2a0a0a4 1E 13 1 BD 71 14 41 B4 L.V EgL A,
felslelele ety a3 5F FS 2E 7E a3 FE &F ._B.4{.00
22020252 26 34 2E 97 &L 29 2E A8 .ot 1..°
AAAAAAS R R ra aF A= R ©r RFE ag A L T L4 v

Figure 8: L2 | U "Seed "1k Gt I 11 S BEEES 7=RE DA

BHIAAAY T Fal—2a ekFbtd>T7oFal—a>id €556 JSON e T O—RFREhEzd, C2 > TrFal—>3>0 JSON
&L Figure9 THEASNTWEY, C2 A T7rF¥al—>3a>Dfl% Figurel0 ISRLFT,
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JSON Key Valuetype Value

W Nested Holds the C2 configuration components mentioned below.
object
Array C2 Server URLs (required). This is the only mandatory field for the backdoor’s
embedded configuration.
Integer C2 polling interval (minutes) — The actual polling interval is randomized each time
between the specified amount and next minute. If not present, the default amount is
10 minutes.
nLMNzt Integer Maximum alive time (days) — The maximum number of days the backdoor will try
connecting to the C2 since its initialization or last successful C2 poll before uninstalling
itself. If not present, the default amount is 3 days.
rggw8m Nested Holds the system time structure* objects mentioned below. The values are generated
object & updated at runtime by the backdoor using GetSystemTimeAsFileTime(). This

essentially keeps track of the backdoor’s alive time and last successful C2 poll. This is
included in the persisted configuration in registry.

bhpalg Integer System time (Low-order part)

m Integer System time (High-order part)
Figure 9: C2 F JSON &

4 https://learn.microsoft.com/en-us/windows/win32/api/minwinbase/ns-minwinbase-filetime
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GatpP5: |

LsHsAD: |
https://185.186.122.242/map/zone

1

hmacDc: 188,

nLMizt: 14,

rggwsm: |
bhpalg: 31888563,
SEXt¥s: 4274816778

¥

Figure 10: C2 ZEDH)

WV/ Intel
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MDD« 2 H—=TIV T2 2T

FHALDRFET. Ny T R7IE—ED WIinAPI J—JLE LA MUDI IV ZBL T, HEEOY I A —ICAT3EHRENEL XTI, COERIE
ERSNIEERICHEREF SN, BIC JSON T74+—I v MIEBRINE T, Ny I RT7IETD JSON blob Z. BET7 V2 —D C2 H—/N\—CDRA]
DREL EDRDBFETIHEL T,

Figure 11 IZEEDI S VD SINESNIER. INEHE. LV JSON F—IvEYITDREBI AL ERLTVWEY, T 2H—T) > MERZ R
9% JSON 0= Figure 12 IZRLF T,
JSON Key Information (Value) Collection method

Username GetUserNameW()
Overwritten by NetUserGetInfo() -> USER_INFO_1. usril_name

User privileges NetUserGetInfo() -> USER_INFO_1.usril_priv
Token elevation type GetTokenInformation() -> TokenElevationType
m Computer name NetWhkstaGetInfo() -> WKSTA _INFO_100.wkil00_computername
Domain name NetWkstaGetInfo() -> WKSTA_INFO_100.wki100_langroup
0S Major Version NetWkstaGetInfo() -> WKSTA_INFO_100.wki100_ver_major
0S Minor Version NetWkstaGetInfo() -> WKSTA_INFO_100.wki100_ver_minor
m ProductName HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductName
Processor Architecture GetNativeSystemInfo() -> SYSTEM_INFO. wProcessorArchitecture
CSDVersion HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\CSDVersion
YEYTI Productid HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Productld
RegisteredOwner HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\RegisteredOwner

RegisteredOrganization HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\RegisteredOrganization

UnknownFlag GetVersionExW(&OSVERSIONINFOEXW)
This flag is set as 1 if the API call is successful. The exact reason is unknown, but it
is likely an OS check.

w Windows Server 2003 R2 GetSystemMetrics(89) -> SM_SERVERR2

Build Number This can serve as a check whether the OS is Windows Server 2003 R2.
m System Locale - Language GetlLocalelnfoW() -> LOCALE_SISO3166CTRYNAME

NPvilV System Locale - Country GetlLocalelnfoW() -> LOCALE_SISO639LANGNAME
Figure 11: & L 7188, 74 JSON vwE>Z
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1
SIskba: |
KB¥ZSb: "shawarma™,
Cwigdy: 2,
kKkGCUr: 2,
arqs0dl: "DESKTOP- N .
pHs y8I: “WORKGROUP™,
ozY¥ekP: 18,
BORGRb: @,
b&HqGu: "Windows 18 Pro™,
XSRMYC: a4,
q2eace: "",
RAJSMI: ™ | - I - - .
TMADTIp: “"shawarma®™,
tozMsk: "™
GoKkuo: 1,
Wakexk: &,
eEMZND: "en™,
MPywllw: "Us™
i
ki

Figure 12: [V L /2 IG8E 1RIF TS JSON DB

v bI—=T&(E

Nw 2 R7IE WinHttp 5.1 COM > %—7 £ —X (winhttpcom.dll) Z#EBAL TRy hTO—UBFEIVAR— 2 b ERELF T, NV I RTIE C2 LB
EL. 2RV ZR=—V2T L. T4V H—TI) YV MEREARVDERZEDRLET, NV I RTIF C2 hESBEREXZETS70HIC JSON ZFAL
£,

2 DORAL Y RDERY RT—IBEEBEYLET, 1 D2IZT4>H—TFV Y MEROXELZRIDKR—) VT, 5 1 DIIRTLIEZRIVDER%Z C2

ICEDIRTHDTT, LES5DALYRBEAILVIIRAL LARYZANYRS—Z2EELTVWET, UII X IJSON O#EEIE Figure 13 THEATNT
WEd, C2UF TRk JSON D% Figure 14 IZRL £9,
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JSON Key Valuetype Value

Integer Integer value distinguishing between the C2 poller (value 0) and response handler
(value 1) thread.

LSmL1j String 16-byte hexadecimal string that’s hardcoded inside the binary. The exact purpose of

this string is unknown. However, it is most likely a form of campaign/build identifier.

For instance, to distinguish between private RSA keys to use for decryption.

Nested This holds the fingerprinted information that has been mentioned in section “Initial
object fingerprinting”.

Nested This holds the output for each of the executed backdoor tasks. This is only populated
object when task results are available to be sent to the C2. This structure is described further

in section “Backdoor tasks”.
Figure13: C2 V2T X+ JSON #&

{
JRsZHZ: 1,
LsmL1j: “7255BC3CO51FEFEE",
SIskba: { ... }.
JRoEZrx: |
{ ... L
{0 b
{1
]
¥

Figure14: C2 V2 T X + JSON DB

Ny RT7IE. C2 ICEETET—2 (Figurell) 27 +—< v b3 37-DICHRELESEEFERALET, Figurels (& C2 VI IR MEEDERTEH%
RLET, hAZLBEISUTOFIETERINET:

o XfE93 JSON T—RDEESLICFER TS A L% 32 N1 +D AES ¥—Z4mHKT 3.

o SUALIZEMINT: AES *—%ZFHBL T, JSON 7—42ZEES51td %,

e htonl)ZFEALTI7+—< v hINEBESLINLT -2 1 IEZRET 3

o NAF)—ITIBHIAE NI RSA-2048 FHEZERL. 32 /N1 ~D AES #BZEESLT %,

o EEE LINIEDH 1 X% htonl() EE->TT+—< v L TREFET %o

17
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o FEDIVALT—REERT S,
T—HAERDEDICWMARB:
<$ZEOFENCRYPTEDKEY><ENCRYPTEDKEY><$ZEOFENCRYPTEDJSONDATA><ENCRYPTEDJSONDATA><APPENDEDRANDOMDAT
A>

e 4 N1TFD XOR F—ZHEMT %0

o 4N/ XOR F—%ZF->TT7—2H#EE%E XOR T3,

e XOR *—%T—A2BEICMHMNT 5.

o RGBT —HIEE %Czhﬁéo

XOR key—[0F 57 00 7C|[OF 57 01 7c][s3 63 6 OF BA 22 O 2E Dz FF D AF 68 75 BE 3D F9 BE 70 7D 40 BS k2 48 e le=me13Et . oS, OF] Thik=iap3 0, o

%5 Co 1o ZE CC 95| 11 in E4 20 C& 50 97 DS 14 7B DC DL D6 92 B2 CL SB F9 D4 59 E3 78 CC 16 94 24| wh..I=.«a B —0. (0007 *E[adsaxi.sw

Encrypted L0 EO 54 0OC SE 2F| A7 E1 67 BC 63 ES EF 6E 91 4 SA OF 35 1C 29 78 52 DE DC 32 36 D4 EB DS 83 BE &T.Z/Sdgkcéin dd.s.)xRUUze080F:
EG 23 38 20 15 SE 83 34 1A OC 57 31 EC 68 S5E 25 0D AE DC 5 37 D1 CO 96 6 5D 64 75 E7 F2 60 00| &#B).*f4..Wlik*s . O¥70i-3]dugs’

kc\“|9'78t}7 44 3F 60 73 CD 4F SA 10 ED F4 31 CS 04 67 38 F4 B2 3D 61 5B 41 F2 43 EBE CD AC E2 Of 3F B6 OB B3| m?'=foz.id1E.g8d:=a[iscei-&.29.2

06 71 8D OB 36 DD 22 4C 83 L4 3B 53 SD 43 64 CL 82 CL DO FF &5 2D 97 19 OB 1E 51 D& &7 69 EE C5| .g..6Y"Lfu;5]CdE, EDyE——. .. Q0%iik

EE &0 B2z F7 34 F9 88 B4 91 40 284 8F 69 14 F3 3B 89 Fz EF 51 28 4¢ 47 3E 23 C8 A6 D1 9D 45 OE F2| i 2:40" ‘R,..i.6:%81i0Q(FG#EIN.E.&
E6 90 4C 42 21 A5 68 C3 79 53 TE 54 C4 7D 75 AC AC 0D F8 BT 61 44 AZ AF &0 CD 54 3E EB 9B 51 Bi &.LI!"hiy3~Ehlu-—.m-ate €l.28:.%
9C 3E FD C5 61 76 6B S0[[0F o7 Oz DC|[95 oD 8 77 89 6L 70 Lz OD 44 F5 L1 OA B1 BS 0% G6E 44 afF 28| cryEa{kP.—.i=.Ewsipd.DoL.pn~nd?2+
OE E5 92 7C 62 29 1F 96 5B 4D |11 AC 54 L1 52 E1 OL 38 6C &7 76 73 13 49 54 D3 E1 60 9B 00 Bl 0OC| .&7|b).-[M.-T;R4.8l¢vs.IZ04" ».+.
D3 CE F2 FO BF .2 C7 DF CF 54 |gh OE A2 38 B9 Ae ED 31 40 04 F8 89 8F BF 3B 20 73 44 23 B3 84 52 OEoéG CBITi.e8 i1f.a% %0 sDHISR
C9 kD OE &6 1B 60 73 A5 SF 6L|F3 2B 06 FO E5 CB A7 26 3C A0 DB 11 AZ Bz CB D6 57 F5 B3 A5 82 BE7| E .t. 5% _jo+.58ESe< U.eECWe¥, -

Encrypted 6B SE CF 4B D6 O1 C3 OC 9D 7C|37 5L 7B SL 2F 34 FA D4 BC F6 2L 5L F&§ FC DO 35 0L DS 61 16 E6 44| kiTKG.L..|7Z{3/400W0%ZaiDS.da.2D
=T B9 Bz DL BC 23 OC &F OO 3¢ A9 57 E7 SE 6B 56 B7 EA 3D SB EF DS 83 6C ED 45 E4 23 OF 42 4C BA| Q°ife¥.oD6@bg skt &=[15FLiHA#ZBLe
data length 25 D2 61 9D B9 74 4B 51 AE 27 37 44 DA AS D6 5C 20 51 AD €9 39 65 F1 F7 00 25 96 3B 2E zh EB 27| 50a.%cEQ®' 7JURSY Q ESefis.s—;.*&

DF 54 A6 ZF 65 1% 44 &5 CD L1 BZ 31 52 A2 E7 3D 55 F2 BE 32 DF E:Z AB 1D 58 CO ZB 03 26 ZF 3D LZ BT:KE.D“ii‘lR0q=Uﬁ%23é«.Xi+.&K=c
20 47 D& 50 C9 92 62 54 12 4E AD 1E 8B 56 73 Z5 A4 7E 8F F9 OB 14 FO 76 5C 69 14 49 EZ 24 AC 7F GHEE LI N. . Vssm{ .. . &vY i T4
60 93 3F F2 58 03 B7 8E AA 7B 09 FBE 94 02 47 2B F1 8C E2 0OC FO F& BS 98 11 BZ 39 EC BF AE 77 F8| "“2eX. Z3{.43.5+RE4.8ep".9i @ve
42 Cz 75 9F 3B 1B 90 BES A4 63 21 7F B4 2D AF EO 71 EE 95 4B 7F 7F CB 42 0OE C2 Bl FD 07 78 26 AE| Biu¥;..me!. - &ge-K..EB.ity.xe®
55 52 59 7L 34 F6 82 68 3B 47 27 94 04 OL F3 D9 FO 3B 71 OFE 92 L6 70 S0 94 50 36 52 97 29 23 GE| X=¥z:o,h:;G'~..oU&;q." | pEEPER—) #n
Er]cry[)le(i 59 23 96 9D 23 62 03 Z9 F8 28 FA ED ZE BE 61 B4 8D 3E 5E 76 40 14 6E 37 74 11 C5 EF E4 ES5 8E DS %#—.#b.)ﬁ(ﬁé.»a'.:A?@.DTt.§5§526
b OD OF A4 COD 95 AS FF €4 3F B3 75 42 B1 19 2C E4 95 84 CE 17 FF 12 &5 11 DS D2 03 De 42 91 74| I..=bh=-¥9d??xbBx., 8™, I1.%.h.@0.08%z
data CD 33 D4 43 F§ ES DE 92 4E 18 B1 C4 63 DS Z1 FD EC FS AE 20 50 7F 40 12 A2 2C 23 A4 83 CC 64 ES i36Cﬁuﬁ’N.iic®!?iﬁ®.P.@:G,#Hfidé
EQ SE 1D 75 Z6 30 43 F3 94 70 14 ES5 39 65 41 BAL 32 62 62 0OC 3C FF CO C1 70 42 §5 22 E7 52 5D 19| &[.x&0Co0"p.aS%hi<ibb.<iilpE.igR].
99 99 C1 14 C5 ES 47 ES ED 61 DE 12 Ce 7O D4 ke 23 4D 34 E3 4D 1F 30 1F 15 FD 25 47 9F 57 04 14 mmi.iéG,iab.Epé:#H4éH.D..?%G?U..
64 04 D9 40 0OC 55 YC FS A3 9D 54 73 BT BS B4 D4 54 Co ES 1D C3 76 AF 259 4E 27 3B FE 33 36 E6 5F d.ﬁ@.X|ﬁ£.TS"'OTEé.EV_]N—:DSGﬂ_
53 1B 37 1D C6 54 EZ FE 94 11 A3 09 3E 84 17 54 EO E1 34 32 CF 70 E7 DO BF OB 9F FA BL 1D 94 &6| f.7.BTA0”.£.>..T &:2Iigbs.¥ue. "1

=1 2z 8E 74 93 A4 52 02 5? E4 66 L 1C D5 28 L0 44 13 23 CD 2E 11 4B 54 FB 42 AE AE C8 50 39 Bi| ."it"mR.Waf! .0 J.#I..KTaE®«EP9°
2D D 23 66 C9 35 OF ol 56 44 Fz F3 C1 55 54 32 55 Fé 7E DA B0 65 C0 50 40 06 61 BE Ei1 OC 5F| -O#fES.s@tDocAUSzus~U°ile .axd. .
[%a'Wd()n1 A9 FF AT FC 35 64 13 Flﬁzg 1C OF sE 83 FE 06 F9 §2 Ce BD 7D F7 Zi 08 3F FE 44 §3 3D 68 ES 6F 7F| @¥5i5d.uE..nfp.0, B+, ?hIf=heo.
Bl Fz FF O3 F7 5C BS 0L 16 C3 BA DL 85 CE B6 17 96 3F DE E3 B2z 13 03 80 9C 12 AF F3 64 14 A7 77| #ay><@En..L°0.Iq.-7P&%. .€e.703.5w
Eiata 46 75 BF 40 46 94 CA B0 74 C3 67 SF A2 C4 F4 96 63 B6 60 4E] FugBF~E°tige ¢ia-cq

Figure 15: Z#RFEF C2 V2T X FEEDH

Ny I RTIRBEILS HLICERSNT 32 N1 hD AES BZ=BFAL. RITRREZE/SELET. Ny IRV IV TrFal—>3a zE
HMIBLARYRALBZRAVERITIBLRARYAD 2 BELEZZITMBZEHTE. CO 2 DDV TFROEI S a > THALE T,
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IHIC. NI RT7ZIEMEAL 7 = —X & C2 /R—1) > /I WinHttpGetlIEProxyConfigForCurrentUser()Z R L Tr > 2—% v h 7OFSREZF T
wOLET, TOFPRENEFEETIHES. Ny I RT7REEINIOF>H—N—% C2 BEICFEBLET. COEEEIE. LNy I RT7ORH
N=2 3> TOAHRBEINTUVET,

=R&IC. Ny T R7H WinHttp 5.1 COM > &2 —TJ 1 —X%ZFEHAYIS—AT. XMLHTTP 6.0 COM A >&2—TJ 1 —XZREJIBRERDOI—FIZR
v b ZREER L & L7, Figure 16 (&, WinHttp 5.1 &E#kIC XML HTTP 6.0 Z8L. NV I R7ICE>TREINK COM 1> F—Tx—ADY X +%Z

A~LTLWET,
Marne Function Address GUID Object type Module
IUnknown sub_180006F70 (:120006f29  0O000000-0000-0000-c000-000000000046  interface ML,
[Dispatch sub_180006F70 (:120006fb3 0002 0400-0000-0000-c000-000000000046  interface ML,
[MLHTTPRequest sub_180007000 (:18000721h edBc108d-4349-11d2-91a4-00c4f 79698 interface A2,
XML HTTP 6.0 sub_180007000 (120007229 33d06a0a-f192-11d4-a65f- 00409632575 class CVindowesh System3 2vms=ml6.dll
[WinHttpRequest sub_1800076B0 (:18000782d 016felec-h2c8-45f8-b23b-30e53a75396b  interface A2,
WinHttpRegquest Component version 5.1 sub_1800076B0 (:180007844 20870 2f4-2cef-4953-38ab-66770b670M95  class %SystemRnDt%\system32\Winhttpcnm.d|lI
IUnknoawn sub_1800076B0 (120007933 00000000-0000-0000-c000-000000000046  interface A2,
[ConnectionPointContainer sub_1300076B0 Ox1800079dd b196b284-babd-101a-b69c- 002200341407 interface 2,
[WinHttpRequestBvents sub_1800076B0 (:18000796b fO7fde15-b787-4212-80d1-d380cbbf982e  interface A2,
[WinHttpRequest sub_180007FB0 (130008028 016felec-h2c8-45f8-b23b-30e533a73396b  interface ML,
WinHttpRegquest Component version 5.1 sub_180007FB0 0:1800080be 20870 2f4-2cef-4953-38ab-06770b67M05  class SeSysternRoot3ehsystem I wvinhttpoom,dil
IConnectionPaointCaontainer sub_180007FEQ 0x18000812c b196b28d-babd-10Ta-b62c-00aa00341407 interface RS
[WinHttpRequestEvents sub_180007FEO fO7fdel15-b7a7-4212-80d1-d380chbf382e  interface MAA,
IUnknoawn sub_180008520 (120008549 00000000-0000-0000-c000-000000000046  interface A2,

Figure 16: /v 2 R 77, CERINE COM 7>5%2—T71—X, WinHttp5.1COM 17>8%—271—XD/NTZ1 +
Srursa —_
C2 |EDT7YVIST—F

NI RT7IE R=U2J8IC C2 H—N—hp5HLVWIYTrFal—>3>0% JSON LRRVR (F—IF TGafpPSy ) & LTEETS T, C2 O
VI FX AL —avEERITBECHNTEET, RELEOY T4 FalLl—2a dBREOI Y TJoXaLl—2a>YeBR38Ee. Ny I R7IEa>7
AFXaAL—aVEFHISATERIZEFTEL, AV T4FXaLl—2a 52 RETBLIXNIE( TSeed) ) EBH TR T, BFID C2 I
vI7q4FXal—>arEiEtLET,
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NYIRTDRARY

Ny T RT7IE. R—=U>JHIC C2 H—/N—H5 JSON LRRYR (F—Hh ITd7opP1 ) ELTERRIDI) AL EZREL. BFRIZRITTBHICH
DALY REERTBET. WEEDII VY ETHERIZRITTEET,

Figurel7 |12, BRIV ELBRARVICBETZT—FEZBMNTZC2L ARV ADISONEEERLET, Flo. BELALZXIEFT C2 LXK X JSON
Df% Figure 18 IZRL £9,

JSON Key Value type Value

Td70pP Array This holds a list of backdoor tasks to be executed on the victim’s

machine. Each task holds the key/value pairs mentioned below.

CwblJ4E Integer Command ID to execute (zero-based number). See figure 19 for full list
of supported command IDs.
XVXLNm  @Sdalal= First argument
Used mainly for file name/command line to read, write, launch.
Nested object Second argument

Used for payload purposes, such as upgrading backdoor or writing a file
to disk. This holds a key/value pair with the key being the filename and
the value being the file content that’s base64-encoded.

String Identifier string that can be passed to distinguish between executed
commands, this is logged in the output sent back to the command-and-

control as “3qY9vY”.
Figure17: C2 L XK > XD JSON &
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1
Td7opP: |

1
JBywIG: "Read from file",
CwbJ4E: 2,
HWHLMm: “C:fWindows fsecrets . txt™,
IMLBSH: ""

s

1
J8yWIG: “"Execute command™,
CwbJ4E: &,
HYLMm: “whoami™,
IMLRSX: "*

s

1
J8yWIG: "Write to file™,
CwbJ4E: 3,
XAWLMNm: "C:fwWindows feecrets  txt™,
IN1BSX: |

Crfvwindows fsecrets txt: "QMILbidaIHLvdSBhIHMEYXIBIGZLbGxhPu=="

i

¥

1
¥

Figure18: F15L e X2 &8 C2 LXK >X JSON DF

WV/ Intel
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Ny I RT7E 2—Ty bOT7EYy FRTERGBNYI RTELTEET S ZAREICT D TR TOEANLHEEZ Y R— L TWE T, Figure 19 &,
Ny RT7HHR—brF3ATRFOU A MZRLTVET,
CommandID Command Required parameters
Notlmplemented -
Uninstall backdoor -
Read file from disk XVXLNm — File path to read
Write to file on disk XVXLNm — File path to write
INIB5x — File content to write
Launch process or payload XVXLNm — Command line to process &
launch
INIB5x (optional) — Custom payload
Execute shell command XVXLNm — Shell command to launch
Upgrade backdoor -
Return “unknown\n” -

Figure 19: fia~> F

BRAIDZTTBE. TDFERN JSON T+—< v b ("jReZix"F—DTF) T C2 H—N—IZEDRINEF T, Figure20 | C2 H—N—IZEDIRTIN D
BRAVERZIZINT S JSON #BEZRLTVWET, ZRIVBREZT QIEEDH%Z Figure2l IZRLE T,

JSON Key Valuetype Value

Array This holds a list of results for executed tasks. Each result holds the key/value pairs
mentioned below.

3qY9vY String Identifier string that was passed in the command input as “J8yWIG”

36d6Mo  ESiglar: Logged message during task execution

RzYnkr Nested This holds a key/value pair that’s used during read file task, with the key being the

object filename and the value being the file content that’s base64-encoded.
Figure 20: 27 L 7= %X 2 DAZE JSON &
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JRs2ZHZ:
LsmL1j:
SIskba:
JRCZrx:

{

1

13

" 7ZL55BC3ICOS1IFETEE",
[ .. %

[

Ig¥owy: "Write to file™,
I6dEMo: "C:fWindows fsecrets.txt EMPTY

n
L)

Rz¥nkr: { ... }

3g¥ewy: "Read from file",
IEdEMo: "C:/Windows fsecrets. txt QK
Rznkr: |
C:fvindowsfsecrets. txt: "QXILbid8IHLwdSEhIHNtYXIBIGZ1bG XN Pw=="

3g¥9vy: “Execute command™,
I6dEMo: "PID : 1i

ExitCode : 1i

n
L)

Rz¥nkr: { ... }

Figure 21: %X 2 DERESE C2 LIK>IDH)

WV/ Intel
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NYITRETDT7IA VA=)

COMEEIX. B T7OEREFRIEIRAIO—R%2EE#H TS #EEZEL T, 7UNT Y RENLTHASHOINEERO> DI OT Y REREITEIL
T. WEEBOIO VDS ITRTDONY I RTT7—T1 770 bZHIBRL £, Figure 22 I&. NI RT7ZT7VA YA L=ILT3 C2 LAKRYZADHI%ER
LTWEY,

1
Td7opP: |
1
J8yWIG: "Uninstall backdoor™,
CwbJ4E: 1,
MWL Mm: "t
IMLBGSX: "
¥
1
i

Figure 222 Ny O RFETT X F—ILTEEDD C2 LIF> XD

—EDIYY RRUTDOED TY:
e ping OXYYRT 10 MERU—TL. 777 ILHIBRENC IO ZHMET T2 DIC+0 7B = R,
o FOLXDFMIZIGUT lschtasksdelete) 73 lregdelete) IYY FZHEITIB L T, FOYN—ICEL > TRE S ikt z HI
PR B0 DLIETARTONY I RT7H > TFILIE. TSensApit EMENBELC AT a—ILEIhic2 XY,/ LI X M) EZHIRR.
o /f/q B&U/ath 7ZJHED erase AV RZFERALTNY I R7ORITARET 71 L ZHIBR.

ZD®. ZFRVAL Y RIF. TOCXLEORBICERAINEIX A VAR ATV b2 T FIVREBICREL. NI RTICTL—RTILITD Y

ML=F2ZRT3EET, LHL. TOFINICTO-NILTSTZREL. BTIL—FoNRE2—7v bDI Y ETNY I RT7OREZFRIETBZLIR b
X —%ZHIBRTSDLSICLE T, Figure23 &, Kapeka IZ2&3 SHDeleteKeyW() DfEREZRLTWLWE T,
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e|f7413046CD [l ints3 A
#7413 046CE i ints
®|[7413046CF [l int3
®([74130A600 40153 push rhe
®|[741304602 45:183EC 20 sub rsp,z0
#7413 08606 48:8EDA Mo Fhs, rox
®[[741304603 45:183C1 18 add rox,18
®74130A500 ES DESSFEFF call =wslsrv_patched.ReturnsthEytePtr_1x
@ (74130AE2 45:5B4E 10 mow P ,qword ptr ds:[rb=<+10]
®|[7413046EG 48:8EDO Mo e, ras
F.IF g 1 FF15 E22C0000 call gword ptr ds:[<SHDeletekey:]
Hide FPU
RAX 000002 7ALS0EBCLLO L"softwarey\MicrosoftsCcryptographys s Provi ders s NN
REX  000000960ESFFCFO
RCX  0000000000000278 L'E'
RO 000002 7ALS0EBCLLO L"softwares \MicrosofoihCcryptographyi s Frovidersss [N BREREEE

Figure 23: Kapeka 2'RkEES /T > 71 F2 L—=> 3 2 FHIR

FALRARIDSDT 71 ILDFRAIAH

C DIEEEIF. 50MB UTD 7 71 ILZ2T 1 AU D 5HAMD. TOEA%E C2 ISEDIRT LT, REMNICE—7Y OIS UDS5DT— 2 INEZAREIC
LET, AWMBD T 71, B 1 518 ("XVXLNm") THEEL £9, Figure 24 I32—7 v bDI D5 T 71 I ZGHHMAL C2 DL ARV ZADOHIT
ERS

1
Td7opP: [
1
18yWIG: "Read from file",
Cwbl4E: Z,
YARLNmM: “C:fvindowsfsecrets.txt™,
IM1BSH: ™"
¥
]
¥

Figure 24: 7 7 1)L &5 A48 C2 L I X DB

BED I LISIHE. "<T 70I)L%> OKn "E WS BTIX v E—2 A O7IC8E| I . "RzYnkr "2 WS F—DTFIC. key/value RT7E LTI 7ILAR
MREINE T,

IS—HWRELIBES. I5—XvE—2F GetlastError()IC& > TEIRI M. T5—Xvt— "ERROR <LastError>"& L CEEERINEd, 771
H1 XM 50MB ZBZX 3. IT5—Xvt—IC “ERROR: File too large. [<size>>50 MB]” L EEEx I N 7,
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A RIANDTF7LILDEZTIAH

CDREEEIE. BN T 7N TY (5B 2 518D TINIBSxy ) 24— DRIV EOFLETZT771ILINR (B 1 518@ ™XVXLNmy ) ICESA
HFET, Figure25 [EF—7v FDII VI T 7AILEETIAD C2 LRAKRYRDHITY,

1
Td7opP: |

1
JBywWIG: "Write to file",
CwbJ4E: 3,
FWRLMm: “CoviWindowshhsecrets. txt™,
INLESY: |
Cifwindows fsecrets  txt: "OXI1lbideIHLwdSBhIHNTYXI8IGZ1bGxhPr==

¥

¥
Figure25: Z 7 TN EEFAL C2 LXK DHY

WEEIX. F 1 5107 71INRE—HIC T-f) NoAXA—=E2%ZEITET. fIRIET 71T L7 FUBELEEELREVGEIC. ThZEno 77 1)L
INZAEREIIICER TR e TEX T,

FAINZDBUCFRET B5E. LI TI3T77 ’()HEH’E@EE?J%EE%L.?‘%T_NJ T7AIINAYT Y ZEETATHICT 7LD READ_ONLY 7

'r)LFIiiL’&ExJJhL,i@'O FI1ILEZTAADRIILT-HE. <filename> OKJ E:L\DE,%IJJXut'—/fJ\nEﬁ*h\ §‘EE$IL,7“u 4. T<filename>
FAILN) EWSIS—Xvt—IHEEERINS, F*TLT._P\]éfJ"'”@% 5. To—Xvyt—" "<filename> EMPTYn "phR I N3,

EHyottX£FiEIRro—F

COMBEIR. FEESNILATURZ1Y (B 1 518D "XVXLNmM") ELTHLLWTOERZESH L. BEFRNICT + X LOERDORITI 7 1IILEZRITTE
B&3ICLET. RDFIBIIARY FSA U5 (RTA FAR—IATRYISNcb—T V) E LTSN, EFTBEEITT 7 1ILEESN S5 8H%H
HEINET. T5IC. BRADFIEUCIE. NI RT7OEF2EET HEBDEMNIA—FZ2E3HBCHTETEY:
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e 100 TUMBERTFIOELRZEFED, ChUF"-w "5IHTIEEIN., FOPVERBETEI/NIA—FZRMBZ LN TES, FZIE "-w=1"
CERETD . BBILAFIOCINTCICRTLAWVERD, Ny R77O0€RIE 1 DEFET S,

o EFINAFIOLX (EZNIIFELLETOYT7OER) 60O/ EHEIST—XvtE—Y, Thid "-0" 51 TIEET 5., ChEREE
TREDHIC ZEAN. T5— BHE BEGNTTRETIUEZAL Y bENn3,

o HNRBALRAO—REEZEZTATLT71ILNR, CHIE"f"TIREIN. TOHEEICDOWVWTIZERIRT 3,

o KRFEADINTA—AE"-bc"s TDINTX—FDIEEEITTREATH 3,

CNSDEMNTXA—2E, EFHTNZFIOLROIRY RS VICIFEINEFHE AL Figure 26 ICT7OCRZREMTB7HD C2 L AR ZADHZR
LEY,

1
Td7opP: |
1
JBywIG: "Launch process™,
CwbJ4E: 4,
WWOLNm: "CoviwindowswaSystem32WvrundlliZiexe -w 1 -0 CrWindows'\OSystems2hvsvcomsves.dll, MiniDump®,
IM1BEX: ™"
ki
1
¥

Figure 26: 7O X #4855 C2 L X7>IXDHY

CDHEREIF. WRALRAO—RDETHHR—FLTVET, ETDEHICIE. R1O—KRIFE 2 5% ("INIB5X") Z@E L CEINRITNIEED £H A
Ny T RT7REERITRICNRAO—RZ T AVICEZTAAFTITH. NI RTHRAO—REEZTAL T 7AIINRZRETDHEIF 2 DHDFT:
o B 1FIBUI"-f"NTA—EDIEESNIIEE. BSNIBEI 7NN Z@ER TS (f IZHESBRXRYID /NS X—4),
o Tf'NSAXA—FZHEBEINEAD>7HEE. BLP FLET7IIUNIDREINAD 2IFE. —F 7 LA (GetTempPathW()) O F
I, "00 "#EEEEZIFO—K 7 71 )L% (GetTempFileNameW() =N L T) &R T %,

C OMEEIFARENIC, BMED 2a—I)lZzFOYFLTEITTESLSICTBET. NI RT7ZEDa— )L FT, Figure 27T Z¥—7v hDOTI >
ETHRELRAO—-—RZEHTBE7HD C2 LARYZADFZRLTVET,
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1
Td7opP: [
1
JBywWIG: "Launch payload”,
CwbJ4E: 4,
XWVALMm: "-w 1 -o - WO\ Tempiypayload.exey™™,
INLESY: |
payload: "
¥
ki
1
ki

Figure 27: Y X ZLNTO— REEZH TS C2 L IF> I DA

TOtERZRETIEHIC. NI RTIRBESNLEETARI 7AILESIHOU I M EXFHICHEEL. ZOXFHNZIIYVRSAVELTET
CreateProcessW() # UL 9. FOLRDNERICEEINLIBEIF. RWXyE—IH TPID: <PID>\n) L LTERBINET. FHTSTHRE
TNTWVWRIBAE. Ny I RTIFEESNERRE. FEFIOLIMRTIZETHEELET, BNTSITPRESNTVSREE. FIOEINSZEL
FeH/ TS = T \n<OUTPUT/ERROR>] ¥ L TEE#HRINE T,

AALT7IMIELTHFIOLIDNERLERTHROBE. F7TOLILZORDOIRTOF /O INEHMICKT TN, MN\n-me-
\nTerminateProcess)] £ OJICEBINE T, \n1 . 53 THWES. F7OLANITICKT LTWVWREEIF. BT I—RFH Nn-—mmmemee—-
\nExitCode : <exitcode>\n; & L TEHEINZE T,

I5IC. COMBERTNY I R7HOJICERFRT S 52005 — Xvt—IhHD £7:
o RAO—RETFT4 AVICEZTIADEWEEIX. T1: <filename> <LastError>\nJ A0 ICEEIN D,
o BEHANATEZERTITHWVGEEIE. 2:00 AOJICERINS,
o BEAANATEZERTITHVEEIE. 3:00 AOJICEEIN S,
o EEIS—NATHERTIRWVEE. T4:0) HOJICERIN S,
o TOtEXDEMICKKLI-HZEIX. 5:0) HEERIND,
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" L Al
XA FDERT
CDREIZ. BIDE O a Y THIELE TEE Ot X ExER1O— R #eExEAL. SELE7OXZFEL TOJICRERTS70I1IC T-w) &

U M0 NTIRXR—BEETIEICED. RO (( XVXLNm] ) TEESNAES DI IAIY RERTLET, Figure28 3. 24—4v bOTo v ETY
TIILAXVRERTITBRHD Q2 LRARYZADFERLTUVWET,

1
Td7opP: [
1
18yWIG: "Execute shell command™,
Cwbl4E: S,
FAMLMNm: “whoami™,
IMLIBEX: ™"
}
]
¥

Figure28: >z )L Jv> FEETF S C2 L IF>I DAY
NYIRTPDT7YvTITL—F

COWEEICE D, 2 ZEDIE ( TINIBSxy ) ICHILWAN—=3 > Z BT TNV I RT7PEFZ T Y I L—RTEET, Figure 29 NV I R7%ZT Y
TIOL—R$306DC2 LRARYADFZERLTVET,

1
Td7opP: [
1
J8yWIG: “"Upgrade backdoor™,
CwbJ4E: &,
MM LMm: "™,
IN1BSY: |
backdoor: "TYqQAAMAAAAEAAAA, "
¥
i
1
¥

Figure29: WO K77 v 7L —R3F8E C2 LIKN>IDH

29



WV/ Intel

Ny 2 R7I&. MoveFileExW() Bz ERL T lold) #RFEZEBMTZ T BEONVIRTPNAF)—DEFZEELEY, BEONYIRTD
T7ANWNRZERALT FILWAYIRTNAFT )T RVICROYTLET. TDE. FHILERSINIENY I RTPNAF)—LETHOWNY IR
TOT77AILBMEC 7 77 ILEREEMEBFAL XY,

RIS FOYN—ERULEFETHLONY I RTZNAF ) —%2EEBLE T, DFD. rundll32 Z2FUHEHL. Ny I RT7ORIIDII AR— MFH (#1) =
"d"FIETELET. CHICED. BERNICRIIDORITIZI Ty FIL—RFENTNTF ) —DEBHTNET,

NV I RTNAFU—PDEBICEFHIND . BIHXvt— TPID:<NewProcessld>\n1 AR F T, TZNUNDIBE. Ny I RT7HOJICERT
BAEEDH D 3 DDIT—AyE—hHDET:

o RBFEBDSIBHZEDIBE (DFD. 777DV TUUYDNEINAEWVEE). Tl\n1 HERINB,

o HUNYIRTFNAF)—%BETEIHRN-THE. [2:<LastError>\nJ PO ICEEFE NS,

o FILWNAFU—ZERTIAL>THEE. 13:<LastError>\ny AOJICEEETRI NS,

RIS BRIVZALYRIE. TN I RTDT7oAVAM=IL] O3> THBLIEDERKDAZET. 7O XLEDEPICERAINDI AT ARV~
FITS IO RESTFILREBICERELE T,

CDIEEEIEX. PMSNIENY I RTDORFIN— 3> TOAFBERINLCCIXFEICELEF T, Floo CON—2 3> TR -d 5I8PEShI-Cc%E
ZELT (BE. NvIRTORVORTEICRELZT). BHFRFICHEON—3 >Ny I R7 (old IERkF%FD) #HIRTZ ALy RBAERINE
To CNERRTBOHIC. Ny I RTIRVWK O DOFEZEHAFT, £9. 7717/)LD READ_ONLY EM (COBMIEFET 3HE) ZHIBRLEX T, X
IC. DeleteFileW ZfERALTT7 71 ILOHRZEEITL. ENAKELAEEIE. BEITOMIC 1 OV —-TZ3LIIL—TFHTISIC 45 BBEEATLE
o mEDFE L L T. MoveFileExW() ZMFTfH L. dwFlags Z MOVEFILE_DELAY_UNTIL_REBOOT (C5%%E L. |[pNewFileName % NULL IZE%E
TRLICED, BEFFCT7IIDEIBRINZLSICRESNET, Chid. Kapeka RFOYN—THRERS5NZH5ETY ( TROYN—DODH1 TH
BB). Figure30 (&/N\w I RT7HENBEDHVWN—3 > ZHIBRT 2 cOICERT 37 77 LEBRXY w ROO—R X=Xy rZRLTVET,
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bool _ fastcall RemoveFileWrapper(_ inte&4 filePath, unsigned int secondsToSleep)
i
const WCHAR *wd; // rax
DWORD FileAttributesW; // ebx
const WCHAR *w6; // rax
unsigned int v7; // ebx
const WCHAR *w8; // rax
const WCHAR *vi1@; // rax
const WCHAR *w12; // rax

“JReturndthBytePtr_1(filePath);
etFileAttributesW(v4);
s 1= -1 && (FileAttributesW & 1) !=8 )

v6 = (const WCHAR *)Return8thBytePtr_1(filePath);

SetFileattributesW(ve, FileAttributesk & @xFFFFFFFE);
}
v7 = secondsToSlesp / 1066;
v8 = (const WCHA R “JReturndthBytePtr 1(filePath);
if ( !DeleteFileW(vad) )
{
do
{
if ( Iv7-- )
break;
Sleep(laaauj,

-

v18 = (const WCHAR *)Returns8thBytePtr 1(filePath);
while { !'DeleteFileW(v1@) );
if ( w7 == -1)

v12 = (const WCHAR *)Returns8thBytePtr 1(filePath);
return MoveFileExW(v12, @isd, 4u);
}

else

1

return 1;

h

}
Figure 30: ZL\/Vw 2 R 7 EHIF T 8 7=DIC@EFI NS T—FX=Z~Nw ~

COKEEICED, MBERETITNYIRTDRTILEYN=23 TRy b ERRESETITIA ATV b ZRBUS L. BFIEUBREZ—T Y ~TH
BEABRINTIIZERICOH. IDREB/N—2a2DONY I RT7Z2/RTTBICHEARRICERZAREEDDD T,
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E D DENE

FOYN—ENY I RTPIERRZy INFFHZREL T, IILTTT7 TEASNBIXFIO—Mz#TIt LE T, Figure 31 I, Ny I RT7TROoNB XA
Y I XFHDEERL TVWET,

FLOSS S TRIMG )

Figure31: WO RFPDI KXW I UL

FEEDFIIC. /Ny R 7IE WaitForSingleObjectEx() & fFHRIREX ¥ Y — % A L TEEDRFBHX ) -7 L £,

Ny R7IE DALY R TS NLe Windows 7O —2 v O—)LNw 2 %Z 4 LT WM_QUERYENDSESSION Xvwt—C%#EEMR92 T, O
TATARY FZERLET, Figure32 BERESNLI-NINYIBEHEZTRLTVET, COXvE—JZRETHE. ALy FRET7OELXL2EDREE
ICERSNBIAA VAR AT b2 TFIVREBICREL. NI RTHRTIL—FUZ2RTITBEEL5ICLET,. HOIL—FOEE—DFEITA
EHEEIZ. Ny I RT7DOIREDORE (C21BH. 2RI BLUVERAIVDER) 2. =Ty ISV EDNY I RTOBRERNTBLSX M UE( T —
R1 ) ICKkBLT DHEEET T, CNICEDNY T RT7DRFDRENMRIFTIND2H. IO UHBEEFHIN. Ny I R7HBESINI L TICBUIETE
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BEIICBDET, NI RTIE A7 2 —XPICFOCLRDT vy hE TV INT A—2% SHUTDOWN_NORTRY ¢ L TEREL. XTILXMER
DHICOJAT7RICTOv I 7O RICESREVWESICTRIIEHFERICELE T,

LRESULT _ fastcall WindowProcCallback(HWND hiind, UINT Msg, WPARAM wParam, LPARAM 1Param)

LONG_PTR WindowLongPtril; // rax
void *main_event handle; // rcx

if ( Msg !=17 ) // WM_QUERYENDSESSION
return DefWindowProcW(hknd, Msg, wParam, 1Param};
WindowLengPtril = GetWindowLongPtrW(hlind, @xFFFFFFEB);

if ( 1Param )
{ : ,
if ( (lParam & @x30080080) != @ ) // ENDSESSION_LOGOFF
{ :
main_event_handle = *{void **)({WindowLongPtrid + 8);
gote signal_exit;
}
return DefWindowProcW(hknd, Msg, wParam, 1Param};
}
main_event_handle = *(wvoid **)WindowLongPtri;
signal exit:
if ( main_event_handle )
SetEvent(main_event_handle);
return 1iG4;

¥
Figure 32: 02 F 71N> FEE#H TS T—IL/Vy OB EER
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Sandworm DEESHH

Kapeka O#2/RE BHZHFET 57 IC. Kapeka & Sandworm & /L—FDRICHEIL SNI-AIREM D H 2 EEMICOVWTHAEL. [FEIATVWSLKR—
MIEDWT, Kapeka COHBRICREEWVWY—ILF v bD GreyEnergy THZICZHERELEL, COEI>a>TRR. W OLDOHBRICESR
ZYT. THBRBARERITEOHICVK ODNDREZRTLET, COEIaV2AEATERINTWVS GreyEnergy ICB8Y 31EI&. ESET2. Trellix
(FireEye) 3. & U NozomiNetworks* IC&k B LR— MIBEDVWTWET,

GreyEnergy |&. Sandworm OERZ[IED—EBTHILEZSNTVWBIEZS2a—ILANY I RT7THD. GreyEnergy BifiE. COKRESIL—THPED
WETHALLIETHYFM SN TUWL T BlackEnergy WV —IL*v hOEME LI AEENBVEEZISNTVET, KEMNMIE S . GreyEnergy .
GreyEnergy NI R7DROY FERIT. BLUNY T RTDOXFILOREE T+ AIVDSDEEDHIFZEET S ROy /N—OVR—3> b THERS
NTWVWETY, GreyEnergy Y —ILF v hIIE. X1 >D GreyEnergy /N2 K7 . GreyEnergy miniy & LTHISGNE S bN—23>D 2 DD/
—2aVHERINTVET,

Kapeka & GreyEnergy DREICIF. UTD & S HEERNICERT ZBAHV OHHBD X7

o ELHDY—ILFYLH XAYNY I RTHEAFAFNLFOYN-OVR—RY FTEEINTWVS, ROY/NA—I2R—R> M
Ny R7DkEbz FOY FLTREL. ENBRZT 1+ RO SHIBRT 31%ENZR/-T, 7c/ZL. GreyEnergy ROv/N\N—I3BIN
TW3H. Kapeka FOv/N—IFREINTULAL,

e GreyEnergy mini 8& U Kapeka Nv I R 7iE. EHABHDICREZOHICHBESNIILEREFZFDODLL 77 1ILTHO. GreyEnergy
mini (& Ndby ZFAL. Kapeka & Twll ZERAT 3. £EB55DONY I RT7H. 771171 L T FJAD Microsofty & W5 &H
D7 AINAICEOY TN, BE. T L2 ~UIEC\ProgramData T%H %,

e MADNYZIRT DLL ATV RAKR— b, rundll32 2N L TRVIDFEE (#1) ICL > THFUPHIND, CHIE—MBEITIFGRULAL, DLL
ZIUAR— b BHE—DHAETIEEL,

o 556D RAYN—BHT 1 XY LDEMRD Windows DLL Z#HRL. ROV TINTENY I RTDT7 71 IILEZ%ZZ®d DLL LRCICEREY
%, GreyEnergy 3Ny I RT7DT7 71 IILDOFHAHEET 3N, Kapeka IFEE L %L,

e GreyEnergy ¢ Kapeka (&, A#OHNIZLT7ILTUILEFERLT, Q2 ICEEINZT—25BELT 5. L55HBECLIC—BD
AES-256 £—%Z4Em L. EEINDIT—FZBEE1LT 5, XIZ. AES F—I3. BHAFEFNT RSA-2048 F—ZzN L THES{LINS, WT
NOBEH. BELINEF—LZORE. BLUBBSEINT 2L ZORIBEAROEATEELINZD. LW OL DM REL
NH 3. Kapeka XOR 137 —4%ZIT>O—RFLTFVHLT—H2%ZEML. GreyEnergy |3 Base64 BHTT—4%ZI>1—FT 3,
Figure33 &, 2 DDA R Z LIBEREOLEEZRLTWS,

o H—EX DLL k¥iMt%ZfmRA 7= GreyEnergy FOw/N—Id. &EH Y 3E4 Windows H—EZXZIRL. Oy FEhiz/\vo K7 DLL
IS. FUALICERINT: 4 XFDHFIORIC Tsrvy £72E Tsver OWTNODEE BRTZFIT 5. HHAHERICHER L7 Kapeka /\
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wORTZHUTILD 1 DiF. BELITT Y (97e0e161d673925e42cdf04763eTeaa53035338b) 6D R 7P a—ILI N2 X TIT/N
YELTNTHED. Twslsrvdlll EMHEN TV, COMERAIE. HHDASHLIEFOYN—TROD >LT7ILIVILICE >TLE
Mofce IHIC. AT T a—ILETNF XV 4%IE (Sens Api TlF7 <) TOneDrivel THH. AYXYRZTAVIEDLER > TV,
GreyEnergy FOYN—EBLARIILOBEURZHEEGTIH O ROy /NN—DERINAIEENE X 513,

GreyEnergy ®ROw/N—OYR—x> b Kapeka DNy o R7aVR—2> hEERRIC. GetCurrentHwProfileA R TEEL -
GUID fEICEDWTZa—FTvIREFTz v L. fElT %, GetCurrentHwProfileA() ZFIALTIa—Tv I XMEEZERT D L.
LUUHBRRLAMOBEICE T2 —RHEAFETIERL,

Kapeka O—EBOMER I R—%> ki GreyEnergy ICH—HT 3, £55H. ERINIERAEERBZRIFIIEHEEE. VX T
LEED LMD TUHAZRIFTZ—NDTr —ILFZFAY 5. RAEFRMIG. C2 EEDBRIMLAD STFEIC/NY I RTHE
BZHIRT2ETORABBEERT 5. VAT LEERTIE. RITFICNY I RT7ICL>TERSLUVEHRIN. Ny RT7OEERR
ERBICHINLE C2 R—U I %BHT3HDICERIND. CORNENREIF. HUIRER L LMOBE TIE—RHBRFETIEAL,
IHIC. MADNY I RT7ICIE. BZSLASHDOEROHANFTHS 16 N1 bD 16 EXFIHZENTWLWS, Figure 34 (3.
GreyEnergy & Kapeka IC%3 16 #EXFHZ LB L TWS, T5IC. Figure35 (&, Kapeka & GreyEnergy ORI HR—%> M
DRIRDFELUMEZRL TV,

Kapeka I&. —&BD/N—23 > D GreyEnergy L[EFRIC. Az KDEEICTBcDHIC. TOEETHSHL SN BRIZERAT %, Figure
36 I&. GreyEnergy & Kapeka O#HTRAONZ#F(LIN T+ —ILRBOERETRL TV,
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GreyEnergy C2 custom structure*
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Hexadecimal string found in Hexadecimal string embedded in Kapeka

GreyEnergy configuration®
------ = NextPart_000_000B_01D3B497.E2092D70

Content-Type: text/plain; +t2:0000000150015°D0 aBFFIF38C776002:
charset="1s0-8859-1" De text "UTF-16LE", ||'BFF9F38C7760A25C "} o
Content-Transfer-Encoding: 7bit T
iata:0000000180023050 a7255bc3c951fe7:
023050 text "UTF-16LE", |'7255BC3C951FE7EE "o

align 26h

1540608 aC9cl87dcf53fasd:

------ = NextPart_ 000 000B_©1DOESOF.EFC83100
Content-Type: text/plain;
charset="1s0-8859-1"
Content-Transfer-Encoding: 7bit
Client

text "UTF-16LE", [ COC187DCFS3FA4AE"J0
align 3

10
Lifetime: 10

70089DBOESAE8633

*Screenshot from ESET report
https://www.welivesecurity.com/wp-content/uploads/2018/10/ESET_GreyEnergy.pdf

Figure 34: GreyEnergy & Kapeka D> 7). TEDD o7= 16 EXFSIDH
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GreyEnergy C2 Kapeka C2

configuration components*

configuration components

n Time out in minutes between requests to C&C { GafpPs: |
servers LsHsAC: [
£ Time out in minutes between requests to C&C https://185.1686.122.242/map/zone
servers (in case of failed connection) 1,
F3 Mot used hM4chc: 186,
o Number of days the malware can tolerate with no e nLMMzL: 1@,
o w4 successful connection to C&C servers rgguam: |
— - The high-order part of the time of the last E:i‘:;s 32352?2;8
successful connection to C&C servers :
o ) The low-order part of the time of the last /
S e successful connection to C&C servers , !

* Screenshot from ESET report

https://web-assets.esetstatic.com/wls/2018/10/ESET_GreyEnergy.pdf

Figure 35: GreyEnergy and Kapeka @ C2 FREDIEUE
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Obfuscated names in
GreyEnergy configuration®

Obfuscated name

Type: D

D1

D2

D3

Type: E

El

Type: F

Fl

+Screenshot from ESET report

https://web-assets.esetstatic.com/wls/2018/10/ESET_GreyEnergy.pdf
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Obfuscated names in
Kapeka configuration

GafpP5: |

LsHsAD: [
https://185.186.122.242/map/zone

1.

hmMdchDc: 188,

nLmMzt: 1&,

regwsm: |
bhpalg: 31888853,
SEXEXs: 4274816778

Figure 36: GreyEnergy & Kapeka DREICE SN BSH#EFIEINIET v — /L FEDHY

AEICIFBELURICMZ. UTOLSBHEERLHD XY (HERIBINSICRESNZDDOTIEHD FEA):

o NYIJRTFZIAYXVREZDEEIIAZTCELR D,

e Kapeka IFLZZARUENLT C2 BREEFRIFIBH. GreyEnergy 71 A7 LD T 71 ILEZEN L TRIET %,

o GreyEnergy I& WMl ZHRIBL THEED 7« > H—FU > b ZEHENT %D Kapeka (& Windows APl £ L X~ ZF|AET 3,

o IKBMEDT®HIC. GreyEnergy mini IXZ—brT7 v T TN ZNLTa—bAy T 71I)LZzRABL. GreyEnergy (& ServiceDLL
LYk %ZALT Windows —EXZFIFAL. Kapeka FB#EITL A MY IR T D a—ILENc2 X7 %=FRBT %,

220V —)LFy FEOEEEDIELIMICIZ T, Kapeka. GreyEnergy. Sandworm (CBHET 3 MDIBIZICDOVWTHIARTHE LT
TLXRU=DRESNTWELD. 7y TR —LT Kapeka HRERHINIBOEZEROEHIIERINELATLRED. Kapeka FZ>HLUT
FryIOR—VBEDHIENBRBICFEATN TV EHRESNTUVLWE T, FICHRBERNIC. Sandworm JIIL—TICERT 35> LY T 7EETLRNICHR
HIN1 VT b —BFNICEEE[ T, Prestige SV LAV I TORRICOBHNZKBLOEREZBERL F L1
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2022 £ 10 BIZD U0 R—5 Y RDES - YIRattiCERINMEZ H/-5 Lz Sandworm ICKX2KETIE Prestige Z>H LV T 7HERT
. 2022 F£ 9 BICAKEEDEBMLAZC A HREINTVE Lo, HitD' Kapeka ZERRLIHECLEDLRMOYIRE T, Ny I R7IE 2022 £ 9
BTaAICRRIN, BETROD o7l Kapeka DT> FILIFDISAFTHRATNE L e CNEIFRIC, Prestige 5> LU T 7L GreyEnergy

DOHEBEMIZNHEEL THED. EBE5HVITAFER—F Y RTERAINIZEEGISNTWVWET, GreyEnergy &, HWENAKEDORIIKE L THRRS
nTVLERI,

Targeted sector
Targeted region
Activity timeline

Prestige ransomware
attacks

Sandworm group?

Targeted countries
Seen in destructive attacks
Result of Russia-Ukraine conflict

Overlap between
toolkits

GreyEnergy

Figure 37: Kapeka. GreyEnergy. Prestige @ Z>Y LT 1T FHEIZHI]SHE =

Figure 37 |&. Sandworm ZIIL—FICBEEL TWB L HREIN TV S Kapeka. GreyEnergy. & Prestige S V% LAV T 7HREBICET 3AERKRE
FLHEHNDTY, Hitd. ChSDERNIRENLTHEPCRBEZER T IDICTLRIFERENTHZ LIFEZITVWERAN. I5HBZVHF—FOERE
ZHE UTORELABWVMRHZRETIZEEITVET:
e Kapeka I& Sandworm ORFEBO—IBTHD . SOH LV I THEARL . BOBRMBTHETAICOAHN B MO H 3 IERINEE H R
—FIBDDLEEZANAFHO—RE L TERAIN ORI EVRRAENY I R T L THKEEL T 5,
o Kapeka I&. 2022 F#%&¥®D Prestige T H LT T 7ODERMBICOANZBAICERINIATEELH S,

40



WV/ Intel

COY—=ILFy b REETROOS TV IS FTOMFICEELTHE EBRESNTED. EICHFRERERDZ2—7 v b o>TW

Do
GreyEnergy (& BlackEnergy D& AHAHINTED. Kapeka (& GreyEnergy /Nv I R7D%EMTH S, BlackEnergy H5

GreyEnergy £ TICR SN2 EBEDETIE. GreyEnergy 15 Kapeka ICHEIRICRSN2HDTH 3,
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enim

Kapeka (&, TNETHRESNTULWED TNV IRTTHO,. D ed 2022 FEFRFLICIIRMTHENICRATNTVLE T, . AXL—F—D
FIERERFED Y —ILF v b LTHEEL. 2—7 v b7y hAORIINA T It X ZRM T 37 DICHBRHEZ TN TRATLRRBR/NY I RT7TY,

TNV TICEZHERR. HEHABRBR. TLTRTILAMCHERIDLAILIE. Kapeka Ht APT (Advanced Persistent Threat = SEHN DIFHGNARE
) LRNILDFHTHEEZRLTVWET, il BERT MLOERRRTIET 2D R0ee, RBESIUVHREED BNICN T 517811 =
REMNERZ DN TITEFH A TNICHDHDDHST . WithSecure |F. Kapeka & Sandworm DREIDBIEM %8RBT 3EBDT—2K1 >V b
EEIEL/&L/TCQ

Sandworm (&, O 7OFBDI=HICT I A FICR T IEM LR EZITS CE TRESV. O T7OERNTAN—KETIIL—TFTT, GreyEnergy
(Sandworm DIEY —ILZA >y TO—ETHDIEEZS5NDY—ILF v ) & Kapeka O THAIERE L e @Es. KU 2022 FoO>
TICEBVTT41 FRELAEK. Sandworm IZ&B3DHDERICTNTVBIRFOEREICESVLT, Kapeka H#ifcic Sandworm OXEY—ILS1 >+
W SISO 2 1cbDTH DI EWVWSIRRZILTTWE T, ChUd 2022 FEFD Prestige Z>HT LAV 7DERICOBHANZIEBAICERSNI-AIEE
MAHD ET, BE5<. Kapeka & GreyEnergy D&t TH S aIREM NS <. Kapeka Bf&H Sandworm OWEY —)L 51 > F v FD BlackEnergy
DREBTHIZHREMNDH D £9, Kapeka DRXCEREIE. REETHROOS T LTI 51T DMSEEZIT TIThNIAEELE L 2022 FOUY
4 FADBBUIUE. Kapeka IFHRE LK VEREMSIH TOZENEKEDOHICERIN TV SAEENEWVTT,

WithSecure D'&#&IC Kapeka DEBIZERAIL7=DIE 2023 £ 5 ATl WBIIL—TF BICARNY A—TIL—THEEBZFELLIED. YV—ILZFE
LICERELIEDTBZCIFIFRICHTT, LA > T Kapeka OERBIFIND LW CIE. O 7 « DI A FHERE . BEICOZZEHRICEWVWT APT
M Kapeka ZBHEICFIBLTWVWAZEDIHLEEZXZ W TEET, Kapeka DREEREBECEREDNY—ILOFLLWN—3 0 TEIET 00, £he
H Kapeka DRICRS5N2 & 5%, Kapeka CELLEIL Y K (BIRNAEECI—FOBRBRY) ZHATHLVWY —ILF*y b ZzREELTERT
Z0OMEEZDOHD £H A, GreyEnergy. GreyEnergy. BlackEnergy, Kapeka DigiRr BHICEHRAEL . ALR— MIERHINTVWEINY I RT7DE
BIEZEDLD FHA.

Ny T RET7EEDRFOYN—ICIIEREDENZ INTHIIRT 2HENSEINTULE T, SHIEVK DD DRET T 777 bZ2REL. SR Z
ZEIBVWKODNDRI VTR ZHELE Lo CNHSDRI VT E RALR— FORBEREI S a VICEBEINTVET,
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MITRE ATT&CK ¥vE>YJ

Tactic Technique
Command and Scripting Interpreter: Windows Command Shell

Inter-Process Communication: Component Object Model
Persistence Scheduled Task/Job: Scheduled Task
Boot or Logon Autostart Execution: Registry Run Keys / Startup

Folder
DISENHNAEEGIN Masquerading: Masquerade File Type

Obfuscated Files or Information

Obfuscated Files or Information: Embedded Payloads
Hide Artifacts: Hidden Files and Directories

Indicator Removal: File Deletion

Indicator Removal: Clear Persistence

Modify Registry

System Binary Proxy Execution: Rundll32

Data Obfuscation: Junk Data
Virtualization/Sandbox Evasion: Time Based Evasion

System Time Discovery

WV/ Intel

Description

Kapeka uses batch script files and Windows shell
commands for various purposes.

Kapeka uses WinHttp 5.1 COM interface to implement its
network communication.

Kapeka creates a scheduled task called “Sens Api” or
“OneDrive” for persistence.

Kapeka creates an autorun registry called “Sens Api” for
persistence.

Kapeka masquerades its backdoor file as a Microsoft
Word Add-In with its extension (.wll), but in reality it is a
DLL file

Kapeka obfuscates some of its plaintext strings as
stackstrings. The embedded backdoor and its
configuration are also AES-256 encrypted.

The dropper embeds the main backdoor binary in its
resource section.

The dropper drops the main backdoor and removal batch
script as hidden files on the victim’s machine.

The dropper will remove itself upon execution and the
main backdoor can remove itself as well.

The backdoor can remove its own persistence.

The backdoor persists its configuration via registry.
Kapeka utilizes rundlI32 to execute its main backdoor.
Kapeka adds junk data to the data it sends to its C2.

The backdoor sleeps for an arbitrary amount of time
using WaitForSingleObjectEx() and waitable timer before
initialization.

The backdoor keeps track of its last successful connection
to its C2 by using system time.
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System Owner/User Discovery The backdoor collects information about the user and
organization through a set of WinAPI calls and registry
queries.

System Information Discovery The backdoor collections various information about the
system through a set of WinAPI calls and registry queries.

System Language Discovery The backdoor queries language and country by using
GetlLocalelnfoW() API call.

Query Registry The backdoor steals information about the victim and the
system via registry queries.

(o) IELGEETGN Ingress Tool Transfer The backdoor can receive and execute additional
Control payloads.

Exfiltration Over C2 Channel The backdoor can exfiltrate fingerprinted information as
well as local files from the victim’s machine over to its C2.

Encrypted Channel: Asymmetric Cryptography The backdoor uses RSA-2048 encryption as part of its
custom algorithm to encrypt data sent to its C2.

Encrypted Channel: Symmetric Cryptography The backdoor uses AES-256 and XOR operations as part
of its custom algorithm to encrypt data sent to its C2.

Proxy: Internal Proxy The backdoor detects internet proxy settings via

WinHttpGetlEProxyConfigForCurrentUser() and uses
them if available.

AOVTk

WithSecure has developed several scripts to aid with the analysis and detection of Kapeka, namely:

e A script to decrypt and emulate Kapeka’s network communication. This has been implemented as a custom HTTP handler for fakenet
[https://github.com/mandiant/flare-fakenet-ng].

e A script to extract Kapeka’s configuration from either registry or embedded within the backdoor binary.
e A script to extract and decrypt the backdoor binary from the dropper’s resource section.

These can be found in WithSecure Lab’s GitHub [https://github.com/WithSecurelabs/iocs/tree/master/Kapeka].
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WithSecure Elements

WithSecure™ Elements Endpoint Protection detects multiple stages of the attack lifecycle. Our products currently offer the following detections against the

threat:

e Backdoor:W64/Kapeka.*
e Trojan:BAT/Naida.*
e Trojan-Dropper:W32/Klavdia.*

WV/ Intel

YARA JL—JL
YARA rules can be found in WithSecure Lab’s GitHub [https://github.com/WithSecureLabs/iocs/tree/master/Kapeka/].
REDIEHE (10Cs)
Indicators of compromise can be found in WithSecure Lab’s GitHub [https://github.com/WithSecurelLabs/iocs/tree/master/Kapeka/].
Type Value Note Seenin Seen on
Filename crdss.exe Backdoor dropper file | Ukraine June 2022
name
Filename %SYSTEM%\win32log.exe Backdoor dropper file | Estonia September 2022
name
SHA1 80fb042b4a563efe058a71a647ea949148a56¢7c | Backdoor dropper hash | Ukraine June 2022
SHA1 5d9c189160423b2e6a079bec8638b7e187aebd37 | Backdoor dropper hash | Estonia September 2022
SHA1 6c3441b5a4d3d39e9695d176b0e83a2c55fe5b4e | Backdoor hash Estonia September 2022
SHA1 97e0e161d673925e42cdf04763e7eaa53035338b | Backdoor hash Ukraine May 2023
SHA1 9bbde40cab30916b42e59208fbcc09affef525c1 Backdoor hash Ukraine June 2022
URL https[:]//103[.]78[.]122[.]94/help/healthcheck Backdoor C2 address - -
URL https[:]//88[.]180[.]148[.]65/news/article Backdoor C2 address - -
URL https[:]//185[.]181[.]229[.]102/home/info Backdoor C2 address - -
URL https[:]//185[.]38[.]150[.]8/star/key Backdoor C2 address - -
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