LR EIEY 7 TR b

ARIRED & (3

ITYVRRAV P EF2UTAERBIIBEVWTERELEEDOND T 7 A JL/URL I LIBRIRINRET 255D
TZVWET, INETFANICEENZTA—FO—FA VAL a— FIZELULZENRRE LAY BEE
BRIBRE L TRELET, T DIHE WithSecure 7 A L AR T RARIBIMEEE Y 7 TR F W72 1T %
T, BRAEEIBAEZOMEALZEHNE L [2—YH LRI D] 774 LDHEK->TH YR
HMINTT7 7 ANLDTRTEZREWVWZIZCEIITEE A, BEMOSVRRANZBREMITT T £ TIC
EBREZWEZZWTEY ET, BEVALIRIMEBEEIET VFIVANLRY 7 MEICEL Y BRI
DHNEWNRT 7 AN DOWTIERAIKAD D DNDEEN T I WE T, £ DIHE VirusTotal TEAMITIHIK
e CHAWETZKETEBREEG VW Z I —YAITCITHI W77 £ 4, £HBERD"7 7AILEITY 7T
ANTRETZ 7ANOBRELZ ) 7 TR M TEETABRETMAH VEWRT 7 A ILIEIRATRT — X
NR=Z~NDEMETHRVEL IS WVWET, ZOBHFOERMER/FFBEREEIT-TBYEFLADT
TTELIZE L,

VirusTotal https://www.virustotal.com/gui/home/upload
[VirusTotal (VAR b—=%2L) B77ALRT =T HA DTILT 2 T7IREZITO V7Y A4 b TH
5, 77 A% VirusTotal IC7 Y 7A— KLY 727494 D URLZEBETNIE, £DT7 7 /L0 7 <
THA D (w2 T72E8EHEI D] RETE S, |

62

4

Community Score

5]) Withsecure B THREIL 7= 7 7 A /L% VirusTotal TF = v 7. 66 fEH 62 A BRE & L THIMT, T Di5
A, BAIXES ¥ TEE T,


https://www.virustotal.com/gui/home/upload

RIRAMEIEY) 7T X b DIRHFIE

1. BRRIHFALEHRRKTHRIET 7 AL ERRL T, (BR)

2. TR URLDHMHBIFEREFLICU VTR MAEELET,
LUROFIRBHEOA RERL) TIATRT v 72 ANDEIBTTIREBY & X — LTI H ATHE (T
ZE)TY,

| want to give more details about this sample and to be notified of the analysis results

RIFEETS 2 T L (SAS)

https://www.withsecure.com/jp-ja/support/contact-support/submit-a-sample

KR T At X% EFLDOHEILAT "CustomerNumber” ICEEE ID ANEBBEWL 3, B
ELTHBERENENY 2T, 7L ITLY—ERMAEDHE, SHICERNIGERY £7,

Customer number

W ZIER
A. TRIET7 7 A )L (“infected” T/X R 7 — F{FZBE=S1L 2IP [£58)
B. 1&%04 (Backdoor:W32/Pushbot.gen!A %)
XTIV T T% ERERTE L7 7 ANV ERRT A" TR Ul AARRENE T,
B 770 774 D1 - WithSecure™ Elements Agent - o x

INSOEBGTATARRRREEN TV REICE I/ 1-FICEERETILITIZ A,
L2 PATL B

> 2023/02/22 1600:26  6510d627091873c2b57h597beff85Me28381361 bin

Vv 2023/02/22 16:00:20 1873c2

TEMEAR: C\Use

C. ZHIBEREREAEEIHRBICLYVERY S, IHboxISRLLIV)
D. BHIL=TNNARDA v R—3y MNElBE

B IKFE
TREDA=NHIFRX DA ERY S, (TP —DRELHBTILTWDE 7 7 AL S N5

[ Possible safe file is being detected as Virus by WithSecure products. | & 5& L TL7Z& Wy, (l—*fb*)flliﬁ &
HIBT L TWB 7 7 A ILARA & 72 W I5E [Possible malicious file is not detected by WithSecure products] &
HELTLIEI W, 774 ‘/E%i%@i BFTITAVRNZ =27 7 AILTOBIENBERZ [Please fix
this in offline pattern file.| &3BE L T 72 Ly,

A¥ v VB
A—YHAHRNTER LR 7Y 7T hE2BRINL, BOAICERBRIANTH D EEEINTVWBEBERITAF v~
BrAVEEE T D —EFRIIT AL E 1T > TLEE WY,


https://www.withsecure.com/jp-ja/support/contact-support/submit-a-sample
https://www.withsecure.com/jp-ja/support/contact-support/email-support

B AZEX

M A==F 4+ tﬁ_@% § / T iy O By B 7= Bl 2N ey ] AT B VEVAN: = =0 == = Elf fr—vardhie ol Y-S S o A 4
H A m:u)\JI/L;\ a k-'ﬁ‘-' 519 AV D = VTR V| /VL%‘KIH¥§('H'JM_T¢@*_'/ I« C VU'g
aWQitl * ¥ |0I z - . I @F.I I -ll

. = A S

MA B A-59:30-12:00,13:00-17:30- = A H-FF

RAREAARBNOEBOIIRETFEE L >THY £9, FHRD SAS 2 THA L 7ZE L,

77AILERY IR

WithSecure 7 A ILAMAR T RA — b XA =2 a3 VS AT LICKRIE 7 7 A L E X WTELKETT7 74 IILBR
BEFVTAVTANRAT —EARN=ZA~DEHF ) TR IHEAETY, ZOFEXEEIETEFHLETITON
ZHRDLDOX—VEFEFTIVWERTA, INIFMHEERTIIRAT 2 A M E G TR L 72 WI5E (R A
RN)OXIG &Y £,

F— b A= a VP RTLAANDOBREBEMNFIR
1. BIK7 7 4L A&/ — Kinfected”(“l3& <) T zIP EfEL £,
MEHE D 2IP [EHEILIET IS

2. ™MIT7FANLTEATESL 2P 77 AL E X —ILEFLET,

vsamples@file-samples.withsecure.com

3. WithSecure 77 R TOBHBRENTHONE T, BRIENH S LTI NT=7 74 ILDIHFE. ¥ 30
DRETAVR—2 Y P EDTAILRT —ZN=Z~ADEBMEFATHONET, ZOHRICA 2 —
v MEREINTCT VP RA Y bEF 2V T AR TRE 7 7ML EZRETDHDETRITDAF v >
MPTIHRRE T,

XKERETFHIEADDINTNBE 7 7 AL/ T A METAILRAT —EZR=I~ADEBMEITHEWES
HUET, TOBRLBTERIBERIEHEIZITo - THBY EFHFEADTI TELIEE W, VirusTotal T
AntiVirus B TOFHIREE TS B W72 1T T,

VirusTotal https://www.virustotal.com/gui/home/upload



mailto:japan-samples@file-samples.withsecure.com
mailto:vsamples@file-samples.withsecure.com
https://www.virustotal.com/gui/home/upload

BRiE7 74 VETFIRE

o RELBDOhBZ77M4 1056
Windows EPP
UTINEALF v EENLL, BAESNZ7 7 AL EET-FRIL LSV, BECE+94
CEREBREVWELEYT, B z2P EREEY TV LAF v Z2BMELL TLRLI W,

ElementsEPP [[REERTFEL-7A T L %18 T 3] FlE

https://www.withsecure.com/userguides/product.html#business/computer-protection-

windows/latest/ja/release_a program _from quarantine-latest-ja

BS Client Security/Server Security [[RBffRTFEL7=-TA TL%ERXT S| FlE

https://www.withsecure.com/userguides/product.html#business/client-

security/16.00/ja/release_a_program_from_quarantine-16.00-ja

Linux EPP B

1) 2 — L AL (Linux Security/EPP for Linux)h* b DETT

BRAFFLIBN ) 2 —LDIFE, BB T 7ANETD 7 7 AIWVRKICERT HETT 74 IVETH ATRE
TYd, Ur—LINT=7 7 A IZIE“malware” DT IS NTTDIGZATICHFE LIEIT £ 9,

(estmalware

o REMDHIAHLEVT FMILDIFE
fsdumpqrt.exe & 32179 5 E TZLZ 2 malware_samples.zip & WO [REE Y 7 1 L ZRESIC zip L7277
AINEERERET,

1. BEEEROHADTHY Y FTcaAvEa—&COs74 LY —ILaxXy>yO—-—RFRLET,
WithSecure Quarantine Dumper * —JL: https://download.f-

secure.com/support/tools/fsdumpqrt/fsdumpqrt.exe

2. fsdumpqrt.exe #E17L £,
axry R 7ary 7 CEnter E AL TCT7A LV RAEBEZERLET,
V—ILICRREE T 7 ALV DOINEARKBRIEBICIE. EEXFLET, IESNEZT77ALIE AT —F
TREINTEM7 7 A VICREINTLETS,


https://www.withsecure.com/userguides/product.html#business/computer-protection-windows/latest/ja/release_a_program_from_quarantine-latest-ja
https://www.withsecure.com/userguides/product.html#business/computer-protection-windows/latest/ja/release_a_program_from_quarantine-latest-ja
https://www.withsecure.com/userguides/product.html#business/client-security/16.00/ja/release_a_program_from_quarantine-16.00-ja
https://www.withsecure.com/userguides/product.html#business/client-security/16.00/ja/release_a_program_from_quarantine-16.00-ja
https://download.f-secure.com/support/tools/fsdumpqrt/fsdumpqrt.exe
https://download.f-secure.com/support/tools/fsdumpqrt/fsdumpqrt.exe

5. V—lF, WIhoF—zld L TRTTEXT,

2% KB

https://community.withsecure.com/ja/kb/articles/29662-how-to-collect-quarantined-files-using-

quarantine-dumper-tool

vy ZERHMIZDOWNT

A > 7 )L Generic.malware.[variant], Generic.[variant], gen:win32.malware.[variant], Gen:variant.

DIy IBHMEET FANNDT —RNREZ—VENMELL TWARHEICKELET, BENXZ—VT 7
AINZBEFEINTWBTAILZDERIZT 7 A LD L7=b Tfiau% BEREEA 7 7ML H
BATO—FE WS BEUELN T 7 A VITHMAFTFNTWBHE, 2OV 3 v ZRANIEEICHE
£ HAELS DY FT, COMBIINNZ—VT7 7 AIVBEORBETIEARLC [5EHLWIRAEWIZIERIT
5] Fa)T4— KU —=I2&BEDTT, 77 AILVDIEREBEBRITT Y XIVIEABEA B HIA A, Bt
BT RIVIEBED ) X /¥l 2 TIf 2 E CRRAREBEZERT 2FNAETT, JHEZDHE.
MY R— bAT U RLVAZE TRECES L, UTLRALRF Y Y OBRATALZTEZER L. ZD
THIVENTOEE T 7 AWVREFEZITHOZETHLHLAETT, TDHAE, ZHE7+LENOLFa VT4
—ETAY EFTOTITFEFELLES L,


https://community.withsecure.com/ja/kb/articles/29662-how-to-collect-quarantined-files-using-quarantine-dumper-tool
https://community.withsecure.com/ja/kb/articles/29662-how-to-collect-quarantined-files-using-quarantine-dumper-tool

