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Chapter

Introduction

Topics: Policy Manager provides a central location for managing security
applications across different operating systems.

. Policy Manager can be used for:

. « setting and distributing security policies,

.  installing application software to local and remote systems,

. « monitoring the activities of all systems in the enterprise for

compliance with corporate policies and centralized control.

When the system has been set up, you can see status information from
the entire managed domain in one single location. This helps you to
make sure that the entire domain is protected, and to modify the
protection settings when necessary. You can also restrict the users
from making changes to the security settings, and be sure that the
protection is always up-to-date.



8| Introduction | Policy Manager

1.1 Main components

The power of Policy Manager lies in the WithSecure management architecture, which provides high
scalability for a distributed workforce.

Policy Manager Policy Manager Console provides a centralized management console for the security

Console of the managed hosts in the network. It enables the administrator to organize the
network into logical units for sharing policies. These policies are defined in Policy
Manager Console and then distributed to the workstations through Policy Manager
Server. Policy Manager Console is a Java-based application that can be run on
several different platforms. It can be used to remotely install the Management Agent
on other workstations without the need for local login scripts, restarting, or any
intervention by the end user.

Policy Manager Policy Manager Server is the repository for policies and software packages distributed

Server by the administrator, as well as status information and alerts sent by the managed
hosts. Communication between Policy Manager Server and the managed hosts is
secured with the HTTPS protocol, although non-sensitive data, such as updates to
the virus definitions database, are handled through the standard HTTP protocol.

Web Reporting  Web Reporting is an enterprise-wide, web-based graphical reporting system included
in Policy Manager Server. With Web Reporting you can create reports and identify
computers that are unprotected or vulnerable to virus outbreaks.

1.2 Features

Some of the main features of Policy Manager are described here.

Software distribution » Installation of WithSecure products on hosts from one central location,
and updating of executable files and data files, including virus definitions
updates.

» Updates can be installed automatically by Automatic Update Agent.

« Policy Manager Console can be used to export pre-configured installation
packages, which can also be delivered using third-party software, such
as ConfigMgr (System Center Configuration Manager) and similar tools.

Configuration and policy « Centralized configuration of security policies. The policies are distributed

management from Policy Manager Server by the administrator to the user’s workstation.

Event management « Hostevents are reported to Policy Manager and on the local Event Viewer.
You can also set Policy Manager to forward alerts to a third-party syslog
server.

Task management * Management of virus scanning tasks and other operations.

Differences between Windows and Linux
Services not available when Policy Manager Console is running on Linux:

« Push installation features

* Microsoft Windows Installer (MSI) package support (but you can prepare MSI packages for distribution,
see on page 70 for details)

« Autodiscovery of workstations on the network

1.3 Product registration

To use Policy Manager for other than evaluation purposes, you need to register your product.

To register your product, enter the customer number from your license certificate when you start up Policy
Manager Console.
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If you do not register your product, you can only use Policy Manager for a 30-day evaluation period.

The following questions and answers provide some more information about registering your installation of
Policy Manager. You should also view the WithSecure license terms
( ) and privacy policy (

).

Where can | find my customer number for registering my product?

The customer number is printed on the license certificate that you get when buying WithSecure products.

Where can | get my customer number if | lose it?

Contact the WithSecure partner from whom you bought your WithSecure product.

What if | have several Policy Manager installations?

The number of installations is not limited; you can use the same customer number to register all of them.

What should | do if registration fails, saying that my customer number could not be
validated?

Check your network configuration to make sure that Policy Manager Server is able to access the WithSecure
registration server ( ).

What should | do if registration fails, saying that my customer number is invalid?

Check your license certificate to make sure that you entered the correct customer number. Otherwise,
please contact your WithSecure partner to check your license agreement.

Who should | contact for help?

If registration issues persist, please contact your WithSecure partner or WithSecure support directly.

1.3.1 Upstream reporting

We collect data from registered products to help support and improve our products.

Why does WithSecure collect data?

We collect statistical information regarding the use of registered WithSecure products. This helps us improve
our products, while also providing better service and support.

What information is sent?

We collect information that cannot be linked to the end user or the use of the computer. The collected
information includes WithSecure product versions, operating system versions, the number of managed
hosts, the number of disconnected hosts, and feature usage statistics from Policy Manager. The information
is transferred in a secure and encrypted format.

Where is the information stored and who can access it?

The data is stored in WithSecure's highly secured data center, and only WithSecure's assigned
representatives can access the data.

1.4 Basic terminology

Here you will find descriptions for some of the commonly used terms in this guide.
Host Host refers to a computer that is centrally managed with Policy Manager.

Policy A security policy is a set of well-defined rules that regulate how sensitive information and
otherresources are managed, protected, and distributed. The management architecture
of WithSecure software uses policies that are centrally configured by the administrator
for optimum control of security in a corporate environment.


https://www.withsecure.com/en/about-us/legal/terms
https://www.withsecure.com/en/about-us/legal/privacy
https://corp-reg.fsapi.com:443

The information flow between Policy Manager Server and the hosts is accomplished by
transferring policy files.

Policy domain Policy domains are groups of hosts or subdomains that have a similar security policy.

Policy Policy inheritance simplifies the defining of a common policy. In Policy Manager Server,

inheritance each policy domain automatically inherits the settings of its parent domain, allowing for
easy and efficient management of large networks. The inherited settings may be
overridden for individual hosts or domains. When a domain's inherited settings are
changed, the changes are inherited by all of the domain’s hosts and subdomains.

The policy can be further refined for subdomains or even individual hosts. The granularity
of policy definitions can vary considerably among installations. Some administrators
might want to define only a few different policies for large domains. Other administrators
might attach policies directly to each host, achieving the finest granularity.

1.5 Policy-based management

A security policy is a set of well-defined rules that regulate how sensitive information and other resources
are managed, protected, and distributed.

The management architecture of WithSecure software uses policies that are centrally configured by the
administrator for optimum control of security in a corporate environment. Policy-based management
implements many functions:

* Remotely controlling and monitoring the behavior of the products.

* Monitoring statistics provided by the products and the Management Agent.

* Remotely starting predefined operations.

* Transmission of alerts and notifications from the products to the system administrator.

The current settings of a product consist of all three policy file types:

Default policy files The default policy file contains the default values (the factory settings) for a single
product that are installed by the setup. Default policies are used only on the host.
If neither the base policy file nor the incremental policy file contains an entry for a
variable, then the value is taken from the default policy file. New product versions
get new versions of the default policy file.

Base policy files Base policy files contain the administrative settings and restrictions for all the
variables for all WithSecure products on a specific host (with domain level policies,
a group of hosts may share the same file). Base policy files are created on Policy
Manager Server, and all related communication with Policy Manager Console is
handled via HTTPS.

Incremental policy Incremental policy files are used to store local changes to the base policy. Only
files changes that fall within the limits specified in the base policy are allowed.
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2

Installing the product

Topics: This section explains the steps required to install Policy Manager.

Here you will find instructions for installing the main product
components; Policy Manager Server and Policy Manager Console.
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2.1 System requirements

This section provides the system requirements for both Policy Manager Server and Policy Manager Console.

2.1.1 Policy Manager Server

To install Policy Manager Server, your system must meet the minimum requirements given here.

Operating system: * Microsoft Windows:

« Windows Server 2012 R2; Essentials,
Standard or Datacenter editions

¢ Windows Server 2016; Essentials, Standard
or Datacenter editions

* Windows Server 2019; Essentials, Standard
or Datacenter editions (Server Core is not
supported)

* Microsoft Windows Server 2022; Essentials,
Standard, or Datacenter editions

« Microsoft Windows Server 2025

« Linux (only 64-bit versions of all distributions
listed are supported):

* AlmaLinux 8

+ CentO0OS7,8

e Debian GNU Linux 10, 11,12

* 0penSUSE Leap 15

* Oracle Linux 8

* Red Hat Enterprise Linux7, 8

e SUSE Linux Enterprise Server 12, 15

e SUSE Linux Enterprise Desktop 12, 15
* Ubuntu 20.04, 22.04, 24.04

* Rocky Linux 8

Processor: 2 CPU cores
Memory: 4GB RAM
Disk space: Minimum of 10 GB of free disk space. For managing

Premium clients, an additional 20 GB of space is
required for serving software updates

Note: On Linux platforms, if the/ t np folder is
mounted as a separate file system, it should have at
least 1 GB of free hard disk space.

Network: 100 Mbit network.

Browser: * Google Chrome version 109 and newer
« Microsoft Edge version 109 and newer
* Mozilla Firefox version 115 and newer
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To install Policy Manager Console, your system must meet the minimum requirements given here.

Operating system:

Processor:

Memory:

Disk space:

Display:

Network:

* Microsoft Windows:

*  Windows 10 (64-bit)
* Windows Server 2012 R2; Essentials,
Standard or Datacenter editions

« Windows Server 2016; Essentials, Standard

or Datacenter editions

¢ Windows Server 2019; Essentials, Standard

or Datacenter editions

Note: Server Core installation option is not

supported.

* Microsoft Windows Server 2022; Essentials,

Standard, or Datacenter editions
* Microsoft Windows Server 2025

« Linux (only 64-bit versions of all distributions

listed are supported):

* AlmaLinux 8

¢ Cent0OS7,8

e Debian GNU Linux 10, 11,12

* 0penSUSE Leap 15

* OracleLinux 8

* Red Hat Enterprise Linux 7, 8

e SUSE Linux Enterprise Server 12,15

* SUSE Linux Enterprise Desktop 12, 15
* Ubuntu 20.04, 22.04, 24.04

* Rocky Linux 8

Note: On Linux platforms, you must have X
Windows System installed to run desktop
applications.

A single CPU core.

Note: If you run Policy Manager Console at the

same host with Policy Manager Server, in addition
to the two CPU cores, you need an additional one

for Policy Manager Console

2 GB RAM.

300 MB of free disk space.

Minimum 16-bit display with resolution of 1024x768

(32-bit color display with 1280x1024 or higher
resolution recommended).

100 Mbit network.
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2.2 Installing the product on Windows

This section describes how to install the product on Windows computers.

2.2.1 Installation steps
Follow these steps in the order given here to install Policy Manager Server and Policy Manager Console
on the same machine.
Download and run the installation package
The first stage in installing Policy Manager is to download and run the installation package.
To begin installing the product:

1. Download the installation package from

2. Double-click the nsi file to begin installation.
Note: For available MSI| parameters, see on page 15.

The MSI installs program files and starts the postconfiguration wizard to complete the installation.
3. Read the license terms and select if you agree to continue.
. Select the installation language from the drop-down menu and click to continue.
5. Enter and confirm a password for your admin user account, then click

S

Use this password to log in to Policy Manager Console with the user name adm n.

6. Select the Policy Manager Server modules to enable:

« The module is used for communication with the hosts. Non-sensitive data, such as updates
to the virus definitions database, is transferred over HTTP, whereas any sensitive data is transferred
using the secured HTTPS protocol. The default HTTP port is 80, and the default HTTPS port is 443.

« The module is used for communication with Policy Manager Console. The default
HTTPS port is 8080.

Note: If you want to change the default port for communication, you will also need to include the
new port number in the URL when logging in to Policy Manager Console.

By default, access to the module is restricted to the local machine. If you want to
use Policy Manager Console on a different computer, clear the
checkbox.

« The module is used for communication with Web Reporting. Select whether it should
be enabled. Web Reporting uses a local socket connection to the module to fetch
server data. The default HTTPS port is 8081.

Note: Make sure that your firewall rules allow access to the ports used by Policy Manager Console and
the hosts so that they can fetch policies and database updates.

7. Click to complete the configuration.

If you have already installed Policy Manager Server and want to use Policy Manager Console on a different
computer:

1. Setthe HKEY LOCAL_ MACHI NE\ SOFTWARE\ Wt hSecur e\ Pol i cy Manager\ Pol i cy Manager
Server\ RestrictLocal host registry key value to 0.

2. Restart the Policy Manager Server service.

If the Policy Manager host does not have a direct internet connection, specify the HTTP proxy configuration:


https://www.withsecure.com/en/support/product-support/business-suite/policy-manager

Policy Manager | Installing the product | 15

1. Editthe HTTP proxy configuration file as follows:

C:\ Progr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\dat a\ f spns. proxy. config

2. Add the proxy as a new line, using the following format:
http_proxy=[http://][user[: password] @ <address>[: port]

Note: Policy Manager only supports basic authentication for HTTP proxies.

Use percent encoding for any reserved URI characters in the user name or password. For example, if
the password is ab%e d, you need to enter it as follows:

htt p_proxy=http://user:ab%5cd@r oxy. exanpl e. com 8080/
3. Restart the Policy Manager Server service.

Supported MSI parameters

When installing the product, you can use the following MSI properties.

MSI parameter Explanation

CONSOLE_DATADIR By default, Policy Manager installation uses
C.\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy
Manager\ Pol i cy Manager Consol e\ asthe Policy
Manager Console data directory. If you wish to use an alternative
location, use ‘CONSOLE_DATADIR’ MSlargumentto override
it, for example, by running an MSi file from the command line
and passing the argumentstoit: nsi exec /i
pol i cy- manager . nsi
CONSCLE_DATADI R=D: \ Wt hSecur e\ PMCDat a

DATADIR By default, Policy Manager installation uses
C:\ Progr anDat a\ Wt hSecur e\ NS\ Pol i cy
Manager\ Pol i cy Manager Server\ asthePolicy Manager
Server data directory. If you wish to use an alternative location,
use ‘DATADIR’ MSI argument to override it, for example, by
running an MSi file from the command line and passing the
argumentstoit: msi exec /i policy-manager. nsi
DATADI R=D: \ W t hSecur e\ PMDat a

NOSERVER By default, Policy Manager MSI always installs both Policy
Manager Console and Policy Manager Server. If Server is not
required and you are installing Console to connect to a remote
Server, use 'NOSERVER' MSI argument overridden to ‘true’,
for example, by running an MSi file from the command line and
passing the arguments to it: nsi exec /i
pol i cy- manager. nsi NOSERVER=t r ue
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MSI parameter Explanation

PROXY_SERVER If the Policy Manager or Policy Manager Proxy host does not
have a direct internet connection, specify the HTTP proxy
configurationas'PROXY_SERVER'MSIargument, forexample,
by running an MSi file from the command line and passing the
argumentstoit: nsi exec /i policy-manager. nsi
PROXY_SERVER=htt p: // proxy. exanpl e. com 8080

Use percent encoding for any reserved URI characters in the
user name or password. For example, if the passwordisab%cd,
you need to enter it as follows:

http://user: ab%5cd@r oxy. exanpl e. com 8080

TARGETDIR If you wish to override a destination directory for the installation,
use 'TARGETDIR' MSI argument to override it, for example, by
running an MSi file from the command line and passing the
argumentstoit: nsi exec /i policy-manager. nsi
TARGETDI R=C: \ Cust onDi rectory

Run Policy Manager Console
The last stage in setting up the product is to run Policy Manager Console for the first time.
To continue:

1. Run Policy Manager Console.
Depending on your operating system, you can run Policy Manager Console from the menu.

When Policy Manager Console is run for the first time, you will be asked to register the product using
your customer number. You can find your customer number in the license certificate provided with the
product. If you do not register the product, you can use it normally for a 30-day evaluation period. When
the evaluation period expires, you will not be able to connect to the server.

2. Click to complete the setup process.

When setting up Policy Manager Proxies, you need the adni n. pub key file for installation. You can get
this key from the Policy Manager Server welcome page. In the latest version of Client Security, the installation
packages are prepared in Policy Manager and include the key.

2.2.2 Changing the web browser path
Policy Manager Console acquires the file path to the default web browser during setup.
If you want to change the web browser path:

1. Select > from the menu.
2. Selectthe tab and enter the new file path.

2.2.3 Upgrading the product on a Windows Server

Follow these instructions to upgrade your WithSecure Policy Manager to a newer version on a Windows
Server.

Important: Before you start upgrading the product, create a full backup of the WithSecure Policy Manager

data (for example, H2 database and preferences). For more information on creating a full backup, refer to

the

1. Goto and
select to download the installation package.

2. Double-click the . nsi file to start the installation.


https://www.withsecure.com/userguides/product.html#business/policy-manager/16.00/en
https://www.withsecure.com/en/support/product-support/business-suite/policy-manager
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Note: For available MSI| parameters, see

Inthe window that opens, select and wait for all steps to
complete.

Note: If you are upgrading from version 15.x or older, the Policy Manager Server data is migrated to a
new location: C: \ Pr ogr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager

Ser ver\ dat a\ . If the migration is successful and you do not need to install an older Policy Manager
version, you can manually remove the old files from C: \ Pr ogram Fi | es

(x86)\ F- Secur e\ Managenent Server 5\.These files are not used by Policy Manager version
16 and newer and are only needed for possible downgrading.

Select to complete the upgrade.

All the installed components are now upgraded while retaining the existing configuration.

2.2.4 Uninstalling the product

Follow these steps to uninstall Policy Manager components.

To uninstall any Policy Manager components:

1.

o Fowbd

Open Windows Settings from the menu and go to

Find WithSecure Policy Manager in the Apps and features list.

Click to begin uninstallation.

When the uninstallation is complete, exit .

We recommend that you reboot your computer after the uninstallation.

Rebooting is necessary to clean up the files remaining on your computer after the uninstallation, and
before the subsequent installations of the same WithSecure products.

2.3 Installing the product on Linux

This section describes how to install the product on Linux computers.

2.3.1 Installation steps

You can install Policy Manager Server and Policy Manager Console either on the same computer or on
separate ones.

Note: For more details on the installation process and on upgrading from a previous version of Policy
Manager, see the release notes.

Installation notes
Red Hat, CentOS, and Suse distributions:

Policy Manager Server requires both 32-bit and 64-bit versions of the | i bst dc++ library. Make sure
thatthel i bstdc++and ! i bst dc++. i 686 packages are installed before you install Policy Manager
Server.

On SuSE Linux Enterprise Server/Desktop 156 and OpenSUSE Leap 15,i nsser v- conpat needtobe
installed before installing Policy Manager.

Debian and Ubuntu distributions:

Both 32-bit and 64-bit versions of the | i bst dc++ library must be installed prior to installing Policy
Manager Server. Use Multiarch capabilities ( ) to install the
32-bit library onto 64-bit platforms.

Installthel i bst dc++6 and| i bst dc++6: i 386 packages before installing Policy Manager Server. If
installation was not completed because the compatibility library was not found, install the library and
thenusetheapt - get install -f commandtocomplete installingthe product.


https://www.withsecure.com/userguides/product.html#business/policy-manager/16.00/en/supported_msi_parameters_0-16.00-en
https://wiki.debian.org/Multiarch/HOWTO
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Install Policy Manager Server

The first step is to install WithSecure Policy Manager Server.

1. Loginasroot.

2.
3.

Open aterminal.
To install, enter the following command:

Distribution type Command

Ubuntu and Debian-based distributions |dpkg -i fspns_<versi on_nunber>. <buil d
nunber >_and64. deb

RPM-based distributions rpm-i fspns-<version_nunber>. <build
nunber >-1. x86_64. rpm

. Toconfigure, type/ opt / f - secur e/ f spns/ bi n/ f spms- conf i g and answer the questions.

Press Enter to choose the default setting (shown in square brackets).

. Loginas a normal user and enter the following command to check the status of the components:

e Jetc/init.d/ fspns status
Alternatively, you can open your browser and go to the following URLSs:

« http://local host -Policy Manager Server status
« https://1ocal host: 8081 - Web Reporting status

. Specify the HTTP proxy configuration if the Policy Manager host does not have a direct internet

connection.
a) Editthe HTTP proxy configuration file:

 /var/opt/f-secure/fspns/datal/fspns. proxy.config

b) Add the proxy as a new line, using the following format:
http_proxy=[http://][user[: password] @ <address>[:port].

Note: Policy Manager only supports basic authentication for HTTP proxies.

Use percent encoding for any reserved URI characters in the user name or password. For example,

if the password is ab% e d, you need to enter it as follows:
htt p_proxy=http://user: ab%5cd@r oxy. exanpl e. com 8080/ .

c) Restart the Policy Manager Server service.

Note: Policy Manager supports a single HTTP proxy configuration and there is no fallback to a direct

internet connection when an HTTP proxy is defined.

Once the configuration script is finished, Policy Manager Server is running and will start automatically
whenever the computer is restarted.

Install Policy Manager Console

Next, you need to install Policy Manager Console.

1.

Loginasroot.

If you are installing the product on an Ubuntu distribution, you should log in as a normal user that has

beenaddedto/ et ¢/ sudoers.

. Openaterminal.
. Toinstall type:
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Distribution type Command

Ubuntu and Debian-based distributions |dpkg -i fspnt_<versi on_nunber>. <buil d
nunber >_and64. deb

RPM-based distributions rpm-i fspntc-<version_nunber>. <buil d
number >- 1. x86_64. r pm

Policy Manager Consoleisinstalled to/ opt / f - secur e/ f spnt/ . Anew user group called f spnt is
created automatically.

4. Adduserstothe f spnt user group.
This needs to be done before they can run Policy Manager Console:
a) Check which groups the user belongs to:
groups <user id>
For example, if the user is Tom:
groups Tom
b) Add this userto the f spnt group:
[ usr/sbin/usernod -aG fspnt <user id>

5. Select Policy Manager Console from the WithSecure submenu in the menu.

You can also start Policy Manager Console from the command line by enteringsg fspnt -c
[opt/f-securel/ fspnc/fspnc.

Thefirsttime Policy Manager Console is started, you will be prompted to answer a few questions to complete
the configuration. These questions are the same as for the Windows version.

2.3.2 Upgrading the product on a Linux server
Follow these instructions to upgrade your WithSecure Policy Manager to a newer version on a Linux server.

Before you start upgrading the product, create a full backup of the WithSecure Policy Manager data (for
example, H2 database and preferences). For more information, see
on page 50.

Note: You should uninstall Automatic Update Agentif you do not need it for any other WithSecure products
on the same machine.

Note: Policy Manager Server requires Linux capabilities. Make sure this package is installed before installing
Policy Manager Server. For SUSE Linux Enterprise Server 11 and SUSE Linux Enterprise Desktop 11, you
might need to explicitly enable Linux File System Capabilities by adding f i | e_caps=1 as a kernel boot
option (see SUSE Linux Enterprise Server 11 release notes for more details:

).
1. Upgrade Policy Manager Server:
Distribution type Command

Ubuntu and Debian-based # dpkg -i
distributions f spns_<ver si on_nunber >. <bui | d_nunber >_and64. deb

RPM-based distributions # rpm-U
f sprs- <ver si on_nunber >. <bui | d_nunber>-1. x86_64. r pm

2. Upgrade Policy Manager Console:

Distribution type Command
Ubuntu and Debian-based # dpkg -i
distributions f spnc_<ver si on_nunber >. <bui | d_nunber >_and64. deb
PM-based distributions # rpm-U

f spnc- <ver si on_nunber >. <bui | d_nunber>-1. x86_64. r pm



https://www.suse.com/releasenotes/x86_64/SUSE-SLES/11-SP4

3.

Run the database maintenance tool before starting Policy Manager Server:
[ opt/f-secure/ fspns/bin/fspns-db- nai nt enance-t ool

2.3.3 Uninstalling the product

To uninstall Policy Manager on Linux, you must uninstall the components in a set order.

You must uninstall the three components in this order:

1.
2.

1.

Policy Manager Server
Policy Manager Console
Loginasroot.

If the product is installed on an Ubuntu distribution, you should log in as a normal user that has been
addedto/ et ¢/ sudoers.

. Open aterminal.

Enter the following commands in the given order:

Distribution type Command
Ubuntu and Debian-based a. dpkg -r f-secure-policy-manager-server
distributions b. dpkg -r f-secure-policy-nanager-consol e
RPM-based distributions a. rpm-e f-secure-policy-manager-server

b. rpm-e f-secure-policy-nanager-consol e

Note: To prevent accidentally deleting irreproducible data created by Policy Manager components, for
example log files, MIB files, the domain tree, policies, configuration files and preferences, the
uninstallation process will not remove the directories listed below. Do not delete keys that may be
needed in the future. If you want to completely remove the product, loginasr oot and enter the following
commands:

a.rm-rf /var/opt/f-securel/fspns
rm-rf /var/opt/f-secure/fsaus
rm-rf /etc/opt/f-securel/fspns
rm-rf /etc/opt/f-securel/fsaus
rm-rf /opt/f-secure/fspnt

®o07T
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Using Policy Manager Console

Topics:

This section contains information about the Policy Manager Console
component and how it is used.

Policy Manager Console is aremote management console forthe most
commonly used WithSecure security products, designed to provide a
common platform for all of the security management functions required
in a corporate network.
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3.1 Overview

This section provides some general information about Policy Manager Console.

The conceptual world of Policy Manager Console consists of hosts that can be grouped within policy
domains. Policies are host-oriented. Even in multi-user environments, all users of a specific host share
common settings.

An administrator can create different security policies for each host, or create a single policy for many hosts.
The policy can be distributed over a network to workstations and servers.

With Policy Manager Console, an administrator user can:

« Set the attribute values of managed products.

» Determinerights for users to view or modify attribute values that were remotely set by the administrator.
* Group the managed hosts under policy domains sharing common attribute values.

* Manage host and domain hierarchies easily.

* Generate policy definitions, which include attribute values and restrictions.

» Display status.

* Handle alerts.

» Handle WithSecure anti-virus scanning reports.

« Handle remote installations.

* Viewreports in HTML format, or export reports to various formats.

Policy Manager Console generates the policy definition, and displays status and alerts. Each managed
host has a module enforcing the policy on the host.

Read-only users can:

* View policies, statistics, operation status, version numbers of installed products, alerts and reports.

» Modify Policy Manager Console properties, because its installation is user-based and modifications
cannot affect other users.

The user cannot do any of the following in read-only mode:

* Modify the domain structure or the properties of domains and hosts.
* Modify product settings.

« Perform operations.

* Install products.

* Save policy data.

» Distribute policies.

« Delete alerts or reports.

3.2 Basic information and tasks

The following sections describe the Policy Manager Console logon procedure, menu commands and basic
tasks.

3.2.1 Logging in
When you start Policy Manager Console, the dialog box will open.
Tip: You can click to expand the dialog box to include more options.

The dialog box can be used to select defined connections. Each connection has individual preferences,
which makes it easier to manage many servers with a single Policy Manager Console instance.

Itis also possible to have multiple connections to a single server. After selecting the connection, enter your
Policy Manager Console user name and password. The user name and password are specific for your
Policy Manager user account, and are not linked to your network or network administrator password. The
password for the admi n user is defined when installing the program, and other users (either with admin or
read-only access) are created through Policy Manager Console.
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The setup wizard creates the initial connection, which appears by default in the field. To
add more connections, click or to edit an existing connection, click (these options are available
when the dialog box is expanded).

Policy Manager Server generates an instance-specific, self-signed certificate when it is installed. When
connectingtothe server, Policy Manager Console tries to validate the server certificate and shows a warning
if the validation is unsuccessful. Once the certificate's fingerprint is confirmed by an administrator, it is
saved to the Admi ni strat or. properti es configuration.

Connection properties
The connection properties are defined when adding a new connection or editing an existing one.
The link to the data repository is defined as the HTTPS URL of Policy Manager Server.

specifies what the connection will be called in the dialog box. If is left empty, the
URL is displayed.

Changing your password
You can change the password for your user account when you are logged in to Policy Manager.

1. Select > from the menu.

2. Enter your new password in both fields, then click
Your password is now changed.

3.2.2 Dashboard

The dashboard in Policy Manager Console gives you an overview of the current status of the managed
network.

In addition to showing you relevant, real-time information on the status of Policy Manager, the managed
network, and network activity, the dashboard also provides direct links to more details and quick paths to
resolve potential issues.

The dashboard shows you the following information:

* Server CPU status.
* Number of pending and unmanaged hosts. Click either of these to see details.
» Status of administrator features: email notifications, scheduled reporting, alert forwarding, Active

Directory, and Policy Manager Proxy. Click any of these to go to the relevant pages or to see more
details.

« Status of updates and disk space, amount of downloaded and distributed data.

« Server events. These include virus definition updates, user activity, and warnings. Click the download
icon to export the log as a CSV file.

* Hostissues. This list shows you the current status of the main issues that affect the managed hosts.
Click any of the issues to see a detailed list of the affected hosts and the proposed solution for each

case.
You can click to switch to a different view of the network status.
3.2.3 Adding new users

You can add or remove users with either admin or read-only access to Policy Manager.

As of Policy Manager version 13.00, you can import individual users or user groups from Active Directory
in addition to creating users locally.

Note: Asofversion 13.00, Policy Manager uses LDAPS (secure LDAP) by default to connect to the Domain
Controller (DC) for Active Directory. On Windows, Policy Manager uses the Windows trust store to handle
authentication to the DC seamlessly. On Linux, you must import the company certificate in Policy Manager
Server's Javaruntime trust store to authenticate the DC. For more information, see

on page 26. Alternatively, you can use plain LDAP
to connect to the DC.
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The view shows you name of the user as well as their access level and when they were last logged
in to Policy Manager. The icons represent the type of user (local, imported from Active Directory, user
group).
You can give the user access to either a specific sub-domain only or access to all domains.
1. Select > from the menu.
The dialog box appears, with all current users listed.
2. Tocreate a single user locally:
a) Click )
b) Enter the user name and password for the new user and select the domain access.
c) Select if you want to limit the user's access.
d) Click
3. Toimport users from Active Directory:
a) Click

b) Enter the credentials for your Active Directory server, then click
c) Select the user or group to import.

You can use the search field to find specific accounts.

d) Click

e) Selectthe domain access for the imported user or group.

f) Select if you want to limit the user's access.

g) Click
The new user or group is shown on the list, and can now access Policy Manager.
For imported groups, you can click to view details of the individual users who belong to the
group.

Note: Any user with full admin access will be able to delete any other user, but there must be at least one
user with full, root-level admin access. Users with sub-domain access can only delete other users within
the scope of their sub-domain. If a user account is deleted while that user is logged in, they will be logged
out and prompted to log in the next time a connection to Policy Manager is required.

Note: The following operations are only available to users with full, root-level access:

* Product registration

* Creating and removing import rules

* Manually importing new hosts that are not matched by import rules
* Importing and removing product installation packages

» Importing and exporting signing keys

« Configuring the auto-removal policy for disconnected hosts

* Importing Active Directory structures

3.2.4 Policy domain tree

You can perform actions for policy domains and hosts on the
Onthe , you can do the following:

« Add anew policy domain by clicking the following icon on the toolbar:
Note: A new policy domain can be created only when a parent domain is selected.
* Add anew host by clicking the following icon:

* Find a host.
* View the properties of a domain or host. All hosts and domains should be given unambiguous names.
e Import new hosts.
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» Autodiscover hosts from a Windows domain.

* Delete domains.

* Move hosts or domains, using cut and paste operations.
« Export a policy file.

After selecting a domain or host, you can access the above options from the menu.

The domains referred to inthe commands are not Windows NT or DNS domains. Policy domains are groups
of hosts or subdomains that have a similar security policy.

3.2.5 Messages pane

Policy Manager Console logs messages in the pane about different events.

Unlikethe and tabs, pane events are generated only by Policy Manager
Console.

There are three categories of messages: ,and .Each view tab

can contain messages of all three severities. You can delete a category in the displayed context menu by
right-clicking on a tab. By right-clicking on an individual message, a context menu is displayed with ,
,and operations.

By default, messages are logged into both files in the message subdirectory of the local Policy Manager
Console installation directory. Logs of the messages are kept both in English and the language you have
set for Policy Manager Console. A separate log file is created for each message category (tab names in
the pane). You can use the > page to specify the directory for the log
file.

3.2.6 Product upgrade notifications

When you start Policy Manager Console, it notifies you of new available versions or used versions that are
reaching their end of support, for either Policy Manager itself or any of your managed applications.

Note: You can also manually check if there are any upgrades available by selecting >
from the menu.

Available upgrades are shown on the tab of the pane, listing the available
new versions of your software along with the corresponding links for you to download the new versions.
The upgrade messages apply only to applications that are relevant for your managed environment.

Policy Manager also sends a server alert email to the defined recipients for each new available upgrade.

When you install a Policy Manager upgrade or import the installation package for a managed application,
the corresponding message automatically disappears from the list.

You can mark the proposed upgrade as ignored to skip it.

3.3 Managing domains and hosts

If you want to use different security policies for different types of hosts (laptops, desktops, servers), for
users in different parts of the organization or users with different levels of computer knowledge, it is a good
idea to plan the domain structure based on these criteria.

This makes it easier for you to manage the hosts later on. If you have designed the policy domain structure
beforehand, you can import the hosts directly to that structure. If you want to get started quickly, you can

also import all hosts to the root domain first, and create the domain structure later, when the need for that
arises. The hosts can then be cut and pasted to the new domains.

All domains and hosts must have a unique name in this structure.

Another possibility is to create the different country offices as subdomains.
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3.3.1 Adding policy domains

This topic describes how to add new policy domains.
To add a new policy domain:

1. Click the following icon on the toolbar:

The new policy domain will be a subdomain of the selected parent domain.

2. Enter a name for the policy domain.
An icon for the domain will be created.

3.3.2 Adding hosts

This section describes different ways of adding hosts to a policy domain.

The main methods of adding hosts to your policy domain, depending on your operating system, are as
follows:

* Import hosts from an Active Directory.
* Import hosts directly from your Windows domain.

« Use hostimport rules to automatically import newly connected hosts that already have WithSecure
security software installed.

* Create hosts manually by using the command.

Importing hosts from an Active Directory
You can import a policy domain structure and hosts to Policy Manager from an Active Directory structure.
There are three ways that you can connect your Active Directory to Policy Manager:

« Create a synchronization rule: Use this approach if you want to fully replicate your Active Directory tree
in Policy Manager. Any changes in Active Directory are automatically replicated in your domain tree,
for example if you add, remove, or move an organization unit.

» Create anaotification rule: Use this option if you do not want synchronize your Active Directory and Policy
Manager domain trees automatically, but still want to monitor the network for unprotected hosts. Any
unprotected hosts are added to the list of unmanaged hosts, where you can then add them to the domain
tree.

» Import structure manually: If you only want to import the Active Directory tree, but do not want to
synchronize or monitor the tree for any future changes, you can use this option.

In addition to these options, you can use the Active Directory distinguished name as the import criteria
when creating host import rules.

Importing the company certificate for Active Directory authentication

on Linux

To use the default LDAPS (secure LDAP) connection to the Domain Controller (DC) for Active Directory,
you mustimport the company certificate in Policy Manager Server's Java runtime trust store to authenticate
the DC.

Note: Whenever you install a new version of Policy Manager, the certificate file is overwritten. This means
that you need to repeat the steps given here after each upgrade.

To import and apply the certificate:

1. Fetch your Active Directory certificate.
You can use one of the following methods:
* Gotothe root of the C drive and look for an automatically generated AD certificate file, which has a
. crt extension.
* Runcertutil -ca.cert server.crt.Thissavesthe CA certificate as server.crt.

* Follow the steps given online in , but do not export the private key
in step 10, and select as the export file format in step 11.


https://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx

Policy Manager | Using Policy Manager Console | 27

2. Copy the certificate file to the Policy Manager host, for example to
/ horre/ user/ Downl oads/ server.crt.

3. Runthe following command to go to Policy Manager's JRE directory:
cd /opt/f-securel/ fspns/jrel

4. Runkeyt ool toapply the certificate:
./ bin/keytool -inportcert -keystore ./lib/security/cacerts -file
/ horre/ user/ Downl oads/ server.crt

keyt ool prompts you to enter a password. Use the default keystore password, changei t .

5. Enteryes when asked if you trust this certificate, and press Enter.
6. Restart the Policy Manager service:
letc/init.d/fspns restart

Creating an Active Directory synchronization rule

Synchronization rules define a link between an Active Directory subtree and your policy domain tree, after
which any changes in Active Directory are automatically synchronized and any new hosts are detected in
Policy Manager.

Note: Subtrees that are marked for synchronization in the Policy Manager domain tree are read-only and
you cannot make any changes to them from the console.
1. Onthe tab, click

2. Enter the server address for your Active Directory server and a user name and password that provide
at least read access, then click

3. Select the Active Directory container that you want to import, then click
4. Select the target policy domain for importing the structure, then click

Important: If you select as the target policy domain, the entire policy tree becomes read-only. We
recommend that you create or use a separate subtree for the Active Directory structure.

5. Click to run the synchronization rule.
The Active Directory structure is added to your policy domain tree and synchronized. Any new detected
hosts that already have WithSecure software installed are automatically imported to the appropriate
location in the domain tree, and any other new hosts are added to the list of unmanaged hosts.

Creating an Active Directory notification rule

You can use a notification rule to handle importing hosts from Active Directory to Policy Manager, for
example if you want to maintain separate structures, but still want to monitor your network environment
for any unprotected hosts.

1. Onthe tab, click

2. Enter the server address for your Active Directory server and a user name and password that provide
at least read access, then click

3. Select the Active Directory container that you want to import, then click

4. Click to run the notification rule.
The Active Directory is checked, and any new detected hosts are added to the list of unmanaged hosts.

Manually importing from Active Directory

When you import from Active Directory manually, the structure is imported to the selected domain, but
Policy Manager does not poll the Active Directory for new hosts.

1. Onthe tab, click

2. Enterthe server address for your Active Directory server and a user name and password that provide
at least read access, then click

3. Select the Active Directory container that you want to import, then click
4. Select the target policy domain for importing the structure, then click
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Important: If you select as the target policy domain, the entire policy tree becomes read-only. We
recommend that you create or use a separate subtree for the Active Directory structure.

5. Once the structure is imported, click

Note: You can create host import rules to import hosts connecting later, using the Active Directory
distinguished name as the import criteria.

Handling unmanaged hosts
When you have created an Active Directory synchronization or notification rule, any new hosts added to
the linked Active Directory appear in Policy Manager as unmanaged hosts.

The current number of unmanaged hosts detected is shown above the domain tree in Policy Manager. If
you have set up email notifications for server alerts, you also receive alerts indicating the total number of
unmanaged hosts.

To process unmanaged hosts:

1. Onthe pane, click
The dialog shows you a list of all the currently detected, unmanaged hosts from
the linked Active Directory structure.

2. Select any hosts that you want to ignore, then click

For example, if any hosts have a valid reason for not having antivirus software installed, you canignore
them so that they do not show up in later alerts.

Tip: Use to toggle the visibility of the ignored hosts.

3. Select the hosts that you want to add to the Policy Manager domain tree, then click
The selected hosts are added to the policy domain tree and you can start installing the necessary securlty
software.

Adding hosts in Windows domains

In a Windows domain, the most convenient method of adding hosts to your policy domain is by importing
them through Intelligent Installation.

Note that this also installs Management Agent on the imported hosts. To import hosts from a windows
domain:

1. Selectthe target domain.

2. Select > from the menu.
After the Autodiscover operation is completed, the new host is automatically added to the
tree.

Related concepts
on page 64

Importing new hosts
Another option for adding hosts in Policy Manager Console is to import new hosts.

You can do this only after the client software has been installed on the hosts and after the hosts have sent
a connection request to Policy Manager.

To import new hosts:

1. Click the following icon on the toolbar:

Alternatively:

* Select > from the menu.
« Select from the view.

When the operation is completed, the host is added to the domain tree. The new hosts can be imported
to different domains based on different criteria, such as the hosts’ IP or DNS address. The
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view offers atabular view to the data which the host sends in the autoregistration message. Thisincludes
any custom properties that were included in the remote installation package during installation.

2. You can perform the following actions on the view:

* You can sort messages according to the values of any column by clicking the corresponding table
header.

* Youcan change the column ordering by dragging and dropping the columns to the suitable locations,
and column widths can be freely adjusted.

* You can use the table context menu (click the right mouse button on the table header bar) to specify
which properties are visible in the table.

Related tasks

on page 69
There are two ways of using the login script on Windows platforms: by using a customized MSI package
or a customized remote installation JAR package.

Using import rules
You can define the import rules for new hosts on the tabinthe window.

Import rules can be applied automatically to new hosts that connect to the server. This means that there
is no need to run the import rules manually when new hosts connect to Policy Manager Server; the new
hosts are added to the domain structure according to the existing import rules.

You can use the following as import criteria in the rules:
*  WINS name, DNS name, custom properties

* These support * (asterisk) as a wildcard. The * character can replace any number of characters.
Forexample: host _test* or*. exanpl e. com You can also use multiple wildcards, for example
ab* 4*.

» Matching is not case-sensitive, so upper-case and lower-case characters are treated as the same
character.

* |Paddress

» This supports exact IP address matching (for example: 192. 1. 2. 3) and IP sub-domain matching
(forexample: 10. 15. 0. 0/ 16).

1. Youcan hide and display columns in the table by using the right-click menu that opens when you
right-click any column heading in the window.

Only the values in the currently visible columns are used as matching criteria when importing hosts to
the policy domain. The values in the currently hidden columns are ignored.

2. You can add new custom properties to be used as criteria when importing hosts.

One example of how to use the custom properties is to create separate installation packages for different
organizational units, which should be grouped under unit-specific policy domains. In this case you could
use the unit name as the custom property, and then create import rules that use the unit names as the
import criteria. Note that custom property names that are hidden are remembered only until Policy
Manager Console is closed. To add a new custom property:

a) Right-click a column heading and select
The dialog opens.

b) Enter a name for the custom property, for example the unit name, then click
The new custom property now appears in the table, and you can create new import rules in which it
is used as import criteria.

3. Create anew import rule:

a) Click on the tab.
The dialog opens displaying the existing domains and
sub-domains.

b) Select the domain for which you want to create the rule and click
c) Select the new row that was created and click the cell where you want to add a value.
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d) Enterthe value in the cell.
The import criteria is defined.

e) Select if you want the rules to
be applied automatically for any new connected hosts.

* When new hosts are imported, the rules are verified in top-down order, and the first matching rule is

applied. You can change the order of the rules by clicking or .
« Ifyouwant to create several rules for a domain, you can use the option. Start by creating one
rule for the domain. Then select the row and click . Now you can edit the criteria on the new

duplicated row.

4. When you want to start the import operation, select the tab and click
The import rules you have defined will be validated before importing starts.

Afterthe hosts have beenimported, you will see a summary dialog displaying the number of successfully
imported hosts and the number of unsuccessful import operations. Note that an empty set of conditions
is always treated as matching.

Creating hosts manually
This topic describes how to create hosts manually.
To create a host manually:

1. Selectthe target domain.
2. Select > from the menu.
Alternatively:

* Click the following icon on the toolbar:
¢ PressInsert.

3. Enter anidentifier for the new host and click
This operation is useful in the following cases:

« Learning and testing — you can try out a subset of Policy Manager Console features without actually
installing any software in addition to Policy Manager Console.

» Defining policy in advance — you can define and generate a policy for a host before the software is
installed on the host.

» Special cases - you can generate policies for hosts that will never access the server directly (that
is, when it is not possible to import the host). For example, it is possible to generate base policy files
for a computer that does not access the WithSecure Policy Manager Server. The base policy file
must be transferred either manually or by using another external transport mechanism.

Note: Hosts without Management Agent installed cannot be administered through Policy Manager
Console because they have no means of fetching policies. Also, no status information will be available.
Any changes made to the domain structure are implemented even though you exit Policy Manager
Console without saving changes to the current policy data.

Related tasks

on page 34
You can export the policy file for an individual host, for example to use as a base policy file for a manually
added host that does not access Policy Manager Server.

Handling disconnected hosts automatically

You can specify when hosts are considered disconnected, and also when disconnected hosts should be
removed from the policy domain.

1. Select > from the menu.
2. Select
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3. Enter the number of days, after which the host status will be set to in
4. Enter the number of days, after which disconnected hosts will be removed from the policy domain in

5. Click to close the dialog box.

3.4 Managing policies

This section describes how to configure and distribute policies.

Several users can be logged in and make changes to the policies at the same time. Any changes made by
users are automatically saved to their own personal workspace, so there is no need to save the changes
manually. Changes made by any user will only be visible to other users and take effect when the user
distributes the policy changes.

Note: Thereis no conflict resolution for policy changes made by different users; the last distributed changes
will override any previous changes to the policy variables.

When policy changes are distributed, the policy files are generated automatically for each host on request.
This means that there is no need to redistribute the policy when you change the domain structure, for
example by adding new hosts, or after you upgrade the managed software on existing hosts.

3.4.1 Configuring settings

A policy variable may have a pre-defined default value. The default values behave as if they were inherited
from above the root domain. That is, they appear to be inherited values even if the top (root) domain is
selected. Default values can be overridden just like any other value.

Values on the selected policy domain level are color-coded as follows:

« Black - changed values on the selected policy domain or host level.
* Gray —inherited values.

* Red-invalid values.

* Dimmed red - inherited invalid values.

To configure the policy settings:

1. Gotothe page and select the branch for the platform that you want to configure.
2. Click the following icon to distribute the policy:

@

3. Review the listed changes to the policy settings, then click
You can click the listed items to view the corresponding page in the settings.
If you want to revert the changes, click

Tip: You can also distribute the policies by selecting > fromthe menu or by pressing CTRL
+D.

Once you distribute the changes, the updated policies are saved to the database, where WithSecure
software on the hosts will automatically check for updates.

Note: No changes will take effect before you have distributed the policy and the host has fetched it. This
also applies to operations, because they are implemented using the policy-based mechanism.

3.4.2 Checking modified settings

Domains and hosts that include modified settings are highlighted on the

The shows a yellow line next to domains and hosts that include changes. This allows you to
check what settings have changed for the specific domain or host and cancel the changes if necessary.

The modified domains are highlighted by default. You can change the settings from the menu, under
>
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To see the changes for a domain or host:

1.
2.

3.
4,
5.

Right-click a highlighted domain or host in the

Select in the context menu.

The view shows you all the changes for the selected domain or host, sorted by the
pages.

Click any of the listed changes to change focus to the corresponding page and field.

If you want to cancel all the listed changes, click
Click

3.4.3 Adding notes to settings

As of version 12.20, you can add notes to the policy settings in Policy Manager Console, for example to
record the reasons for changing a setting.

Notes are inherited within the policy domain; any inherited notes are shown with a gray icon. You can add
further comments for a specific host or subdomain to inherited notes.

Icon Description
No notes available for this setting. Click to add a
note.

- A note has been added for this setting. Click to view

or edit the note.

A note for this setting has been inherited. Click to
view or edit the note.

Click this icon in the note editor to delete the note.

Notes are also shown in the dialog and in inheritance reports.

To add a note:

1.

2.
3.

Click the note icon next to the setting to which you want to add a note.
The note editor appears.
Enter the text that you want to add.

Click anywhere outside the note editor to save your comment and close the editor.
The time and user name for the last change to the note are recorded, and the icon changes to indicate
that there is a note for the setting.

Note: Even though the note is automatically saved, it is not visible to other administrators until you
distribute the policy.

. Click the following icon to distribute the policy:

@

Note: The time of the last change to a note is updated when the policy is distributed.

To delete any note, click the note icon, then click the trash icon in the note editor and confirm that you want
to delete the note.

Note: You cannot delete inherited notes (shown witha gray icon). You can only delete notes on the domain
level where they have been added.

3.4.4 Discarding undistributed changes to settings

You can undo any changes to settings that have not yet been applied.

Select > from the menu.
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The settings will revert to what they were when the policy was last distributed. If the changes have already
been distributed, you need to manually revert the changes and redistribute the policy.

3.4.5 Restrictions

Using restrictions, an administrator can restrict access to any policy variable from the user.

Policy variables that are set to always forces the setting: the policy variable
overrides any local host value, and the end user cannot change the value as long as the
restriction is set.

3.4.6 Using password-protected uninstallation

As of version 12.20, you can set an uninstallation password for managed hosts to prevent the unauthorized
or accidental uninstallation of client software on the hosts.

Note: Check the release notes for your client software to see if the version supports password-protected
uninstallation.

When password-protected uninstallationis in use, uninstalling client software managed by Policy Manager
onahostrequires the user to enter the uninstallation password. Without the correct password, uninstallation
is canceled.

Note: Password-protected uninstallation also applies to distributed Policy Manager components that are
installed on managed hosts.

To set up password-protected uninstallation:

1. Select the target domain or host.

2. Gotothe tab and select the page.

3. Under , click .

4. Inthe dialog, enter and confirm the password that you want to use, then
click

5. Click the following icon to distribute the policy:

@

The password that you set must now be entered when uninstalling managed client software locally. If you
want to stop using password-protected uninstallation, click

3.4.7 Copying policy settings between Policy Manager instances

If your environment includes multiple instances of Policy Manager, you can copy the policy settings from
one instance to another.

Copying the policy settings involves exporting all non-default settings from one Policy Manager instance
to a JSON file, which you can then import to another instance. Only the settings that you have modified
are included in the exported file.

To copy the policy settings:

1. Inthe Policy Manager Console domain tree, select the domain that you want to copy the settings from.

2. Select > from the menu.
3. Check the listed settings and click the button.
Select and

if you also want to include those settings in the exported file.

4. Select alocation and name for the exported JSON file, then click
5. Ifnecessary, copy the exported file to alocation that you can access on other Policy Manager instances.

6. In Policy Manager Console for the instance that you want to copy the settings to, select the domain that
you want to copy the settings to.

7. Select > .
8. Clickthe button to select the previously exported JSON file and click
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9. Check the listed settings and click
The new settings are applied to the selected domain.

10. Click the following icon to distribute the policy:

@

3.4.8 Exporting the policy file for a host

You can export the policy file for an individual host, for example to use as a base policy file for a manually
added host that does not access Policy Manager Server.

To export a policy file:

1. Right-click the target host in the .
2. Select the export option according to the file format that you need:

. : This exports the policyfilein. bpf (Base Policy File) format. Select
this option if you need the file for a host that uses a legacy version of the client software.
. : This exports the policy file in JSON format. Select this option if you need the file

for a host that uses a supported version of the client software, or if you want to export the policy for
use as a template for WithSecure Elements EPP profile.

3. Select alocation and name for the exported file, then click

3.4.9 Policy inheritance

In Policy Manager Console, each policy domain automatically inherits the settings of its parent domain,
allowing for easy and efficient management of large networks.

Theinherited settings may be overridden for individual hosts or domains. When adomain's inherited settings
are changed, the changes are inherited by all of the domain’s hosts and subdomains. Any overridden setting
can be made inherited again by using the operation. Because the setting is deleted from the currently
selected policy domain or host, the setting is replaced by the setting in the parent domain.

Policy inheritance simplifies the defining of a common policy. The policy can be further refined for
subdomains or even individual hosts. The granularity of policy definitions can vary considerably among
installations. Some administrators might want to define only a few different policies for large domains.
Other administrators might attach policies directly to each host, achieving the finest granularity.

Combining these strategies achieves the best of both worlds. Some products could inherit their policies
from large domains, while other products could inherit their policies from subdomains or even get
host-specific policies.

If policy changes are implemented at multiple levels of the policy domain hierarchy, tracking changes can
become a challenging task. One convenient way is to use the operation to see what
changes have been made to one specific policy setting.

If the subdomain or host values need to be reset to the current domain values, the operation
can be used to clean the sub-domain and host values.

Tip: You canalsousethe tocreate that show where inherited settings
have been overridden.

Related concepts
on page 39
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The allows users to view and export reports of Policy Manager Console managed data.

How settings inheritance is displayed on the user interface

The inherited settings and settings that have been redefined on the currentlevel are displayed in a different
way on the Policy Manager user interface.

Not inherited Inherited Description

- H A closed lock means that users
cannot change the setting,
because user changes have been

disallowed.

If the lock symbol is blue, the
setting has been redefined on the
current level. If the lock symbol is
grey, the setting is inherited.

An open lock symbol means that
users are allowed to change the
setting at the current level.

If the lock symbol is blue, the
setting has been redefined on the
current level. If the lock symbol is
grey, the setting is inherited.

If is displayed beside a
setting, it means that the setting
has been redefined on the current
level and that it can be cleared.
When the setting is cleared, the
default or inherited value is
restored.

If nothing is displayed beside a
setting, it means that the setting is
inherited.

Text boxes Inherited values are displayed as
dimmed (with grey text).

Settings that are not inherited are
displayed as black text on a white
background.

Check boxes Inherited values are displayed as
dimmed on a grey background.

Values that are not inherited are
displayed on a white background.

Locking and unlocking all settings on a page at once
You can choose to lock or unlock all of the settings on a page.

The following links can be used to lock and unlock all settings on a page:



36 | Using Policy Manager Console | Policy Manager

Unlocks all the settings that have a lock symbol
displayed beside them on the current page. After
this the users can change these settings.

Locks all the settings that have a lock symbol
displayed beside them on the current page. After
this the users cannot change these settings.

Clears all the settings that have been redefined on
the current page and restores the default or inherited
values.

Settings inheritance in tables
Settings inheritance is also displayed on tables within the settings pages.

The table and the table are so-called global tables, which
means that all computers in the domain have the same values. However, different subdomains and different
hosts may have different security levels enabled.

In tables the default values derived from MIBs are displayed as grey. The values that have been edited on
the current level are displayed as black.

Index inheritance in tables

Whenyou clear arow in atable using the button, the selected row is emptied; the result depends
on the types of default rows defined in the parent domains and in MIB as default rows.

« |farow exists that has the same index values as the cleared row, it will be re-inherited.

« Ifarow that has the same index values as the cleared row does not exist, the emptied row will remain
empty after the Clear row operation.

Note: The row can be inherited from a parent domain, or from a MIB (a definition of the settings and
containing the default values for all settings) as a default row. The MIB can be considered a "domain above
the root domain" in relation to leaf value or row inheritance. MIB defaults are inherited to subdomains unless
overridden at adomain level. To override an inherited row, define arow with the same index column values.
MIB defaults are obtained based on the product version installed on hosts. For a domain, the values from
the newest product version are used.

3.5 Managing operations and tasks

You can perform various product-specific operations through Policy Manager Console.
To launch an operation from Policy Manager Console:

1. Select one of the actions from the tab.
2. Click to start the selected operation.

3. The operation begins on the host as soon as you have distributed the new policy and the host has
fetched the policy file.

You can click at any time to undo the operation.

3.5.1 Remote collection of diagnostics reports

To assistin troubleshooting issues on managed hosts, you can collect diagnostics reports from the managed
software remotely in Policy Manager.

To collect the diagnostics from a selected host, you can run the WithSecure Support Tool task on the

tab in Policy Manager Console. You can only run the operation for one host at a time. Once
the log files are collected on the host, they are uploaded to Policy Manager Server and you can download
them in Policy Manager Console.
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Note: Remote collection of diagnostics only supports WithSecure Client Security versions 12.10 and
newer and Email and Server Security versions 12.00 and newer.

3.6 Alerts

This section describes how to view alerts and reports, and how to configure alert forwarding.

3.6.1 Viewing alerts and reports

The hosts can send alerts and reports if there has been a problem with a program or an operation.

When an alert is received, the following button will light up:

AN

To view the alerts:

1. Click the following button:

AN

The tab will open. All alerts received will be displayed in the following format:
Click the button to acknowledge an alert. If all the alerts are acknowledged,
the button will be dimmed.

The problem’s severity. Each severity level has its own icon:

i ] Info Normal operating information

from a host.
Warning A warning from the host.

0 Error Recoverable error on the
host.

[¥] Fatal error Unrecoverable error on the
host.

Security alert Security hazard on the host.

Date and time of the alert.
Description of the problem.
Name of the host/user.

The WithSecure product that sent the alert.

When an alert is selected from the list, more specific information about the alert will be displayed.
WithSecure anti-virus scanning alerts may have an attached report, which will also be displayed.

2. Toview reports, click onthe tab, or select > fromthe menu.

The tab has the same structure as the tab. tables and
tables can be sorted by clicking on the column heading.

Tip: You can hide older alerts and reports by clicking onthe or
tab.
3.6.2 Filtering alerts sent by managed hosts
Managed clients send alerts to Policy Manager.

On Windows clients, it is possible to filter alerts that enable administrators to switch off certain alerts or
groups of alerts if they are irrelevant to them.
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Using the exclusion editor, you can create rules to exclude alerts. The editor uses a wizard to guide you.
Each item added to the rule narrows down the scope, and you can specify these rules in any order. Once
set up, the client no longer sends alerts matching the criteria specified.

To create an alert filtering rule:

1. Gotothe tab and select >

2. Select to create a new filtering rule.

3. Inthe wizard, select to specify the conditions for the rule.
You can add multiple conditions. These are for example and

4. Select to save therule.
The alert filtering rule is now set up.

3.6.3 Sending alerts by email

You can set Policy Manager to send alerts for the managed environment to one or more recipients by email.

You can send alerts both for Policy Manager Server notifications and for managed hosts. Policy Manager
Server alerts are each sent as individual emails, but multiple host alerts can be included in the same email.
Policy Manager checks for new alerts that are received from managed hosts every ten minutes.

To set email forwarding for alerts:

1. Select > from the menu.
2. Click .
3. Enter the email addresses for the recipients.
All recipients will receive all of the alerts generated by the system.

4. Select either or as the alert type to send by email.
5. Ifyouinclude host alerts, set the minimum alert severity and how many alerts you want to see inindividual
emails.

Note: If the number of alerts for the polling period exceeds the selected amount, the email shows you
the most recent alerts and prompts you to check the remaining alerts in Policy Manager Console.

6. Click
The following server alerts are sent:

 Anti-virus databases are <n> days ol d:security alert, generated when the antivirus definition
databases are more than 5 days old.

e Anti-virus database version i s unknown:warning, generated ifthe database version cannot
be detected, for example if Policy Manager cannot connect to the Automatic Update Agent.

+ Software Updater databases are <n> days ol d: security alert, generated if the Software
Updater databases are more than one week old.

« Software Updater databases are ni ssing:security alert, generated if there is no Software
Updater database available on Policy Manager.

* <n> new host (s) waiting to be inported:warning, generated if there are new hosts that do
not match any import rule and are waiting to be imported manually.

* <n> unmanaged host (s) di scover ed: warning, generated when new, unmanaged hosts are
detected.

* Upgrade avail abl e: <product nanme> <product version>. To see nore information
and get the upgrade, go to <link to the downl oad page>. This message is sent
whenever anew upgrade is available for Policy Manager or any of your managed WithSecure applications.

The host alerts vary according to the managed software that triggers them.

Logging information on the forwarded alerts is stored to the following file:
C:\ ProgranmDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ | ogs\fspns-al ert-forwarding.| og.
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3.6.4 Forwarding alerts to syslog server
You can set Policy Manager to forward alerts to a third-party syslog server.
Currently, both TCP and UDP transport protocols are supported.

To configure alert forwarding:

1. Select > from the menu.
2. Click

3. Select

4. Enterthe server address.

By default, alerts are forwarded to port 514 for UDP protocol, port 515 for TCP, and 587 for TCP over
TLS protocols. If you want to use a different port, enter the port number after the server address, for
example, exanpl e. com 8080.

Note: If you try to use the TCP protocol to forward alerts to the TLS port, it might not be detected as a
failure.

5. Select the message format.

, ,and messages
are supported.

6. Select the transfer protocol.
, ,and protocols are supported.

Note: The TLS client authentication is not supported.

7. Click

3.6.5 Configuring alert forwarding for a specific domain

In addition to the alert forwarding that applies to your whole managed network, you can also use
domain-specific settings.

Note: To see all configured alert forwarding, select > from the menu.

1. Right-click the domain that you want to configure on the

2. Select in the context menu.
3. To send email alerts for the domain:
a) Select onthe tab.

b) Enter the recipient email addresses.
c) Select the type and severity of alerts to send, as well as the language for the sent emails.
4. To send alerts for the domain to a syslog server:
a) Select on the tab.
b) Enter the server address to use and select the message format and protocol.
5. If you want to use a different mail server than the default one, select onthe
tab and enter the required details.
6. Click

3.7 Reporting tool

The allows users to view and export reports of Policy Manager Console managed data.

The viewing and exporting functionality provides a way to examine the data of several hosts/domains at
the same time.
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3.7.1 Viewing and exporting a report

You can view and export reports using the
Tousethe

1. Select > from the menu.
Alternatively:
« Launchthe from the context menu in the main application area.
The opens.

2. Select the domains and/or hosts you want to include in the report.

* Select if you want all hosts under the selected domains to be included in the report.

Select the report type.

Select the products to include in the report, if necessary.

Select report type-dependent configurations for the currently selected report, if necessary.
View or export the report:

@ aFrw

* Click in the bottom pane to generate the report and view it in HTML format with your default
web browser. If no default web browser has been defined, a dialog box appears prompting you to
define your web browser.

* Click in the bottom pane to generate the report and save it as a file. The file path and report
format are defined in the dialog box that appears after clicking

3.8 Using data mining to get information about managed hosts

The Data mining feature in Policy Manager provides an advanced tool to find and browse information to
help resolve issues and create queries for use in custom reports and external monitoring systems.

The datathat Policy Manager collects from managed endpoints includes information about blocked malware,
malicious sites, and other incidents. In addition, each host reports statistics on the endpoint protection
state, platform information, missing software updates, and so on.

Data mining allows you to run queries that drill down through the large amount and variety of data to find
what you need to resolve issues quickly. It also gives you the flexibility to dynamically group and analyze
your managed hosts independent of the domain structure.

Data mining applies two levels of filtering to the data collected from hosts: data sets and properties. The
four types of data set currently available are hosts, alerts, software updates, and deleted hosts. The available
properties vary according to the selected data set, and only the relevant property filters are shown. You
can also use the search functionality to find matches from any relevant item properties, including those
that have unique values such as GUID, WINS, and IP addresses.

Items from one data set typically have related items in another data set, for example hosts can be linked
to alerts or software updates. For example, after filtering a subset of Windows 7 hosts, you can link them
to missing software updates for analysis. Alternatively, you can filter only servers and check the subset of
real-time protection alerts, then go to missing software updates to verify if any similar patches are missing.

The results of your queries are available for exporting in CSV format, and you can save any queries for later
use and publish them to create custom reports for Web Reporting. You can also use published queries for
use in external monitoring systems via REST API.
Related tasks

on page 52



Policy Manager | Using Policy Manager Console | 41

The searchindexin Policy Manager uses the Apache Solr framework and provides data for Web Reporting,
Data mining, and other functionality within the product.

3.8.1 Running queries on managed endpoint data

You can use the data set and property filters in Data mining to create queries that find matching hosts and
other information in your managed network.

1. Select onthe

2. Selectthe tab.

3. Click and select the type of data set that you want to examine.
Note: You can also click to match details from any data set or properties to the text that you
enter.

Theitem counter shows how many total results are found, and the property filters are updated according
to the selected data set value.

4. Click the properties to select the filters for your query.

For properties that contain multiple values, you can click the pin icon to show that property as a widget
on the page. This can be useful to see the correlation between the properties and if you want to see the
filter values as part of the query results.

Note: The property filters show the 100 most frequent values. If a value is not listed, enter it manually.

5. Click the link to see the query results.
By default, the first 10 results are shown. Click if you want to change how many results are
shown.
Theresults include the data for all applicable properties. If you want to change what information is shown,
click and choose the fields for each type of data set.
6. Ifyouwantto see other data sets relating to your current query, click ,
,or , depending on the current data set.
The selected data set is added below your initial query results.
7. Toexport the results of any selected data set as a CSV file, click and enter a file name.
8. Click and enter a name for the new query if you want to use it again later or publish it for

use in reports.
To replace an existing query, select the query from the list and click
All selected properties and related data sets included in your query are saved and available under

3.8.2 Publishing saved queries for reports and external use

You can publish saved Data mining queries to view the results in Web Reporting and to generate API calls
for use in external monitoring systems.

1. Select onthe

2. Selectthe tab.

3. Click
This lists your currently saved queries and their status. Only published queries are available for reports
and use via API.

4. Select the query that you want to use.

5. To view the query results in Web Reporting, click
This opens Web Reporting in your default browser and shows you the selected custom report.

6. To getthe URL for an API call that you can use in external systems, click
Select the type of API call that you want:

. : Use this if you want an API call that returns the full query results in JSON
format.

. : Use this if you want an API call that returns the query results for a single data set.
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. : Use this if you want an API call that returns the set of values for a single property.
This is only available for properties that you have pinned in the query.

The selected API URL is copied to your clipboard.

3.8.3 Example of using data mining

This example shows you how to find managed hosts that match specific parameters and what alerts those
hosts have generated.

The example query given here shows the Windows 10 hosts that have WithSecure Client Security Premium
14.20 installed and are missing critical software updates, as well as the infection alerts that these hosts

have generated.

1. Select onthe

2. Selectthe tab.

3. Click and select

4. Click and select

5. Click and select

6. Click and select .

7. Click the link to see the list of matching hosts and their details.
8. Click .

9. Click and select

10. Click the link to see details of the infection alerts for the matching hosts.

3.9 How to check that the network environment is protected

This section contains a list things you can check to make sure that the network environment is protected.

As part of the monitoring and system administration processes, you can regularly perform the tasks listed
here to ensure that your network environment is protected.

3.9.1 Checking that all the hosts have the latest policy

You can ensure that all hosts have the correct settings by checking that they have the latest policy.

1.
2.

3.

4,

Select onthe .

Gotothe > tab and check how many hosts of the entire domain have the latest
policy.

If all hosts do not have the latest policy, click

This takes you to the tab and page.

Onthe page, check which of the hosts do not have the latest policy.

You can also see the possible reasons for this; for example, the host is disconnected or there has been
a fatal error on the host.

3.9.2 Checking that the hosts have the latest virus definitions

You should regularly check that the virus definitions are up to date on all hosts within the domain.

1.
2.

3.

Select on the

Gotothe > taband check whatis displayed inthe
section beside

If the virus definitions on some hosts are outdated, there are two alternatives:

* Youcan select the tab and the page to see which hosts do not have the
latest virus definitions. Then select these hosts in the tab, goto the
tab and click . This orders the selected hosts to fetch new virus definitions
at once.
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» Alternatively, click the link. This takes you to the tab. Once
onthe tab, click . This orders all hosts to fetch new virus

definitions at once.

3.9.3 Checking that there are no disconnected hosts

You can ensure that all hosts are getting the latest updates by checking that there are no disconnected
hosts.

1. Select onthe .
2. Gotothe > tab and check what is displayed in the section beside

3. Ifthere are disconnected hosts, click .
This takes you to the tab and page.

4. Check which of the hosts are disconnected and the possible reasons for this.

Note: You can define the time after which a host is considered disconnected. Select >
from the menu, then select the tab. You will see the currently defined time for
when hosts are considered disconnected.

3.9.4 Viewing scanning reports
You can view the scanning reports from hosts to check if there have been any problems.

If you want to see a scanning report from certain hosts, do as follows:

1. Selectthe hostsinthe tab.
2. Gotothe tab.
The scanning information from the selected hosts is displayed in the table.

3. Select a single host by clicking on a row in the table.
The associated scanning report from that host is now displayed in the report view in the lower part of
the window.

3.9.5 Viewing alerts

If there has been a problem with a program or with an operation, the hosts can send alerts and reports
about it.

It is a good idea to check regularly that there are no new alerts, and also to acknowledge (and delete) the
alerts that you have already handled.

When an alert is received, the following button will light up:
To view the alerts:
1. Click the following button:

AN

Alternatively, you can click onthe > tab.
The tab will open. All alerts received will be displayed in the following format:

Clickthe buttonto acknowledge an alert. If all of the alerts are acknowledged,
the button will be dimmed.

The problem’s severity. Each severity level has its own icon:



i ] Info Normal operating information

from a host.
Warning A warning from the host.
0 Error Recoverable error on the
host.
D Fatal error Unrecoverable error on the
host.
Security alert Security hazard on the host.
Date and time of the alert.
Description of the problem.
Name of the host/user.
The WithSecure product that sent the alert.
When an alert is selected from the list, the under the alerts table displays more specific
information about the alert.
2. You can usethe button to mark the alerts that you have seen and are planning to troubleshoot.
3. Thealert summary displayed on the > tab is not automatically refreshed, so you

can click to refresh the alert view.

3.9.6 Creating a weekly infection report

You can use the Web Reporting tool to create a weekly infection report, as well as other reports to be
generated at regular intervals.

Web Reporting is a web-based tool with which you can generate a wide range of graphical reports from
Client Security alerts and status information.

3.9.7 Monitoring a possible network attack

If you suspect that there is a network attack going on in the local network, you can monitor it by following
these steps.

1. Select onthe .

2. Gotothe > tab.

3. Check what is displayed beside .

4. Ifthere has been an attack, you can access more detailed information by clicking

This takes you to the taband page, where you can see detailed information on
the latest attacks on different hosts.
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Maintaining Policy Manager Server

Topics: This section contains topics on how to ensure the reliable running of
Policy Manager Server.
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4.1 Malware definition updates

The server maintains a cache of downloaded updates, which typically takes up to 2-3 GB of disk space.

Note: As of version 16.00, Policy Manager is now downloading updates from 2 independent locations:
one for client versions 15.00 and another for client versions 16.00 and newer.

Each update is downloaded only when requested by the managed client software. The process for the
on-demand downloading of updates is typically as follows:

1.
2.
3.
4,

5.

The serverregularly refreshes the metadata for the latest WithSecure updates. By default, this happens
every 10 minutes.

Clients regularly poll the server to check if new updates are available.

When a client notices a new update, it requests the data.

The server accepts the request and starts downloading the update from the Internet asynchronously.
The server also instructs the client to check the update status again in roughly 10 minutes.

The client receives the requested update the next time it polls the server.

If a client was shut down for a very long time and the WithSecure cloud cannot determine the incremental
updates for the old definitions, it instructs the server to send the full update archive to the client.

File locations

The locations of configuration and log files are as follows:

HTTP proxy This is located under the server's data folder:

configuration file

Windows: C: \ Pr ogr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy
Manager Server\data\fspns. proxy.config

» Linux:/var/opt/f-secure/fspns/data/fspns. proxy.config

Log files Downloading and distribution events are logged to

f spns- downl oad- updat es. | og and f spns- serve- updat es. | og files,
which can be found under the server's logs folder:

*  Windows: C. \ Pr ogr anDat a\ Wt hSecur e\ NS\ Pol i cy
« Linux:/var/opt/f-securel/fspns/l ogs

Downloaded updates The downloaded updates are stored in the following folder on Windows:

* C\ProgranbDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ dat a\ gut s2\ updat es

* C\ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ dat a\ ws- gut s2\ updat es

On Linux:

« /var/opt/f-secure/fspns/datal/ gut s2/ updat es

4.1.1 Checking the malware definitions on Policy Manager Server

You can check the status and distribution of malware definitions on the Dashboard tab.

1.
2.

Gotothe tab.

Click in the upper-right section of the page.
This opens the update status view. The downloaded updates for version 16 and newer clients and
version 15 are shown on separate tabs.
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4.1.2 Updating malware definitions in isolated networks

Policy Manager offers two options for updating virus definitions in isolated networks that have no direct
connection to the Internet.

If your network configuration allows Policy Manager to access internal resources, which in turn can access
the Internet, we recommend that you use Policy Manager Proxy as the source for updates.

If using Policy Manager Proxy is not permitted, you can use a tool provided with Policy Manager to fetch
the updates as an archive and copy that to the server where Policy Manager is installed.

Using Policy Manager Proxy to update malware definitions

If your network setup does not allow Policy Manager to connect to the Internet, but allows connections to
internal resources that can access the Internet, you can use Policy Manager Proxy to keep the malware
definitions up to date.

This is the most convenient option for isolated networks, as it does not require any subsequent actions
after you have set up Policy Manager Proxy and completed the configuration in Policy Manager.

To minimize network communication between Policy Manager Proxy and Policy Manager Server, you can
now install the proxy in standalone mode. This mode makes Policy Manager Proxy fully autonomous:

» Itdoes not need access to Policy Manager Server
* It does not serve any client requests except for downloading malware definitions

To set up Policy Manager Proxy for an isolated network:
1. Start the installation of Policy Manager Proxy (version 16 or higher) on a host that has Internet access

to the update service (http://guts2.fsapi.com).

2. To activate standalone mode, use a 0. 0. 0. 0 loopback interface IP as the Policy Manager Server
address when installing the proxy.

3. Configure Policy Manager Server to use the proxy as the source for virus definitions.
a) Open the additional Java arguments configuration:
* On Windows, open the registry and go to HKLM SOFTWARE\ Wt hSecur e\ Pol i cy
Manager\ Pol i cy Manager Server \additional java_ args.
* OnlLinux,openthef spns. conf configuration file and look for the additional_java_args parameter.

b) Edit the string value for
Add the following value:

- Dgut s2Server Url =htt p: // <proxy_address>/ guts2 -D wsQut s2Server Ul =
http://<proxy_address>/ ws-guts2

4. Restart the Policy Manager Server service.

Using archives to update malware definitions

When you cannot use a connection to an intermediate proxy due to security policies, you can update the
malware definitions using the tool provided with Policy Manager.

The tool for downloading updates is bundled with Policy Manager and can be extracted with the provided
scripts. When you run it on any machine with internet access, the tool downloads the latest updates and
required diffs to generate an all-in-one archive.

You can import the generated archive to a Policy Manager Server that is configured to not connect to the
Internet for requested definitions updates, but to instead distribute only updates that are imported from the
archive.

By default, the tool uses the dat a\ updat es folder to store the downloaded update binaries. It also stores
the update history to use as a reference for downloading the relevant diffs to the latest version.

The version history is important for the tool, as it defines the number of diffs to provide to Policy Manager
and then serve to managed clients. The default history depth is 10 and is modified using the
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update_diffs_count property. The longer the history, the more time it takes to download diffs from WithSecure
Cloud, because it takes time to generate the diffs from older versions. You can configure the number of
download attempts and the time between themin conf i gur ati on. properti es.

The process can be automated by scheduling the download and subsequent import operations. You can
customize the path to the updates archive to make it easier to transfer, for example using a shared network
drive.

Note: Make sure that Policy Manager Server has permission to delete the updates archive, as it removes
it after completing the import.

To update the malware definitions:
1. Prepare the tool.

Note: You have to prepare the tool the first time before you use it. To update the malware definitions
later, you only have to run the tool (step 3).
a) Runthe following command to prepare the tool.

The tool is intended to be run on the same platform that you use to prepare the tool. For example, if
you prepare the tool on a Linux computer, the tool works on Linux versions of Policy Manager. For
information on a workaround to this platform dependency, see

e Windows:c:\ Program Fi | es\WthSecure\Policy Manager\Policy Manager
Server\ bi n\ prepare-fspmdefinitions-update-tool.bat <destination fol der>

* Linux:/opt/f-secure/fspns/bin/prepare-fspmdefinitions-update-tool
<destination fol der>

b) Modify the tool configuration, if necessary.

« conf\channel s. j son:this contains alist of the channels to be updated. By default, itincludes
updates for all the supported clients managed by Policy Manager, so we recommend that you
leave only those that are necessary for your environment.

» conf\configuration. properti es:among other settings, you can specify a HTTP proxy
here, if needed.

c¢) Transfer the prepared binaries to a machine that has Internet access.

2. Prepare the environment.
a) Open the additional Java arguments configuration to configure Policy Manager Server to runin
isolated mode.
* On Windows, open the registry and go to HKLM SOFTWARE\ W t hSecur e\ Pol i cy
Manager\ Pol i cy Manager Server \additional java_args.
* OnlLinux,openthef spns. conf configuration file and look for the additional_java_args parameter.

b) Editoradd the string value with the following value: - Di sol at edMode=t r ue
to the Java arguments configuration.
c) Restart Policy Manager Server to switch it to isolated mode

3. Transfer updates.
a) Runthetool.

* Windows: f spm defi ni ti ons-updat e-t ool . bat
e Linux:fspmdefinitions-update-t ool

Thetool creates 2 archiveswi t hsecur e- updat es. zi pandf - secur e- updat es. zi p containing
the full set of the latest definitions and diffs to this version for 16 and newer clients and version 15
respectively. If all data is up to date, no archive is generated.

b) Transfer the prepared archives (dat a\ wi t hsecur e- updat es. zi p and
dat a\ f - secur e- updat es. zi p) to the Policy Manager Server machine.

Note: Do not change the archive file name or destination path, as they are hardcoded.

*  Windows: C: \ Progr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ dat a\


https://community.f-secure.com/business-suite-en/kb/articles/8861-how-to-switch-fspm-definitions-update-tools-platform-from-linux-to-windows-vice-versa-in-policy-manager
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e Linux:/var/opt/f-secure/fspns/data/

¢) Runthe following command to import the prepared updates.

* Windows: C.\ Program Fi | es\WthSecure\Policy Manager\Policy Manager
Server\ bi n\inport-definition-updates. bat
* Linux:/opt/f-secure/fspnms/bin/inport-definition-updates

Updating malware definitions on isolated Client Security hosts

If you have installed Client Security on hosts that do not have a network connection, you can update the
malware definitions using the tool provided with Policy Manager.

Note: This procedure applies to Client Security, Client Security for Mac and Server Security. Use file
wi t hsecur e- updat es. zi p for versions 16 and newer, f - secur e- updat es. zi p for version 15.

The tool for downloading updates is bundled with Policy Manager and can be extracted with the provided
scripts. When you run it on any machine with internet access, the tool downloads the latest updates and
required diffs to generate an all-in-one archive.

By default, the tool uses the dat a\ updat es folder to store the downloaded update binaries. It also stores
the update history to use as a reference for downloading the relevant diffs to the latest version.

In addition to the update binaries, you also need the f saua- updat e tool to import the prepared updates.
This tool is included in the Client Security installation package: C. \ Program Fi | es
(x86)\ F-Secure\dient Security\fsaua-update_ 32. exe.

To update the malware definitions:
1. Run the following command on the Policy Manager machine to prepare the tool:
* Windows: C:\ Program Fi | es\Wt hSecure\ Policy Manager Server\bin\

prepare-fspmdefinitions-update-tool.bat <destination fol der>

* Linux:/ opt/f-securel/fspns/bin/prepare-fspmdefinitions-update-tool
<destination fol der>

2. Transfer the prepared binaries to a machine that has internet access, if necessary.
3. Modify the tool configuration, if necessary:

» conf\channel s. j son: this contains a list of the channels to be updated. By default, it includes
updates for all the supported clients managed by Policy Manager, so we recommend that you leave
only the Client Security versions necessary for your environment.

4. Runthetool:

* Windows: f spm defi ni ti ons-updat e-t ool . bat
e Linux:fspmdefi ni ti ons-update-t ool

The resulting archive contains the full set of the latest definitions and diffs to this version. If all data is
up to date, no archive is generated.

5. Transferthe preparedarchive (dat a\ wi t hsecur e- updat es. zi pordat a\ f - secur e- updat es. zi p
depending on the client version by default) to the isolated host: directory on the isolated Client Security
host.

» Client Security: Transfer the archive to the C: \ Program Fi | es (x86)\ F- Secure\ Cl i ent
Securi ty directory on the host.

» Server Security: Transfer the archivetothe C: \ Program Fi | es (x86)\ F- Secur e\ Server
Securi ty directory on the host

» Client Security for Mac: Transfer the archive to any convenient directory on the host.

6. Launch the update on the isolated host:

» Client Security: RunC: \ Program Fil es (x86)\ F-Secure\ d i ent
Securi ty\fsaua- updat e _32. exe with administrator privileges.
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» Server Security: Run C: \ Program Fi | es (x86)\ F- Secur e\ Server
Securi t y\ Sf saua- updat e_32. exe with administrator privileges.

* Client Security for Mac: Runsudo/ Li brary/ Wt hSecur e/ bi n/ gut s2- st andal one- updat e
--updateFil e <path to withsecure-updates. zi p>.

4.2 Backing up and restoring Policy Manager data

Policy Manager Server can be maintained by routinely backing up the data on the server in case it needs
to be restored.

Itis highly recommended that you back up the most important management information regularly. The
domain and policy data, as well as the signing keys, are all stored in the H2 database.

Youcan set Policy Manager to automatically backup the server data on aregular schedule. Youcanchoose
when the backups should be taken and how many backups you want to store - as more backups are created,
the oldest ones are deleted.

You can also export the signing keys in use on your installation of Policy Manager Server to a network
location, from where they can be imported again if necessary.

If you want to save the Policy Manager Console preferences, back up the
I i b\ Admi ni strator. properti es file fromthe local installation directory.

Note: The Admi ni strat or. properti es fileis created during the first run of Policy Manager Console
and contains session related information such as window size or the server URL.

4.3 Creating the backup

Here you will find how to create a backup of the policy data and domain structure.

Any backups youtake are storedinthe C: \ Pr ogr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy
Manager Server\ dat a\ backup folder.

1. Select > from the menu.
2. Select
3. To set up a schedule for automatic backups:
a) Select .
b) Select eithera or backup schedule and select when you want the automatic backups
to be taken.

4. Select how many backups you want to keep.
. Ifyou want to take a backup immediately, click
6. Click

(41}

4.4 Restoring the backup

In the event of lost Policy Manager data, you can restore the most recently backed up data.
To restore backed up Policy Manager data:

1. Stop the Policy Manager Server service.

2. Copy the contents of the backup that you want restore from the
c:\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager Server\ dat a\ backup
foldertothe C: \ Progr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Ser ver\ dat a\ h2db folder.

3. Restart the Policy Manager Server service.

4. Reopen the Policy Manager Console management sessions.
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4.5 Restoring an automatically saved backup on Linux

If necessary, you can restore a backup of Policy Manager's H2 database, which contains your domain and
policy data.

When you set Policy Manager to automatically take regular backups of the H2 database, the backup files
are stored inthe var/ opt / f - secur e/ f sprs/ dat a/ backup folder, with the individual backup files
named by date and time (<yyyy_nmm dd_nn_nn_nn>. backup. zi p).

To restore the backup data:
1. Stop the Policy Manager service:
# letc/init.d/fspnms stop
2. Check that the Policy Manager Java process is stopped:
# ps -efl | grep java
If the process is still running, wait until it shuts down completely or check the process again after awhile.

3. Overwritethef spns. h2. db file under/ var/ opt/ f - secur e/ f sprs/ dat a/ h2db with the
corresponding file from the zipped backup.

4. Restart the Policy Manager service.

4.6 Exporting and importing sighing keys

You can export your signing keys to an external location or import existing signing keys to replace the ones
generated during installation.

You may need to export the signing keys, for example if you use several installations of Policy Manager to
manage a large environment, but want to use the same signing keys across the whole environment.

1. Select > from the menu.
2. Select

To export your current signing keys:

a) Click

b) Select the target folder or network location for the exported keys, then click

c) Enter and confirm a passphrase for the exported private key, then click

To import existing signing keys to replace those currently in use:

a) Click

b) Browse to the location of the keys you want to import, then click

c) Enterthe passphrase for the imported signing keys, then click

A notification will appear to confirm that the signing keys were successfully exported or replaced.
3. Click to close the dialog box.

4.7 Replicating software using image files

If you use image files to distribute product installations, you need to make sure that there are no unique ID
conflicts.

Client Security may be included when software is replicated using disk image files. Every product installation
does, however, contain a unique identification code (Unique ID) that is used by Policy Manager. Several
computers may attempt to use the same unique ID if disk image software is used to install new computers.
This situation will prevent Policy Manager from functioning properly.

Follow these steps to make sure that each computer uses a personalized unique ID even if disk imaging
software has been used:

1. Install the system and all the software that should be in the image file, including Client Security.
2. Configure Client Security to use the correct Policy Manager Server.
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Note: Do notimportthe hostto Policy Manager Console ifthe host has sent an autoregistration request
to Policy Manager Server. Only hosts to where the image file will be installed should be imported.

3. Set the identification method to use for the host.
For Client Security version 15.20 and newer and Server Security version 15.10 and newer, use SMBIOS
or WINS with the setting selected in Policy Manager Console.
For older client versions, or if using RANDOMGUID is a requirement, use the C: \ Program Fi | es
(x86)\ F-Secure\dient Security\resetuid. exe utility to reset the unique ID for the
distributable image.
a) Run the following command to check the current ID method: C. \ Program Fi | es
(x86)\ F-Secure\dient Security\resetuid.exe showiid
b) Reset the unique ID to use a new ID when the host next starts up: C. \ Program Fi | es
(x86)\F-Secure\Cient Security\resetuid. exe resetuid randonguid

4. Shut down the computer.

Note: Do not restart the computer at this stage.

5. Create the disk image file.
The utility program resets the Unique ID in the Client Security installation. A new Unique ID is created
automatically when the system is restarted. This will happen individually on each machine where the
image file is installed. These machines will send autoregistration requests to Policy Manager and the
request can be processed normally.

4.8 Re-indexing search data

The search index in Policy Manager uses the Apache Solrframework and provides data for Web Reporting,
Data mining, and other functionality within the product.

The search index data in itself is not included in the product backups, although the data that it uses to
compile the index is. In some cases, you may need to re-index the data to ensure that the Data mining
feature and Web Reporting are working properly.

1. Select > from the menu.

2. Click the tab.

3. Click .
This recompiles the data for the search index from the H2 database and event files.

4.9 Running the database maintenance tool

Policy Manager includes a database maintenance tool that optimizes and checks the integrity of your
database.

Note: Before running the maintenance tool, check that there is enough free disk space available on the
computer where Policy Manager is installed. The disk space requirements for the maintenance tool depend
on the size of your database, but as a guideline you should have at least twice as much free space as the
size of your database.

Database maintenance is automatically started as part of any Policy Manager upgrade or re-installation to
ensure that the database structure is compatible with the latest version.

The maintenance tool creates a backup of your database, after which it verifies the database integrity and
then applies the updated schema to the contents of the database. It also cleans up any invalid data to
optimize the size and performance of the database.

To run the database maintenance tool manually:

1. Stop the Policy Manager service.
2. Start the maintenance tool.

* OnWindows, runC:\ Program Fi | es\WthSecure\ Pol i cy Manager Server\bin\
f spns- db- mai nt enance-t ool . exe. Whenthe maintenance tool opens, click
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* OnlLinux,runthe/ opt/f-secure/fspns/bin/fspns-db- mai nt enance-t ool script.
The progress and details of the maintenance steps are shown.

Note: The maintenance tool may skip some of the maintenance steps, for example if the database
schemais already up to date. However, the overall maintenance can still be successful even with skipped
steps.

3. On Windows, after the maintenance steps have run, click
4. Restart the Policy Manager service.

If the maintenance is not successful, no changes are applied to the database and Policy Manager Server
is not started.

4.9.1 Running the search maintenance tool

This tool gives you the option to rebuild the index from scratch.

With the search maintenance tool, you can reset the Policy Manager event logs. This initializes new event
logs based on the current data in the database. You may need to do this in the following cases:

* Theeventlogis corrupted,

* The customer has moved the Policy Manager H2 database without any events, or

* For other troubleshooting purposes.

Note: The tool backs up the current event logs before making any changes.
To run the search maintenance tool:

1. Stop the Policy Manager service.
2. Start the maintenance tool.

* OnWindows, runC: \ Program Fi | es\ Wt hSecure\ Policy Manager
Server\ bi n\ f spms- db- mai nt enance-t ool . exe -reset Event Logs.

e OnLinux, runthe/opt/f-secure/fspns/bin/fspns-db- mai nt enance-t ool
-reset Event Logs.

3. When the maintenance tool opens, click
Depending on the size of your database, rebuilding the mdex may take some time.

4. Start the Policy Manager service.

New event logs have now been created.
Related tasks
on page 52
The searchindexin Policy Manager uses the Apache Solr framework and provides data for Web Reporting,
Data mining, and other functionality within the product.

4.9.2 Database maintenance troubleshooting

This section describes some of the warnings that may appear when running the database maintenance
tool and how you can resolve them.

Note: In addition to the critical issues and warnings listed here, the integrity verification step is skipped if
the database revision is unknown. This does not stop the maintenance process; the tool proceeds to run
the remaining steps.

Critical issues

If a critical error occurs during the maintenance process, the remaining steps are skipped and no changes
are applied. In addition, when you close the maintenance tool, Policy Manager Server does not start up
automatically; this is to prevent upgrading the database schema so that the original database remains
intact.
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Backup

Integrity
verification

Database
schema
upgrade

Warnings

If the maintenance tool cannot create a backup of the database, it is most likely due to
insufficient free disk space. If this happens:

1. Finish the setup.

2. Free up some additional disk space.

3. Run the maintenance tool manually.

4. Startthe Policy Manager Server service.

This step fails with a critical error only when the management keys or domain tree tables
cannot be processed. In the latter case, the tool exports the management keys to the
Policy Manager Server data folder (the path is shown in the details dialog), so that you
can import this key pair into a fresh database to avoid re-deploying the clients or using a
key replacer tool.

Ifthe integrity check of the critical tables fails, then the previous installation was most likely
already broken. If this occurs, we recommend that you delete the corrupt database, start
Policy Manager Server and import the rescued or previously exported management key
pair to a newly created database. You can also contact technical support and provide a
copy of the database backup to see if it can be rescued.

You can also try running the maintenance tool on an earlier backup:

1. Finish the setup.

2. Check that the Policy Manager Server service has stopped.

3. Copytheearlier backup tothe Policy Manager Server data folder, replacing the broken
database.

4. Run the database maintenance tool.

A critical error during this step may be due to insufficient disk space. If this is the case,
free up some additional disk space and run the maintenance tool on the backup that it
created during the upgrade.

If a critical error occurs during this step, and your previous installation of Policy Manager
was working, you can revert to the previous version as follows:

1. Finish the setup.

2. Uninstall Policy Manager.

3. Restore the original database from the backup copy.
4. Install the previous version of Policy Manager.

You can also try running the maintenance tool on an earlier backup, as described forissues
in the integrity verification step.

If a critical error occurs during this step, we recommend that you create a support ticket
that includes the broken database.

Ifthere are any issues during the maintenance process that prompt a warning, the process will still continue,
but a warning icon is shown for the step and details are given in a separate dialog.

Integrity
verification

» Awarning is displayed if non-critical data is lost during this step.

* This may be due to insufficient disk space. If this is the case, you can free up some
additional disk space and run the maintenance tool on the backup that it created
during the upgrade.

» Ifthe lost data originated from managed hosts (for example, status, alert, or report
data), you do not need to do anything and some of the data will be recovered at
some stage.

» Ifthe details for the warning indicate a loss of user data (for example, policies, host
import rules, or Active Directory rules), you can try running the maintenance tool
on an earlier backup. If this does not recover the lost data, the administrator needs
to re-enter the data manually in Policy Manager Console.
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Database * There are very few known issues that prompt a warning for this step.
schema * Onepossible cause is anissue when moving the SMTP server credentials from the
upgrade database to secure storage.

» Ifanydatais lost, you can try running the maintenance tool on an earlier backup
once the setup is complete. If this does not recover the lost data, the administrator
needs to re-enter the data manually in Policy Manager Console.
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Web Reporting

Chapter

o

Topics:

Web Reporting is a browser-based graphical reporting systemincluded
in Policy Manager Server.

Web Reporting provides several standard reports that give detailed
information on the status of the managed environment, infections, and
software updates. In addition, queries that you create and publish with
the Data mining feature are available as custom reports. You can create
printable versions of the reports and create schedules for regular
delivery of the reports.

The reports use donut, treemap, and bar charts as well as tables to
present the data, depending on the report type. For the data presented
in tables, you can select the column that is used to sort the data and
choose which columns are shown.

Note: The new version of Web Reporting introduced in Policy Manager
15.00 does not include reports configured in previous versions. If you
have upgraded from a previous version of Policy Manager and need to
access earlier reports, you can click the link on the Web Reporting login
page.

Related tasks

on page 52
The search index in Policy Manager uses the Apache Solr

framework and provides data for Web Reporting, Data mining,
and other functionality within the product.
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5.1 Viewing reports

Web Reporting includes several standard reports and also shows any custom reports based on Data mining
queries that you have published in Policy Manager Console.

Note: Web Reporting uses a HTTPS connection and requires authentication to access reports. Use your
Policy Manager Console user name and password to access Web Reporting.

1. Enterthe name orIP address of the Policy Manager Server followed by the Web Reporting port (separated
by a colon) in your browser.
Forexample, f spns. exanpl e. com 8081.

Alternatively, if you are accessing Web Reporting locally, you can open it from the menu: >
>

2. Enter your Policy Manager Console user name and password to log in if prompted.
The Web Reporting page opens, showing a list of the available reports. Each report has a category tag:
, , ,or .Reportsunderthe
category are based on published Data mining queries. The other report categories are for the
standard set of reports.

3. Select one of the listed reports.
The selected report opens. The data presented depends on the report. Custom reports show the data
in tables, while standard reports may include both table data and charts.

4. Modify the report settings and presentation if necessary:

* Tochange the domain scope of the report, click the scope selector at the top of the page and select

a domain. By default, the scope is set to when you open Web Reporting.
« If you want to see the reported data for a different time period, select , ,
,or from the drop-down menu.

¢ Tochange what columns are shown in a report table, click the column icon and select or clear the
columns as needed.

» Click the sorticons on any table columns to change how the data is sorted.

« Some reports contain clickable links, for example to show host details or descriptions for software
updates.

5. Toview a printable version of a report, click
This opens the report in a new tab for printing.

5.2 Scheduling reports

You can configure Web Reporting to send regular reports by email to one or more recipients.
To send the reports by email, you need to enter the mail server details in Policy Manager Console. To do
this:

1. Select > and click the tab.
2. Enter the mail server address and authentication information.

3. Enterthe address that you want to display as the sender in the report emails. This does not have to be
avalid email address.

4. Click
To configure the report scheduling:

1. Onthe Web Reporting main page, click the icon.
2. Click .
3. Select the domain, reports, frequency, and language for the scheduled report delivery.

Note: You cannot schedule reports for individual hosts, only for domains. You can use the root domain
if you want the reports to cover all configured domains.

4. Inthe field, enter the email addresses that should receive the reports.
Use semi-colons to separate multiple addresses.



5. Click
The listed recipients will receive the selected reports in PDF format according to your settings.

If you want to check that the report emails are delivered correctly, click the action button for the report and
select

5.3 Changing the Web Reporting port

The recommended method for changing the Web Reporting port is to re-run the Policy Manager setup,
and change the Web Reporting port there.

You can also change the Web Reporting port by editing the HKLM SOFTWARE\ W t hSecur e\ Pol i cy
Manager\ Pol i cy Manager Server\ registry key:
1. Stop Policy Manager Server.
2. Openthe HKLM SOFTWARE\ W t hSecur e\ Pol i cy Manager\ Pol i cy Manager Server\ registry
key.
3. Edit the WRPor t Numvalue and enter the new port number.
Make sure is selected as the option when entering the new port number.

4, Start Policy Manager Server.

If there is a port conflict, Policy Manager Server will not start, and an error message will be printed in the
log file. In this case you should try another, unused port.
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Policy Manager Proxy

Topics: This section provides a brief introduction to installing and using Policy
Manager Proxy in your managed network.
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6.1 Overview

Policy Manager Proxy reduces the load on networks to solve bandwidth problems in distributed installations
of Client Security.

Policy Manager Proxy offloads heavy traffic from the master server to optimize costly, high-latency traffic.
Forexample, the proxy node gets the necessary installation packages for software updates from the master
server, and the managed hosts thenretrieve the packages from the proxy node. This means that the master
server no longer needs to handle the distribution load.

Secure connections are used both between hosts and proxy, and proxy and master server. This means
that the proxy node certificates must be pre-configured. Managed hosts connect to the configured proxy
nodes using the Policy Manager Proxies table.

Policy Manager Proxy can be configured to function as a reverse proxy. The proxy type defines if data
requested by hosts, such as anti-virus definitions and software updates, is retrieved directly from the internet
or from the configured upstream Policy Manager or other proxy. Forward proxy is used to decrease traffic
between networks, for example a branch office and headquarters. Reverse proxy is used in environments
where the proxy has no direct connection to the internet, for example. Reverse proxy is also used to decrease
the load on the master server (or other forward proxy). By default the proxy is installed in forward mode.

6.1.1 When should you use Policy Manager Proxy?

You do not have to use Policy Manager Proxy in your managed network, but it can provide certain
advantages.

The effects of Policy Manager Proxy are most obvious in large, vastly spread networks; forexample, alarge
corporation with remote offices in different parts of the globe. The following figure is an example of a situation
where Policy Manager Proxy is useful:

Head Office
Policy Manager proxy
DMz

Policy Manager
—J Server

Field
personnel

INTERNET

Branch Office
Policy Manager proxy
DMZ

Branch
Office

"o _gl
i F
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The benefits of using Policy Manager Proxy include:

* Less network bandwidth consumption. In particular, you should use Policy Manager Proxy when you
have a group of workstations that are located far away from your Policy Manager Server.

* Quicker delivery of malware definition updates. This is especially true when you have a group of
workstations separated from your Policy Manager Server by a slow connection.
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» Lessload on Policy Manager Server. In large-scale networks, Policy Manager Proxy can take care of
the majority of requests from managed hosts.

In addition to the scenario outlined above, if you are using Policy Manager in a network environment where
it has no Internet connection, you can use Policy Manager Proxy to handle malware definition updates.

6.2 Setting up Policy Manager Proxy

Follow these steps to install Policy Manager Proxy for either Windows or Linux.
1. Fetch adni n. pub from the master Policy Manager:

« Download it from the master Policy Manager using your browser (ht t ps: // <pol i cy manager
server | P/ host nane>:<https port nunber>);
* Export it from Policy Manager Console; or

* Retrieveitfromthe hostif the Policy Manager Proxy host is already running Server Security or Linux
Security and is connected to the master Policy Manager.

2. Runthe Policy Manager Proxy installer.

Note: For available MSI parameters, see on page 15.

3. When prompted, enter the path to the retrieved admi n. pub file.
4. Enter the credentials for your administrator account on the master Policy Manager Server.
This is required for authorizing the enroliment of the TLS certificate.

5. Complete the installation wizard.
Note: By default the proxy is installed in forward proxy mode. To switch to reverse mode:

* OnWindows, opentheregistry, goto HKLM SOFTWARE\ W t hSecur e\ Pol i cy Manager\ Pol i cy
Manager Server\additional java_ar gs and specify the following parameter:
- DreverseProxy=true.

* OnLinux, setthe following additional Java argumentinthef spns. conf configuration file, after the
additional_java_args parameter: - Dr ever sePr oxy=t r ue.

In forward mode, the proxy downloads database and Software Updater updates from the internet. In
reverse mode, the proxy downloads the updates from the Policy Manager Server.

You can check that the installation was successful by going to the Proxy welcome page
(htt ps:// proxy_nane: <HTTPS port >,where<HTTPS port >isthe HTTPS portthatyouentered
during installation) in your browser.

6. Specify the HTTP proxy configuration if the Policy Manager Proxy host does not have a direct internet
connection.

Note: The HTTP proxy that you configure is only used when Policy Manager Proxy is installed in forward
proxy mode, and only for internet connections. Connections to Policy Manager (to communicate
certificates, policies, and status, for example) are made directly to the Policy Manager Server. Inreverse
proxy mode, all connections are made directly to the Policy Manager Server.

a) Editthe HTTP proxy configuration file.

* Linux:/var/opt/f-secure/fspns/datal/fspns. proxy.config
* Windows: C: \ Progr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\dat a\fspns. proxy. config

b) Add the proxy as a new line, using the following format:
http_proxy=[http://][user[: password] @ <address>[:port].

Note: Policy Manager only supports basic authentication for HTTP proxies.

Use percent encoding for any reserved URI characters in the user name or password. For example,
if the password is ab%d, you need to enter it as follows:
http_proxy=http://user:ab%25cd@r oxy. exanpl e. com 8080/ .
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c) Restart the Policy Manager Server service.

Note: Policy Manager Proxy supports a single HTTP proxy configuration and there is no fallback to a
direct internet connection when an HTTP proxy is defined.

You can now configure endpoints to use the proxy by specifying the priority order of proxy nodes in the
Policy Manager Proxy table.

6.3 Setting up Policy Manager Proxy in silent mode

If you want to install Policy Manager Proxy without any prompts during installation, you need to configure
the required details separately for the installation package.

Note: Silent clean installation is not supported for Windows.

1. Open Policy Manager Console and create a temporary user with full access permissions to the root
domain.

2. Download the Policy Manager Proxy installer.
3. Fetchadmi n. pub from the master Policy Manager:

« Download it from the master Policy Manager using your browser (ht t ps: // <pol i cy manager
server | P/ host nane>:<https port nunber>);

* Export it from Policy Manager Console; or

* Retrieveitfromthe host if the Policy Manager Proxy host is already running Server Security or Linux
Security and is connected to the master Policy Manager.

4. Customize the installation package.
Linux (Red Hat, CentOS, SuSE):
a) Create a shell script named, for example, prp. sh with the following content:

yum -y update |ibstdc++

yum -y install |ibstdc++.i686

rpm-i fspnp-<installer_version>-1.x86_64.rpm

[ opt/f-securel/ fspns/bin/fspns-config << PMPCONFI G

PM addr ess

PM port (usually 443)

./ adm n. pub

PMP http port to be used (usually 80)

PMP httpS port to be used (usually 443)

PM adm n usernane (for the tenporary user that you created)
PM adm n password (for the tenporary user that you created)
PMPCONFI G

b) If youwantto install Policy Manager Proxy in reverse mode, add the following commandto pnp. sh
between the installation and f spns- conf i g commands:

echo 'additional _java args="-DreverseProxy=true"' >>
[etcl/opt/f-securel/fspns/fspns. conf

Linux (Debian, Ubuntu):
a) Create a shell script named, for example, pnp. sh with the following content:

apt -y upgrade |ibstdc++6

apt -y install |ibstdc++6:i 386

dpkg -i fspnp_<installer_versi on>_and64. deb

[opt/f-secure/ fspns/bin/fspns-config << PMPCONFI G

PM addr ess

PM port (usually 443)

./ adm n. pub

PMP http port to be used (usually 80)

PMP httpS port to be used (usually 443)

PM adm n usernane (for the tenporary user that you created)
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PM adm n password (for the tenporary user that you created)
PMPCONFI G

b) If youwant to install Policy Manager Proxy in reverse mode, add the following command to pnp. sh
between the installation and f spns- conf i g commands:

echo 'additional _java_ args="-DreverseProxy=true"' >>
[etcl/opt/f-securel/fspnms/fspns. conf

The Policy Manager Proxy distributable package is now ready.

5. Transfer the r pmpackage, admi n. pub key, and pnp. sh script. Remember to set the execute bit for
the . shfile.

6. Install the product by running the . / pnp. sh script.

7. When the installation is complete on each target host, remove the temporary user that you created to
avoid credentials being shared in plain text format.

6.3.1 Upgrading Policy Manager Proxy in silent mode

For upgrading the product, you do not have to configure Policy Manager Proxy or create certificates, you
only need to upgrade the installation.

Follow these steps:
*  Windows:

1. Download the Policy Manager Proxy installer.
2. Run the msiexec with the /quiet option: nsi exec /i
wspnp-w ndows- nsi - <i nstal |l er _version>. nsi /qui et

* Linux (Red Hat, CentOS, SUSE):

1. Download the Policy Manager Proxy installer.
2. Runthe following command: rpm - U fspnp-<instal | er _versi on>-1. x86_64.rpm

¢ Linux (Debian, Ubuntu):

1. Download the Policy Manager Proxy installer.
2. Run the following command: dpkg -i fspnp_ <installer_versi on>_and64. deb

6.4 Centralized management of Policy Manager Proxy

Policy Manager Proxy instances are shown in the Policy Manager domain tree as ordinary hosts with a
dedicated icon to distinguish them.

Theinstalled proxies are included alongside other products in the Policy Manager tabs and reports. Installed
proxies report their status to the server, and in addition to the basic host properties, the following information
is delivered:

* Malware and Software Updater definitions distributed to connected hosts
« Amount of free disk space

» Used disk space by data type

» Statistics of proxied traffic

Policy Manager Proxy receives the following policy settings from Policy Manager Server:

* Communication polling interval
* Maximum disk space allocated to caching Software Updater updates

Installed proxies generate host alerts if the malware or Software Updater definitions are out of date.

Note: If Server Security is installed on the same machine as Policy Manager Proxy, the two products are
shown as separate hosts in the domain tree so that they can be organized differently.
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Chapter

7

Software distribution

Topics: Policy Manager offers many ways to install and update managed
software.

The tab has shortcuts to all the installation features.
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7.1 Push installations

This section describes how to push installation packages to hosts.

Note: Push installation is not supported for Mac clients. The Client Security for Mac installation package
is distributed using JAR archives, which administrators can configure with the console's
and export to the hosts for installation.

The only difference between the and the

featuresis how the target hosts are selected: Autodiscover browses Windows domains or fetches information
from an Active Directory server to allow the user to select the target hosts from a list, push install allows
you to define the target hosts directly with IP addresses or host names. After the target hosts are selected,
both push installation operations proceed the same way.

Note: Before you start to install WithSecure products on hosts, you should check that any firewalls do not
block access to the target computer. Policy Manager Console uses TCP port 135 for remote procedure
call (RPC) access and port 445 for network and file sharing access. The target computer and Policy Manager
Console both use Policy Manager Server's host port to report the installation result.

The push installation functionality is part of Policy Manager Console. This means that you can use push
installations if you have Policy Manager Server running on a Linux machine and Policy Manager Console
installed ona Windows machine. If you install Policy Manager Console on a Linux machine, push installation
is not available.

Push installation works as follows:

1. Policy Manager Console uploads the installation package to the remote host's admin (ADM N$) share.
This requires that file sharing is enabled on the remote host.

2. Policy Manager Console uses the remote procedure call (RPC) service to install and start the push
installation service on the target computer with the appropriate parameters. The purpose of this service
is to start the installer and to communicate the installation results to Policy Manager.

. Ifthe installation cannot start, this is communicated directly to Policy Manager Console.

4. Whentheinstallationis finished, the results are sent to Policy Manager Server viaHTTP. Policy Manager

Console polls the server for the results and reports them.

w

7.1.1 Autodiscover Windows hosts

Target hosts within Windows domains can be selected with the Autodiscover feature.
To select target hosts:

1. Select the target domain.
2. Select > from the menu.
Alternatively, click the following icon on the toolbar:

&

3. Select .
4, From the domain list, select one of the domains and click

The host list is updated only when you click . Otherwise cached information is displayed for
performance reasons. Before clicking , you can change the following options:

. . Select this check box to show only those hosts, which do not have
WithSecure applications installed.

. . With this selection, all details about the hosts are shown,
such as the versions of the operating system and Management Agent.

. . Ifall hosts are not shown in the detailed view
or it takes too much time to retrieve the list, this selection can be used. Note, that sometimes it may
take a while before can see a new host recently installed in the network.

5. Select the hosts to be installed.
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6.

Press the space bar to check selected host(s). Several hosts can be easily selected by holding down
the shift key and doing one of the following:

» clicking the mouse on multiple host rows,
« dragging the mouse over several host rows,
« using the up or down arrow keys.

Alternatively, you can right-click your mouse. Use the host list’s context menu to select:

. - checkmarks the selected host(s) (same as pressing the space bar).

. - removes the checkmark from the selected host(s) (same as pressing the space bar).
. - checkmarks all hosts in the selected Windows domain.

. - removes the checkmark from all hosts in the selected Windows domain.

Click to continue.

After you have selected your target hosts, you still need to push-install the applications to hosts.

7.1.2 Autodiscover hosts from an Active Directory server

You can also use the Autodiscover feature to select hosts from an Active Directory server.

To select target hosts:

1.
2.

]

7.

Select the target domain.
Select > from the menu.
Alternatively, click the following icon on the toolbar:

®

. Select .
. Enter the address for the domain server and your user name and password.
. Click

When the list of hosts has been fetched, select if you only want to see
hosts that do not have any managed software installed yet.

Select the hosts to which you want to install managed software.
If you want to select all the listed hosts, click

Click to continue.

After you have selected your target hosts, you still need to push-install the applications to hosts.

7.1.3 Push install to Windows hosts

You can also select target hosts with the feature.

To select target hosts:

1.
2.

Select the target domain.
Select > from the menu.
Alternatively, click the following icon on the toolbar:

@

Enter the target host names of those hosts to which you want to push install, and click to continue.
You can click to check the Management Agent version(s) on the host(s).

After you have selected your target hosts, you still need to push-install the applications to hosts.

7.1.4 Push install after target host selection

After selecting the target hosts, you have to push install the installation packages.

To push install the installation package(s) on the selected target hosts:
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1. Select the installation package and click to continue.
You can import new installation packages on this page if necessary. The For ced rei nstal | ati on

option is always turned on in all installation packages, so the application will be reinstalled if the host
already has the same version number of the application installed.

2. Choose to accept the default policy, or specify which host or domain policy should be used as an
anonymous policy, and click to continue.

3. Choose the user account and password for the push installation by selecting either (the
current account) or

Note: Push installation requires administrator rights for the target machine during the installation. If
the account you entered does not have administrator rights on one of the remote hosts, an
error message will be indicated for that host, while installation will continue on the other hosts.

When you select , you will use the security rights of the account currently logged on. Use
this option in the following cases:

* You are already logged in as domain administrator; or
* Youare logged in as the local administrator with a password that matches the local administrator’s
password on the target host.

:enter account and password. The administrator can enter any proper domain administrator
account and password to easily complete the remote installation on selected hosts.

* When completing the installation to the trusted and non-trusted domains with a domain account,
make sure you enter the account in the format DOVAI N\ ACCOUNT.

* When using a local administrator account, use the format ACCOUNT. Do not enter the host name as
part of the account, otherwise the account is accepted only by the host in question.

Note: Wheninstalling, if the administrator machine has open network connections to the target machine
with another user account, the NT credential conflict error message appears. The solution in this
case is to close the active connections before using the feature.

4. Review the installation summary.

5. Tostartthe , click
The will guide you through a series of dialog boxes in which you must
answer some questions for the installation to take place. In the final dialog box, click ,and goto

the next step.
Policy Manager installs Management Agent and the selected products on the hosts. During this process,

the line will display the procedure in process. You can click at any time to stop the
installation.

6. Whenthe line displays finished, the process has finished and you can select in which domain
the new hosts should be placed using the import settings.

7. Click

Policy Manager Console will place the new hosts in the domain that you selected, unless you specified
another domainin this dialog. You can also choose not to place the hosts to any domain automatically.
The new hosts will send autoregs and the hosts can be imported that way.

After a few minutes, the products that were installed will be listed.

8. To see thislist, select the tab (alternatively select the top domain on the
tree).

7.2 Policy-based installation

Installation operations on hosts that have Management Agent installed can be centrally managed through
the policies in Policy Manager.

Policy-based installation creates and stores the operation-specific installation package, and writes an
installation task to the base policy files (thus, policy distribution is required to start installations). Both base
policy files and the installation package are signed by the management key-pair so that only genuine
information is accepted by the hosts.
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Management Agent on the hosts fetches the new policies from Policy Manager Server and discovers the
installation task. Management Agent fetches the installation package specified inthe task parameters from
the server and starts the installation program.

When installation is complete, Management Agent sends the result of the installation operation in an
incremental policy file to the server. The results of the new status information are then shown in Policy
Manager Console .

Uninstallation uses these same delivery mechanisms. The results of the uninstallation will not be reported.

7.2.1 Using policy-based installation

Policy-based installation must be used on hosts that already have Management Agent installed.

You can use policy-based installation to perform installation operations on a selected domain or selected
hosts. Inaddition to installing products, you can perform hotfix, upgrade, repair and uninstallation operations.

Whenthe installation operation is completed successfully, you can leave the operation onthe
table, so that the same installation operation will automatically be applied to any new hosts
that are added to the corresponding domain.

To use policy-based installation:

1. Openthe tab.
Onthe tab, table shows the status of any current installation
operations, and the table lists the products that are currently installed
on managed hosts.

2. Click under the table to start the remote installation wizard.

3. Complete the remote installation wizard with the necessary details.

The information entered in the remote installation wizard is used to prepare the customized package
specific for this installation operation. The installation package will be then distributed to the selected
domain or hosts once the policy is distributed.

Once the remote installation wizard is complete, the installation operation and status will appear on the
table as a new row.

4. Distribute the policy.
Once the installation operation is complete, the product name, version and number of hosts running
the product are shown on the table.

Note: It may take a considerable length of time to carry out an installation operation. This may happen
if an affected host is not currently connected to the network, or if the active installation operation requires
a user to restart his host before the installation is completed. If the hosts are connected to the network
and they send and receive policy files correctly, then there could be a real problem. The host may not

be correctly acknowledging the installation operation. It is possible to remove the installation operation

from the policy by clicking and then distributing the policy. This will cancel the installation
operation. It is possible to stop the installation task in the selected domain and all subdomains by
selecting the option in the confirmation
dialog.
For other installation operations, for example upgrades or uninstallation, you can use the links next to the
product on the table. These links will automatically appear whenever the
installation packages necessary for the corresponding action are available. The options are: , ,
and
If the link for the operation you want to run is not shown on the table, you
canclick under the table and check if the required package is available

there. If the product does not support remote uninstallation, there will not be an option for uninstallation.

When uninstalling managed clients, no statistical information will be sent stating that the uninstallation was
successful, because client has been removed and is unable to send any information.
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7.3 Local installation and updates with pre-configured packages

You can export pre-configured packages in MSI (Microsoft Installer) or JAR format.

The MSI packages can be distributed, for example, using Windows Group Policy in an Active Directory
environment.

The procedure for exporting is the same in both formats, and is explained below. You can select the file
format for the customized package in the dialog box.

Note: When configuring and exporting an installation package for Mac hosts, do not rename the exported
file, as the file name contains various metadata related to Policy Manager.

7.3.1 Using the customized remote installation package

There are two ways of using the login script on Windows platforms: by using a customized MSI package
or a customized remote installation JAR package.

To use a customized installation package:

1. Run Policy Manager Console.

2. Select > from the menu.
This will open the dialog box.

3. Select the installation package that contains the products you want to install, and click

4. Specify the file format, MSI or JAR, and the location where you want to save the customized installation
package, then click

5. Specify the file location where you want to save the customized installation package and click
6. Select the products you want to install and click to continue.

7. Choose to accept the default policy, or specify which host or domain policy should be used as an
anonymous policy, then click to continue.

8. Review the summary and click to continue to the installation wizard.

Policy Manager Console displays the that collect all necessary setup
information for the selected products.

9. When you reach the last wizard page, click to continue.
10 You can also install an exported JAR to the hosts by running the i | aunchr . exe tool.
Thei | aunchr . exe toolis located in the Policy Manager Console installation directory under the
...\ Adm ni strat or\ Bi ndirectory. To do this:
a) Copyi | aunchr. exe and the exported JAR to a location where the login script can access them.
b) Enterthe command:i | aunchr <package name>. | ar where <package nane> isreplaced by
the actual name of the JAR package being installed.
When the installation runs, the user will see a dialog displaying the installation progress. If a restart
is required after the installation, the user is prompted to restart the computer as defined when the
installation package was exported. If you want the installation to run in silent mode, enter the command
informat:i | aunchr <package name>.jar / Q Alsoin this case the user may be prompted to
restart the computer after the installation, and if a fatal error occurs during the installation, a message
is displayed.
has the following command line parameters:
/ U— Unattended. No messages are displayed, even when a fatal error occurs.
| F— Forced installation. Completes the installation even if Management Agent is already installed.
Enter | LAUNCHR / ? on the command line to display complete help.

You can also use the following parameters:

« [user: domai n\ user namne (variation: / user : user nane) — Specifies the user account and
the domain name. The domain name can be optionally left out.

» /[ password: secret (variation:/ password: "secret w th spaces")— Specifies the
password of the user account.



The ilaunchr functionality stays the same if neither of these two parameters is given. If only one of
the parameters is given, ilaunchr returns an error code. If both parameters are given, llaunchr starts
the program. An example of the command:

I Launchr <jar file> /user:domai n\user_nanme /password: secret_word

Related tasks
on page 28
Another option for adding hosts in Policy Manager Console is to import new hosts.

7.3.2 How to prepare MSI installation packages with Policy
Manager for Linux
For clients version 14.00 and newer, you can prepare MSI packages for distributed installation within your

managed network even if you have both Policy Manager Server and Policy Manager Console running on
Linux.

With the Linux version of Policy Manager, you cannot use the base MSi file extracted from the JAR installation
package to roll out WithSecure products to Windows hosts. However, you can use a command line tool to
prepare the MSi file for distributed installation.

1. Export the client installation JAR package from Policy Manager Console.

2. Extract the content of the JAR archive on a Windows host.

3. Runthe following command:

» ForClient Security: pr ograml i nst\ one- | auncher.exe --install --prepare_nsi_only
--nsi Oned i ent CS. nsi
* ForServer Security: pr ogr am i nst\ one-| auncher.exe --install --prepare_nsi_only

--msi Oned i ent SS. nsi
The correct command is also given as the pr epar ensi command property in the package. hdr file,
which you can find in the root folder of the extracted content.
This command updates the . nsi file given as the parameter for the - - msi option. You can use this
prepared MSiI file to distribute the WithSecure product to Windows hosts in your network.

If the target MSI package is not updated, the log file may be useful for troubleshooting purposes. The
location of the log file depends on your access rights when running the preparation command:

« With administrator rights and user access elevation:
C:\ Progr anDat a\ F- Secur e\ Log\ Busi nessSui t e\ one-| auncher. u. | og

» Without user access elevation:
C:. \ Users\user\ AppDat a\ Local \ F- Secur e\ Log\ Busi nessSui t e\ one-| auncher. u. | og

7.4 Upgrading managed software

You can remotely upgrade WithSecure anti-virus software already installed on hosts by using the

The editor creates policy-based installation tasks that each host in the target domain will carry out after the
next policy update.

Note: Itis also possible to upgrade Client Security by using any other installation scheme.
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8

Managing endpoint security

Topics:

This section contains information on how to configure WithSecure
endpoint security products for managed hosts in your network.

The topics in this section focus on the settings for WithSecure Client
Security and WithSecure Server Security.

The settings for WithSecure Linux Security 64 are available in Policy
Manager Console on the > pages. You can find more
information on managing the settings in the

The settings for WithSecure Client Security for Mac are similar to those
for the Windows product, but more limited in scope. These settings are

available in Policy Manager Console under the > pages.
The settings for WithSecure Email and Server Security are combined
underthe , ,and

pagesonthe tab. The server-related settings apply

to the local protection for hosts where Email and Server Security is
installed. For more information on the settings, see the


https://www.withsecure.com/userguides/product.html#business/linux-security-64/latest/en
https://www.withsecure.com/userguides/product.html#business/linux-security-64/latest/en
https://www.withsecure.com/userguides/data/pdf/fsess14.00-adminguide-eng.pdf
https://www.withsecure.com/userguides/data/pdf/fsess14.00-adminguide-eng.pdf
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8.1 Migration of Email and Server Security settings

Existing settings for the Microsoft Exchange and Microsoft SharePoint protection features of Email and

Server Security are migrated to the for using 14.x and newer versions of the product.

The existing settings are also preservedin for managing older versions of Email and Server
Security.

If you have Email and Server Security installed on managed hosts, it is important to check all the migrated
settings. As all previously defined match lists and message templates are moved to the domain, itis
especially important to check those. You also need to check all references to the match lists and message
templates in the and settings, including those used in

scheduled scanning tasks.

8.2 Using MDM profiles to set up WithSecure Client Security for
Mac

MDM profiles help you to set up WithSecure Client Security for Mac on many devices within your
organization.

To create MDM profiles to deploy the product configuration to devices, follow these instructions:

1. Generate MDM profiles for system preferences.
Use the following templates to create or extend your own MDM profiles.

Note: Replace all Payl oadUUI Dand Payl oadl dent i fi er values in the templates with your own
values. You can generate a UUID with the uui dgen command-line tool, for example.

Allow all WithSecure system extensions
Required. For more information, see the Apple Developer documentation:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN'
"http://ww. appl e. conf DTDs/ PropertylList-1.0.dtd">
<plist version="1.0">
<di ct >
<key>Payl oadCont ent </ key>
<array>
<di ct >
<key>Al | owmUser Overri des</ key>
<true/>
<key>Al | onedTeanl denti fi er s</ key>
<array>
<string>V928P8X763</ stri ng>
</ array>
<key>Renovabl eSyst enExt ensi ons</ key>
<di ct >
<key>6KALSAFZJC</ key>
<array>
<string>com f-secure. fsmac. gui . FSCSyst enExt ensi on</ stri ng>
</ array>
</ dict>
<key>Payl oadDescri pti on</ key>
<string>All ows WthSecure System Extension</string>
<key>Payl oadDi spl ayNane</ key>
<string>WthSecure System Extension</string>
<key>Payl oadl denti fi er </ key>
<string>com appl e. syst em ext ensi on- pol i cy. 213E79BF- 4F5E- 430D- AFED- D76 EC62ACE96</ st ri ng>

<key>Payl oadType</ key>
<string>com appl e. syst em ext ensi on- pol i cy</string>
<key>Payl| oadUUl D</ key>
<string>213E79BF- 4F5E- 430D- AFED- D76 EC62ACE96</ st ri ng>
<key>Payl oadVer si on</ key>
<i nt eger >1</ i nt eger >
<key>Payl oadOr gani zat i on</ key>
<string>WthSecure Oyj</string>
</dict>

</ array>

<key>Payl oadDi spl ayNane</ key>

<string>WthSecure CS Profile</string>


https://developer.apple.com/documentation/devicemanagement/systempolicykernelextensions
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<key>Payl oadl denti fi er </ key>
<stri ng>SAMPLE. 00000000- 0000- 0000- 0000- 000000000001</ st ri ng>
<key>Payl| oadRenoval Di sal | owed</ key>
<fal se/ >
<key>Payl oadType</ key>
<string>Configuration</string>
<key>Payl| oadUUl D</ key>
<stri ng>00000000- 0000- 0000- 0000- 000000000001</ st ri ng>
<key>Payl oadVer si on</ key>
<i nt eger >1</ i nt eger >
</dict>
</plist>

Allow content filtering for WithSecure system extension
Required. For more information, see the Apple Developer documentation:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE plist PUBLIC "-//Apple//DTD PLI ST 1.0//EN'
"http://ww. appl e. conf DTDs/ PropertyList-1.0.dtd">
<plist version="1.0">
<di ct >
<key>Pay| oadCont ent </ key>
<array>
<di ct >
<key>User Def i nedNane</ key>
<string>WthSecure Firewal |l </string>
<key>Pl ugi nBundl el D</ key>
<string>com w t hsecur e. wsagent </ stri ng>
<key>Fi | t er Dat aPr ovi der Bundl el denti fi er </ key>
<string>com w t hsecur e. wsagent . wssyst emext ensi on</ stri ng>
<key>Fi | t er Dat aPr ovi der Desi gnat edRequi r ement </ key>
<string>identifier "comw thsecure.wsagent.wssyst emextensi on" and anchor appl e generic

and certificate | eaf[subject. QU = "V928P8X763"</string>
<key>Fi | t er Socket s</ key>
<true/>
<key>Fi | t er Packet s</ key>
<fal se/ >
<key>Fi | t er Browser s</ key>
<fal se/ >

<key>Fi | t er Type</ key>
<string>Pl ugi n</string>
<key>Payl oadDescri pti on</ key>
<string>All ow WthSecure Firewall to filter network traffic</string>
<key>Payl oadDi spl ayNanme</ key>
<string>WthSecure Firewal |l </string>
<key>Payl oadl denti fi er </ key>
<string>com appl e. webcontent-filter.9FF6DE99- 59E2- 47A1- 8918- CE259D92E785</ stri ng>
<key>Payl oadType</ key>
<string>com appl e. webcontent-filter</string>
<key>Payl| oadUUl D</ key>
<string>9FF6DE99- 59E2- 47A1- 8918- CE259D92E785</ st ri ng>
<key>Payl oadVer si on</ key>
<i nt eger >1</i nt eger >
<key>Payl oadOr gani zat i on</ key>
<string>WthSecure Oyj</string>
</ dict>

</ array>

<key>Payl oadDi spl ayNanme</ key>

<string>WthSecure CS Profile</string>

<key>Payl oadl denti fi er </ key>

<stri ng>SAMPLE. 00000000- 0000- 0000- 0000- 000000000001</ st ri ng>

<key>Payl| oadRenoval Di sal | oned</ key>

<fal se/ >

<key>Payl oadType</ key>

<string>Configuration</string>

<key>Payl oadUUl D</ key>

<stri ng>00000000- 0000- 0000- 0000- 000000000001</ st ri ng>

<key>Payl oadVer si on</ key>

<i nt eger >1</ i nt eger >

</dict>
</plist>

Grant full disk access for WithSecure processes

Required. For more information, see the Apple Developer documentation:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE plist PUBLIC "-//Apple//DTD PLI ST 1.0//EN'


https://developer.apple.com/documentation/devicemanagement/webcontentfilter
https://developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol/services
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“http://ww. appl e. conf DTDs/ PropertyList-1.0.dtd">
<plist version="1.0">
<di ct >
<key>Pay| oadCont ent </ key>
<array>
<di ct >
<key>Payl oadDescri pti on</ key>
<string>Gant Full Di sk Access to WthSecure processes</string>
<key>Payl oadDi spl ayNanme</ key>
<string>Gant Full Disk Access to WthSecure processes</string>
<key>Payl oadl denti fi er </ key>

<string>com appl e. TCC. confi gurati on-profile-policy. F8432F17- 1ECD- 420D- B3D0- 2A35F0BB144E</ st ri ng>

<key>Payl| oadUUI D</ key>
<string>F8432F17- 1ECD- 420D- B3DO- 2A35F0BB144E</ stri ng>
<key>Payl oadType</ key>
<string>com appl e. TCC. confi guration-profile-policy</string>
<key>Payl| oadOr gani zat i on</ key>
<string>WthSecure Oyj</string>
<key>Ser vi ces</ key>
<di ct >
<key>Syst enPol i cyAl | Fi | es</ key>
<array>
<di ct >
<key>l denti fi er </ key>
<string>comw t hsecure. wsagent </ stri ng>
<key>l denti fi er Type</ key>
<string>bundl el D</ stri ng>
<key>CodeRequi r enent </ key>
<string> dentifier “"comw thsecure.wsagent" and anchor apple generic and
certificate | eaf[subject. QU = "V928P8X763"</string>
<key>Al | oned</ key>
<true/>
<key>Comment </ key>
<string>Gant Full Disk Access to WthSecure processes</string>
</ dict>
<di ct >
<key>l| denti fi er </ key>
<string>com w t hsecur e. wsagent . wssyst emext ensi on</ stri ng>
<key>l denti fi er Type</ key>
<string>bundl el D</string>
<key>CodeRequi r enent </ key>
<string>dentifier "comw thsecure.wsagent.wssystenmextensi on" and anchor appl e

generic and certificate |eaf[subject. QU = "V928P8X763"</string>
<key>Al | owed</ key>
<true/ >

<key>Conment </ key>
<string>Gant Full Di sk Access to WthSecure's System Extension'</string>
</dict>
</ array>
</dict>

</dict>
</ array>
<key>Payl oadDi spl ayName</ key>
<string>WthSecure CS Profile</string>
<key>Payl oadl denti fi er </ key>
<stri ng>SAMPLE. 00000000- 0000- 0000- 0000- 000000000001</ st ri ng>
<key>Payl| oadRenoval Di sal | owed</ key>
<fal se/ >
<key>Payl| oadType</ key>
<string>Configuration</string>
<key>Payl| oadUUI D</ key>
<stri ng>00000000- 0000- 0000- 0000- 000000000001</ st ri ng>
<key>Payl oadVer si on</ key>
<i nt eger >1</ i nt eger >

</ dict>
</plist>

Allow user notifications for WithSecure processes
Required. For more information, see the Apple Developer documentation:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE plist PUBLIC "-//Apple//DTD PLI ST 1.0//EN'
"http://ww. appl e. conf DTDs/ PropertylList-1.0.dtd">
<plist version="1.0">
<di ct >
<key>Payl oadCont ent </ key>
<array>
<di ct >
<key>Not i ficati onSettings</key>


https://developer.apple.com/documentation/devicemanagement/notifications/notificationsettingsitem
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<array>
<di ct >
<key>Al ert Type</ key>
<i nt eger >2</ i nt eger >
<key>BadgesEnabl ed</ key>
<true/>
<key>Bundl el denti fi er </ key>
<string>com w t hsecure. wsagent </ stri ng>
<key>Critical Al ert Enabl ed</ key>
<fal se/ >
<key>Not i fi cati onsEnabl ed</ key>
<true/>
<key>Showl nLockScr een</ key>
<true/>
<key>Show nNot i fi cati onCent er </ key>
<true/>
<key>SoundsEnabl ed</ key>
<true/>
</ dict>
</ array>
<key>Pay| oadEnabl ed</ key>
<true/>
<key>Payl oadDescri pti on</ key>
<string>Allow notifications for WthSecure products</string>
<key>Payl oadDi spl ayName</ key>
<string>Allow notifications for WthSecure products</string>
<key>Payl oadl denti fi er </ key>
<string>com appl e. notificati onsetti ngs. A134E8B3- AE82- 4AE9- 8D39- F9976B5BEEE1</ st ri ng>
<key>Payl oadType</ key>
<string>com appl e.notificationsettings</string>
<key>Payl| oadUUl D</ key>
<string>A134E8B3- AE82- 4AE9- 8D39- F9976B5BEEEL</ st ri ng>
<key>Payl oadVer si on</ key>
<i nt eger >1</ i nt eger >
<key>Payl| oadOr gani zat i on</ key>
<string>WthSecure Corporation</string>
</ dict>
</ array>
<key>Payl oadDi spl ayNanme</ key>
<string>WthSecure CS Profile</string>
<key>Payl oadl denti fi er </ key>
<stri ng>SAMPLE. 00000000- 0000- 0000- 0000- 000000000001</ st ri ng>
<key>Payl| oadRenoval Di sal | owed</ key>
<fal se/ >
<key>Payl oadType</ key>
<string>Configuration</string>
<key>Payl| oadUUl D</ key>
<stri ng>00000000- 0000- 0000- 0000- 000000000001</ st ri ng>
<key>Pay| oadVer si on</ key>
<i nt eger >1</i nt eger >
</ dict>
</plist>

2. Import the MDM profiles that you have created into your MDM service and use it to deploy the

configuration to devices in the organization.
For more information, consult the documentation of your MDM service.

8.3 Configuring automatic updates

This section explains the different configuration settings available for automatic updates in Policy Manager,
and gives some practical configuration examples for hosts with different protection needs.

By following these instructions you can always keep the virus and spyware definitions on hosts up-to-date,
and choose the best update source based on user needs.

8.3.1 Configuring automatic updates from Policy Manager Server

When centralized management is used, all hosts can fetch their virus and spyware definition updates from
Policy Manager Server.

This is configured as follows:

1. Select on the .
2. Gotothe tab and select >
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3. Make sure that the polling interval defined in
is suitable for your environment.

4. If your network includes hosts with Client Security version 13.x installed, make sure that
is selected.

5. If you want to restrict users from changing these settings, click the lock symbol beside the settings.
6. Click the following icon to distribute the policy:

@

8.3.2 Configuring Policy Manager Proxy

If the different offices of a company have their own Policy Manager Proxy in use, it is often a good idea to
configure the laptops that the user takes from one office to another to use a Policy Manager Proxy as the
updates source.

In this configuration example, it is assumed that the laptops have been imported to one subdomain on the
tab, and that the different offices of the company have their own Policy Manager Proxy ,
and all of them will be included on the list of Policy Manager Proxy servers.

Follow these instructions:

1. Select the subdomain where you want to use the Policy Manager Proxy on the tab.
2. Gotothe tab and select > .
3. Click next to the table to add new servers to the list of available proxy
servers.
This opens the window.
4. Enter a priority number for the Policy Manager Proxy in the text box.

The priority numbers are used to define the order in which the hosts try to connect to the Policy Manager
Proxy. Use, for example, 10 for the Policy Manager Proxy in the office where the host is normally located,
and 20, 30 and so on for the other proxies.

5. Enter the URL of the Policy Manager Proxy server in the text box, then click
. Repeat the above steps to add the other servers to the list.

7. When you have added all proxies to the list, check that they are in the correct order.
If necessary, you can modify their order by altering the priority numbers.

[+2)

8. Ifthe policy domainincludes hosts with Client Security 13.x installed, make sure that
is selected.

9. If you want to restrict users from changing these settings, click the lock symbols beside the settings.
10. Click the following icon to distribute the policy:

@

Note: End users can also add a Policy Manager Proxy to the list in the local user interface, and the host
uses a combination of these two lists when downloading virus and spyware definitions updates. A Policy
Manager Proxy added by an end user is tried before those added by the administrator.

8.3.3 Configuring hosts to download updates from each other

You can configure managed hosts so that updates are downloaded from each other in addition to any
existing servers or proxies.

This feature is known as neighborcast. Updates can be downloaded from the following sources:

* APolicy Manager Server
* A Policy Manager Proxy
« Another managed host (for example Client Security) with neighborcast enabled.

To enable neighborcast:

1. Selectthe target domain.
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2. Gotothe tab and select the page.
a) To set hosts in the selected domain to download updates from other hosts, select

b) To set hosts in the selected domain to serve updates to other hosts, select

3. Tochange the port used for neighborcast, enter the new port number in

4. If you want to use neighborcast only within a specific network, enter that network mask in the
field.

For example, you can set neighborcast to work only within your office network, so that the feature is
turned off whenever a managed computer is outside the office. In practice, whenever the computer is
outside the specified network, the HTTP and UDP ports are not in listening mode and the client does
not make any broadcast requests.

Note: We recommend using this network restriction, as it increases the security of managed hosts.

5. Click the following icon to distribute the policy:

@

8.4 Configuring virus and spyware protection

Virus and spyware protection consists of automatic updates, manual scanning, scheduled scanning,
real-time scanning, spyware scanning, DeepGuard, email scanning and browsing protection.

Virus and spyware protection keeps computers protected against file viruses, spyware, riskware, and
viruses that are spreading by email attachments and in web traffic.

Automatic updates guarantee that virus and spyware protection is always up-to-date. Once you have set
up virus and spyware protection and the automatic updates by distributing the settings in a security policy,
you can be sure that the managed network is protected. You can also monitor the scanning results and
other information the managed hosts send back to Policy Manager Console.

When a virus is found on a computer, one of the following actions will be taken:

» theinfected file is disinfected,

« theinfected file is renamed,

» theinfected file is deleted,

« theinfected file is quarantined,

» the useris prompted to decide what action to take with the infected file,

« the infected file or attachment (in email scanning) is reported only, or

« the infected attachment (in email scanning) is either disinfected, removed or blocked.

8.4.1 Configuring real-time scanning

Real-time scanning protects the computer all the time, as it is scanning files when they are accessed,
opened or closed.

It runs in the background, which means that once it has been set up, it is mostly transparent to the user.

Enabling real-time scanning for the whole domain
In this example, real-time scanning is enabled for the whole domain.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >

3. Select .

4, Select from the drop-down list.

5. Select how to handle infected files from the settings under the sections.
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The settings are divided into two groups so that you can choose different settings for workstations and
servers.

6. Check that the other settings on this page are suitable for your system, and modify them if necessary.
7. Click the following icon to distribute the policy:

@

Using AMSI integration to identify script-based attacks

Antimalware Scan Interface (AMSI) is a Microsoft Windows component that allows the deeper inspection
of built-in scripting services.

Note: AMSIintegration is only available on Windows 10 hosts that are running version 15 or newer products.

Advanced malware uses scripts that are disguised or encrypted to avoid traditional methods of scanning.
Such malware is often loaded directly into memory, so it does not use any files on the device.

AMSiI is an interface that applications and services that are running on Windows can use to send scanning
requests to the antimalware product installed on the computer. This provides additional protection against
harmful software that uses scripts or macros on core Windows components, such as PowerShell and
Office365, or other applications to evade detection.

1. Selectthe target domain.

2. Gotothe tab and select >
3. Select
4. Click the following icon to distribute the policy:

@

Excluding files from real-time scanning
You may want real-time scanning to skip certain files, either based on the file extension or the file path.

For example, you might not want to scan Microsoft Outlook’s . PST file to avoid slowing down the system
unnecessarily, as PST files are typically very large and take a long time to scan.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >
To select files based on their file extension:
a) Select

b) Enter the extension in

Note: The extensions should be added without the preceding . (dot). Separate multiple extensions
with spaces.

To select files based on their location or checksum (hash):
a) Select
b) Click
c) Selectthe scope.
Select All if you want the exclusion to apply to both real-time and manual scanning.

d) Select the identification method.

Select if the file always uses the same path.
Select if you want scanning to skip all files in a specific folder.
Select ifthe path for the file may vary across different hosts. Note that this option

is only available for the real-time scanning scope.

e) Enter the path or hash that you want to exclude from scanning.
For example:
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* Filename:t ext .t xt (allfilesnamedt ext . t xt are not scanned).
* Fullfile path: C: \test\t ext .t xt (thetext.txt fileintheC.\t est folderis not scanned).
« Folder path: C: \ t est (all contentsinthe C. \ t est folder are not scanned).

For more information on using wildcards, see

Note: DeepGuard does not support exclusions that are configured using wildcards or device names.

You can also add acomment if you want to keep a record of why the file or application was excluded.
f) Click

3. If you do not want to allow users to exclude files or applications from scanning, select
4. Click the following icon to distribute the policy:

@

Excluding processes from real-time scanning
To optimize disk performance on managed hosts, you may want to exclude some processes from scanning.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >
3. Select .
4. Enter each process to exclude on its own line in

Enter the full path for each process, for example C. \ Pr ogr am Fi | es\ AppI i cation\appl. exe.
You can also use system environment variables in the path, for example
%Pr ogr anti | es% Appl i cati on\appl. exe.

Note: Any files that the excluded processes access are also excluded from scanning.

5. Click the following icon to distribute the policy:

@

Scanning content on network drives

You can set real-time scanning to check network drive files when they are run or whenever they are accessed.

1. Select onthe .
2. Gotothe tab and select >
3. Select and choose the scan mode:
. : Real-time scanning checks files on a network drive only when they are run or
opened.
. : Real-time scanning checks files on a network drive whenever they are
accessed.
4. Click the following icon to distribute the policy:

@

8.4.2 Using Security Cloud for malware scanning

WithSecure's Security Cloud is a cloud network that houses the various databases and automated analysis
systems, which support and enhance the performance of WithSecure security products.

Services connect to Security Cloud to retrieve the most up-to-date details of threats seen in the wild by
other protected machines, which makes the response more efficient and effective. The service queries the
reputation details of all objects, such asfiles and URLs. These queries contain anonymous metadata about
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the object, such as file size and anonymized path, and are sent to the Security Cloud for combined data
analysis. Security Cloud does not collect IP addresses or other private information, queries are completely
anonymous to maintain privacy.

By evaluating the combined metadata with information drawn from the in-house databases and various
other sources, the automated analysis systems provide a fully-informed, up-to-date risk assessment for
the object, immediately blocking threats that have been seen previously by any other service or device that
is connected to Security Cloud. This also removes the need to perform any further analysis of the object,
which reduces the impact on the system resources that the service uses.

Follow these instructions:

1. Selectthe target domain.
2. Gotothe tab and select >
3. Select

Note: The Security Cloud setting applies to all scanning types, not just real-time scanning.

4. Click the following icon to distribute the policy:

@

8.4.3 Configuring scheduled scanning

You can add scheduled scanning tasks.

In this example, a scheduled scanning task is added in a policy for the whole policy domain. The scan s to
be run weekly, every Monday at 8 p.m, starting from August 24, 2020.

Follow these instructions:

1. Select onthe .

2. Onthe tab, select > .
The currently set scheduled tasks are displayed on the table. Now you can add
scheduled scanning as a new task.

3. Click
This adds a new row to the table.

4. Clickthe cell on the row you just created and then click

5. The cellis now activated and you can enter a name for the new task.

For example, Schedul ed scanning for all hosts.

6. Nextclick the cell, and then click
7. Now you can enter the parameters for the scheduled scan.

A scheduled scan that is to be run weekly, every Monday starting at 8 p.m, from August 24, 2020
onwards, is configured as follows: / t 20: 00 / b2020- 08- 24 /rweekl y

Note: When the cell is selected, the parameters that you can use and their
formats are displayed as a help text in the pane (below the table).
8. Select the task type by clicking the cell and then clicking

9. From the drop-down list that opens select
The scanning task is now ready for distribution.

10. Click the following icon to distribute the policy:

@

Running scheduled scans on specific weekdays and days of the month:

When you are configuring a weekly scheduled scan, you can also define specific weekdays when the scan
is to be run. Similarly, when you are configuring a monthly scheduled scan, you can define specific days
of the month when the scan is to be run. For both of these, you can use the / Snn parameter:
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» Forweekly scheduled scans you can use / r weekl y together with parameters/ s1-/s7./ s1 means
Monday and / s7 means Sunday.

Forexample,/t18: 00 /rweekly /s2 /s5 meansthatthe scanis runevery Tuesday and Friday
at6 p.m.

* For monthly scheduled scans you can use/ r nont hl y together with parameters/ s1-/s31.
Forexample,/t18: 00 /rnont hly /s5 /s20 means that the scan is run on the 5th and 20th of

each month at 6 p.m.

Note: If you do not define aweekday, weekly scheduled scans are run on each Monday by default. Monthly
scheduled scans are run on the first day of each month by default, if you have not defined a specific day.

8.4.4 Configuring DeepGuard
DeepGuard is a host-based intrusion prevention system that analyzes the behavior of files and programs.

DeepGuard can be used to block intrusive ad pop-ups and to protect important system settings, as well
as Internet Explorer settings against unwanted changes.

If an application tries to perform a potentially dangerous action, it will be checked for trust. Safe applications
are allowed to operate, while actions by unsafe applications are blocked.

To turn on DeepGuard:

1. Gotothe tab and select >
2. Select
3. Select if you want to use DeepGuard's prevalence-based rules to

block files that may not be commonly recognized.

Note: This feature is only available for version 15 and newer clients.

4. Click the following icon to distribute the policy:

@

DataGuard (a Premium feature)

DataGuard is a feature that strengthens DeepGuard by monitoring specific folders to prevent untrusted
applications from modifying files on managed hosts.

DataGuard is especially useful against any new ransomware that is able to get past other security layers.

In Policy Manager, you can set the folders that DataGuard monitors and protects. There are predefined
options for the default folders for user content, such as Documents, Music, Pictures, etc. You can also set
the trusted applications that are allowed to access the protected folders and modify the files there.
Applications that are not considered trusted are stopped if they try to modify any protected files.

Setting up DataGuard
You can define the folders that DataGuard protects on managed computers, and add trusted applications
that you do not want DataGuard to block

When DataGuard is turned on, untrusted applications and malware (including ransomware) cannot modify
files in folders that you define as protected.

Note: Be careful in selecting the protected folders and trusted applications for DataGuard. Adding a wide
range of data (either lots of folders or, forexample, C: \ ) can cause a lot of unnecessary interruptions. Also,
adding avery wide scope of locations to the trusted applications list may allow malware to modify protected
files.

To use DataGuard:

1. Gotothe tab and select >
2. Select .
3. Inthe table, select the folders that you want to protect.
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To add more protected folders:
a) Enterthe folder path in the field.

You canuse environment variables inthe path. User environment variables apply to the corresponding
paths for each Windows user account on the computer. The supported variables are:

%Jser Profil e% %HomeDr i ve% %HonePat h% %r ogr anDat a% %N nDi r % %Sy st enRoot %
uSyst enDr i ve% %Pr ogr anfi | es% and %°r ogr anti | es(x86) %

b) Add a description for the new folder in the field.

Note: Universal Naming Convention (UNC) paths are also supported for the protected folders.

4. Select the applications that are allowed to modify files that are in protected folders.

5. Select if you want to allow known, trusted system
applications to modify the protected folders.

6. Add more trusted applications to the table if necessary.

* To add a single application, enter the full path to the executable including file name and extension.
* To add a folder that may contain several applications, enter the path to the folder.

Note: Some applications and standard Windows features may require adding more than one application
file to the list of trusted applications. For example, the print-to-PDF functionality in Windows uses the
following executable files: <W ndows f ol der >\ Syst enB82\ spool sv. exe and <W ndows

fol der>\ SystenB2\printfilterpipelinesvc. exe.

7. Click the following icon to distribute the policy:

@

We recommend that you apply the common practices and tools for your organization when considering
the protected folders and trusted applications for DataGuard. It is also a good idea to apply specific rules
for separate policy domains where possible. For example, if your domain tree is structured according to
teams or departments, you can apply separate rules for developers and salespeople.

8.4.5 Managing quarantined objects

Quarantine management gives you the possibility to process objects that have been quarantined on host
machines in a centralized manner.

All infected files and spyware or riskware that have been quarantined on host machines are displayed on
the > > page. Fromthere, you can eitherrelease the objects
from quarantine, or delete them.

Note: Quarantine management should be used primarily for troubleshooting purposes. For example, ifa
business-critical application is considered riskware and it has not yet been included in the virus definition
database, you can use quarantine management to allow it to be used. Such cases are relatively rare, and
once new virus definition updates that treat the application as normal are available, the problem should be
fixed automatically.

Deleting quarantined objects

Infected files, spyware or riskware that have been quarantined on hosts can be removed from quarantine,
in which case they are deleted from the host machine.

Follow these instructions:

1. Selectthe target domain.

2. Gotothe tab and select > .

3. Select the quarantined object you want to delete on the table, and click
The object is moved to the table, with given as
the for the object.

4. Click the following icon to distribute the policy:

@
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Releasing quarantined objects

Infected files, spyware or riskware that have been quarantined on hosts can be released from quarantine,
in which case they are allowed on the host machines and can be accessed and run normally.

Follow these instructions:
1. Selectthe target domain.

2. Create an exclusion rule for the object.

Exclusion rules are required to make sure that the object will not be quarantined again in future. If the
object is listed as a virus or infected file:

a) Gotothe > > page and copy the object's file path.
b) Gotothe tab and select > .
c) Check that is selected.
d) Click next to the exclusion table.
e) Select as the scope, select , and paste the object's file path to the path field.
f) Click
3. Gotothe tab and select > .
4. Selectthe quarantined object you want to allow on the table, and click
The object is moved to the table, with given as
the for the object.

5. Click the following icon to distribute the policy:

@

8.5 Configuring firewall settings

This section provides an overview of the firewall settings and how you can configure them to suit your
network.

The firewall protects computers against unauthorized access from the internet as well as against attacks
originating from inside the LAN.

WithSecure product versions 14.00 and newer use the Windows Firewall component. WithSecure's firewall
profiles provide an additional security layer on top of the Windows Firewall user rules and other domain
rules. The WithSecure firewall profiles or rules are not applied if Windows Firewall is off. Therefore, we
recommend that you always keep the firewall on.

Older product versions use WithSecure's own firewall component. This contains predefined security levels,
each of which has a set of pre-configured firewall rules associated with them. Different security levels can
be assigned to different users based on, for example, company security policy, user mobility, location, and
user experience.

Note: If you use a GPO or third-party firewall, in most cases you need to turn off firewall profiles to avoid
conflicts. If this is the case, make sure that the
setting on the > > page is not selected.
Related concepts

on page 84
This section describes the settings that you can configure for WithSecure's firewall profiles, which provide
an additional layer of security for Windows Firewall.

8.5.1 Turning on the firewall

Keep the firewall turned on to block intruders from accessing computers in your managed network.

1. Select on the .
2. Gotothe tab and select >
3. Select
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Note: If you use a GPO or third-party firewall, in most cases you need to make sure that this setting is
not selected to avoid conflicts.

4. Select .
5. Click the following icon to distribute the policy:

@

8.5.2 Configuring network quarantine

Network quarantine is a firewall feature that makes it possible to restrict the network access of hosts that
have very old virus definitions and/or that have real-time scanning turned off.

The normal access rights of such hosts are automatically restored once the virus definitions are updated
and/or real-time scanning is turned on again.

This section describes the network quarantine settings and contains an example of how to enable the
network quarantine feature in the managed domain. There is also a short description of how to configure
the network quarantine security level by adding new firewall rules.

Turning network quarantine on in the whole domain

You can enable network quarantine for the whole domain by following the steps given here.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >

3. Select

4. Specify the .

5. If you want to restrict the host from accessing the network when real-time scanning is turned off, select
6. Click to modify the firewall rules for quarantined hosts.

7. Click the following icon to distribute the policy:

@

Fine-tuning network quarantine
Network quarantine is implemented by forcing hosts to use a restricted set of firewall rules.

You can add new rules to the network isolation rules to allow additional network access to hosts in
network quarantine. You should not restrict access further as this may cause hosts to lose network
connectivity.

Note: For product versions 13 and older, quarantined hosts are forced to the firewall
security level. This security level has arestricted set of firewall rules. Similarly to the network isolation rules
for newer product versions, you can add new rules to the security level, but should not restrict access
further.

8.5.3 Firewall settings for Windows clients

This section describes the settings that you can configure for WithSecure's firewall profiles, which provide
an additional layer of security for Windows Firewall.

Note: You must have Windows Firewall turned on for your network via Group Policy Object (GPO) to
manage the firewall settings through Policy Manager. If Windows Firewall is turned off via GPO, Policy
Manager cannot override those settings and the firewall policies will not be applied.
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Selecting the active firewall profile for a domain
You can set a specific firewall profile for any domain within your managed network.

1. Selectthe target domain.
2. Gotothe tab and select >

3. Select the firewall profile for the domain from the and
drop-down lists.

Note: The default profile for WithSecure Server Security clients is set to

4. Click the following icon to distribute the policy:

@

Creating a new firewall profile for a domain
You can create a new firewall profile by cloning an existing one.

Follow these instructions:

Select the target domain.

Gotothe tab and select >

Click

Inthe drop-down, select the profile that you want to clone.
Click

Enter a name for the new profile, then click
Configure the settings and rules for the new profile.
Click the following icon to distribute the policy:

@

Adding firewall rules

N akFwbhH

You can add new rules to firewall profiles that have been added within the scope of your domain access.

1. Select the target domain.
2. Gotothe tab and select >
3. Click
4. Inthe drop-down, select the profile that you want to edit.
5. Click
6. Enter a name for the rule and select the type (either or ), then click
Note: For rules, select if you want to receive

alerts when the rule is triggered.

7. For each network service that you want the rule to include:

a) Click

b) Select the service from the drop-down list.

c) Select the traffic direction from the drop-down list.
Direction Explanation

The service will be allowed/denied to/from your
computer in both directions.

The service will be allowed/denied if coming from
the defined remote hosts or networks to your
computer.
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Direction Explanation

The service will be allowed/denied if going from
your computer to the defined remote hosts or
networks.

8. Click
9. Specify the remote addresses that apply for the rule, then click

10. Specify the scope for the rule, then click
The new rule is added to the table for the selected profile.

11 Click the following icon to distribute the policy:

@

Note: Added firewall rules only apply to the profile that you are editing. If several profiles require the same
rule, you have to add it for each profile separately.

Related tasks

on page 86
If you need a network service that is missing from the set of default services, you can add it separately for
use in custom firewall rules.

Creating a new network service for firewall rules

If you need a network service that is missing from the set of default services, you can add it separately for
use in custom firewall rules.

Gotothe tab and select >

Click .

Click below the list.
Click

Enter a name for the service.

Select the IP protocol number, then click
Enter the initiator ports, then click

Enter the responder ports, then click

NSO EFLDNH

You can now select the new network service when you add or edit your custom firewall rules.

Hiding certain firewall profiles from end users

If you do not want end users to have the full set of firewall profiles available for selection, you can hide
specific profiles so that they do not appear in the client settings on managed hosts.

To hide a firewall profile from end users:

1. Select the target domain.

2. Gotothe tab and select >

3. Click .

4. Under , click

5. Inthe view, click

6. Select the profile that you want to hide, then click
7. Click

8. Click the following icon to distribute the policy:

@
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8.6 Configuring web traffic (HTTP) scanning

Web traffic scanning can be used to protect the computer against viruses in HTTP traffic.

When enabled, web traffic scanning scans HTML files, image files, downloaded applications or executable
files and other types of downloaded files. It removes viruses automatically from the downloads. You can
also enable a notification flyer that is shown to the end-user every time web traffic scanning has blocked
viruses in web traffic and downloads.

Web traffic scanning uses the following criteria for rating web sites:

Unknown/unrated < URLs that have notyet been analyzed
* URLs that are inaccessible at the time of testing

Safe * URLsthat have been analyzed as safe
« URLs where users can knowingly download spyware, riskware, or adware

Suspicious * URLsthat are linked to spamming activities
* URLsthat are linked to scam-like activities

Malicious * URLswhere the content contains script codes that download or install a malicious
file
» URLs that belong to drive-by download sites
* URLs where the content exploits browser or system vulnerabilities
« URLs or content that contain XSS or SQL injections
* URLs where the content contains malicious iframes
* URLs that belong to phishing sites
« URLs that are linked to hacking and other malicious activities
* URLs that have been taken down due to malicious behavior

This section describes the web traffic scanning settings and also presents some practical configuration
examples.

8.6.1 Enabling web traffic scanning for the whole domain

In this example, HTTP scanning is enabled for the whole domain.

Follow these instructions:

1. Select onthe .

Gotothe tab and select >

Set to .

Check that the other settings on this page are suitable for your system, and modify them if necessary.
Click the following icon to distribute the policy:

@

8.6.2 Blocking specific content types

You use the setting for web traffic scanning to block access to content types that
may be vulnerable to use for malicious purposes, for example Adobe Flash or Microsoft Silverlight.

o Fowb

By default, the setting is turned off.
Web traffic scanning can block the following content types on unknown web sites:

+ JAR

* Executables

* Adobe Flash

* Adobe Acrobat

* Microsoft Silverlight
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* Microsoft Office files

Follow these instructions:

1. Onthe > > page, goto
* Select to block only those file types that are on the list.
* Select to block all file types except those that are on the
list.
2. Onthe list, add the file types that you want to block.

Note: Web traffic scanning only blocks content for web sites that have an unknown safety rating.

3. Onthe list, add any file types that you want to allow even on unknown web sites.

8.6.3 Blocking botnet communication

Botnet Blocker is a security feature that aims to prevent botnet agents from communicating with their
command and control servers.

The feature uses DNS reputation data to verify the security of queries when translating DNS requests to
IP addresses.

To configure Botnet Blocker:

1. Gotothe tab and select >
2. Under , set the filtering to use for DNS queries.
By default, this set to

3. Setthe alert level to use for notifications of blocked DNS queries.
4. Click the following icon to distribute the policy:

8.7 Configuring application control

Application control (a Premium feature) prevents execution and installation of applications, and prevents
them from running scripts.

Note: Application control is only available for WithSecure product versions 14 and newer.

Application control reduces the risks that malicious, illegal, and unauthorized software pose in the corporate
environment. It provides the following features:

» Security: Pre-configured security rules designed by WithSecure penetration testers cover attack vectors
that are used to breach into corporate environments.

» Policy enforcement: Based on a simple rule editor, policy enforcement helps the administrator define
which applications are blocked, allowed, or monitored.

8.7.1 Configuring application control

Application control prevents execution and installation of applications, and prevents them from running
scripts.

Note: Application control is only available for WithSecure product versions 14 and newer.

Application control reduces the risks that malicious, illegal, and unauthorized software pose in the corporate
environment. It provides the following features:

» Security: Pre-configured security rules designed by WithSecure penetration testers cover attack vectors
that are used to breach into corporate environments.

» Policy enforcement: Based on a simple rule editor, policy enforcement helps the administrator define
which applications are blocked, allowed, or monitored.
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Turn on application control to prevent the execution and installation of applications, and to prevent them
from running scripts:

1. Select onthe .

2. Gotothe tab and select >

3. Select .

4, Select the profile to use in the drop-down list.
5. Click the following icon to distribute the policy:

@

8.7.2 Creating a new application control profile
You can create a new application control profile by cloning an existing one.
Follow these instructions:

Select the target domain.

Gotothe tab and select > .

Select the profile that you want to clone from the drop-down list.
Click

Enter a name for the new profile, then click

Select how you want to handle applications in the drop-down
list.

The selected action is applied to any applications that are not covered by the exclusion rules for the
profile.

@ aFrubprH

7. Configure the exclusion rules for the new profile.
8. Click the following icon to distribute the policy:

@

8.7.3 Adding exclusion rules

Application control's exclusion rules give you a way to define the applications that you want to explicitly
allow or block.

Any applications that match the conditions that you set within the rules are excluded from the default rule
for the profile. For example, if the default rule is , you can create rules to specify the applications or
locations that you want to block. Another example could be that you want to receive a report of any
applications that match the triggering conditions, even though they are still allowed or blocked based on
the default rule for the profile.

Follow these instructions:

1. Select the target domain.
2. Gotothe tab and select > .
3. Select the profile that you want to edit from the drop-down list.

Note: You cannot edit the exclusion rules for any profiles that are marked as

4. Click
This opens the exclusion rule wizard.

5. Enter a name and description for the rule.
6. Selectthe and for the rule.

The following table lists the available event types and when they are triggered.
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Event Description

Run application A combination of Start process and Load dynamic library. Triggers when an
executable file or script is launched and when a DLL is about to get loaded into
a process.

Run installation Triggers when nsi exec. exe is launched with some MSI package as a

command line parameter.

Start process Triggers when an executable file or script is launched.

Load dynamic library Triggers when a DLL is about to get loaded into a process.

File access Triggers when a file matching the target conditions is opened or accessed by
an application.

For example, if you select as the event and as the action, the rule prevents
applications from running if they match the conditions for the rule.
7. Click

You can add multiple conditions to the same rule to get the scope that you want.
Note the following when adding conditions to an exclusion rule:

* Ifyouuseattribute Tar get SHALl or Par ent SHAL inthe exclusion rule condition, you have to use

as the event type.

« Ifadynamic link library (.dll) is blocked and you want it to be allowed by Application Control, you
havetousethe eventtypeinthe exclusionrule. Inacase like this, you cannot
therefore use attribute Tar get SHAL nor Par ent SHA1 in the exclusion rule.

« AttributesTarget file nanmes m smatchandParent file names m smat chkickinwhen
the binary filename is different from the "Original filename" found under file Properties > Details.

, ,and apply to binaries (applications and
dynamic libraries).

8. Select the attribute, operator, and value for each condition.
The following table explains the attributes that you can select to match the condition values.

Selected attribute  Description

Target Values of the actual application. For example, is the actual
file that you want to block.

Parent Values of the process that launches the application. For example,
is the file that launches the application that you want to block.

For example, if you want to block Internet Explorer, i expl or e. exe is the target and expl or er. exe
(Windows Explorer) is the parent.
The following table explains how different operators work with the values that you enter.

Selected condition Description

Equals The value must be exactly the same as the target, forexample, i expl or e. exe.
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Selected condition Description

Not equals The value may be anything except the target.

Less, Greater, Lessor These apply to numeric values, for example if you select

equals, Greater or as the attribute.

equals

Contains The selected attribute must contain the value, for example, expl or e.

Starts with The selected attribute must start with the value, for example, i e.

Ends with The selected attribute must end with the value, for example, expl or e. exe.
9. Click

10 Change the order of the rules if necessary.
The rules listed for the profile are applied in priority order from the top down.

11 Click the following icon to distribute the policy:

@

Note: If there are any issues with the rule, for example if some information is missing or invalid, the host
sends an alert to Policy Manager.

8.7.4 Example: Preventing a vulnerable version from running

To use Application control to prevent vulnerable applications from running, for example, to block an
unpatched version, use a Target file version attribute.

For example, a program had a vulnerability that was patched in version 1.2.4. To block any version older
than 1.2.4 from running, do the following.
1. Create the following exclusion rule:

a) Givetheruleaname: Bl ock an unpat ched program

b) Fromthe drop-down menu, select

c) Fromthe drop-down menu, select

2. Then, add the first condition to the exclusion rule:
a) From the attribute drop-down menu, select

Note: To find the file description, right-click the file in the File Explorer and select Properties.

b) From the operator drop-down menu, select

c) Inthe value field, enter the name of the unpatched program as it appears in the file description. For
example, "Internet Explorer".

Note: As "Internet Explorer" is in the target file description, the program is blocked regardless of
the file name or its location.

3. Then, add the second condition to the exclusion rule:
a) From the attribute drop-down menu, select
b) From the operator drop-down menu, select
c) Inthevaluefield,enter1. 2. 3. *, *,

Note: The condition for the target file version is "less or equal to 1.2.3.*.*" The asterisk indicates
that only major and minor fields are used in the comparison.



92 | Managing endpoint security | Policy Manager

8.7.5 Example: Preventing applications from automatically
opening downloaded files

To use Application control to block applications from launching downloaded files automatically, define the
application and download folder paths.

For example, to prevent Microsoft Excel from automatically opening files that are downloaded through
your browser or other applications, do the following:
1. Create the following exclusion rule:

a) Givetheruleaname: Bl ock downl oaded Excel fil es.

b) Fromthe drop-down menu, select
¢) Fromthe drop-down menu, select

2. Then, add the first condition to the exclusion rule:

a) From the attribute drop-down menu, select
b) From the operator drop-down menu, select .
c) Inthe value field, enter the name of the name of the exe file, for example excel . exe.

3. Then, add the second condition to the exclusion rule:
a) From the attribute drop-down menu, select
b) From the operator drop-down menu, select

c) Inthe value field, enter the path to your default download folder, for example
C.\ User s\ def aul t \ Downl oads\ .

8.8 How to protect your users' sensitive data

Connection control (a Premium feature) provides additional protection for managed hosts against harmful
activity when accessing online banks or making transactions online.

Connection control automatically detects secure connections to online banking web sites, and blocks any
connections that do not go to the intended site. When you open arecognized banking site, only connections
to sites that are considered safe are allowed.

Ifan end-user needs to access a blocked web site to complete an ongoing transaction, they can temporarily
allow access to the blocked page or end the Connection control session.

Connection control currently supports the following browsers on managed Windows hosts:

* Google Chrome (latest two major versions)

* Mozilla Firefox (latest two major versions)

« Internet Explorer 11 (Windows 8.1, Windows 7, both 32-bit and 64-bit versions)
» Internet Explorer 10 (Windows 8, Windows 7, both 32-bit and 64-bit versions)

» Internet Explorer 8 and 9 (Windows Vista, 32-bit and 64-bit versions)

8.8.1 Protecting secure connections on managed hosts

You can turn Connection control on for the policy under the Browsing protection settings.
Note: Browsing protection must be turned on to use Connection control.

When Connection control is turned on and a user opens a recognized banking site in their browser, a
notification appears at the top of their screen to indicate that the Connection control session has started.
When they have completed their ongoing transaction, the user can end the session to resume normal
browsing.

Note: Connection controlinstalls extensions (plug-in applications that provide extra features) on browsers
on the managed hosts. If the extensions are not in use, Connection control may not work properly.

To turn on Connection control:

1. Select the target domain.
2. Gotothe tab and select >
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3. Select .
4. Select the additional Connection control settings if necessary:
. : This prevents network connections for applications that are not
considered trusted for Connection control sessions.

. : This prevents network connections for tools such
as PowerShell during Connection control sessions.

. : This resets the clipboard after each Connection
control session to prevent access to any sensitive information that may have been copied during
the session.

5. Enter any additional websites that you want to trigger Connection control on managed hosts in the
list.

For example, if you want extra protection for any secure sites that are commonly used within your
organization, you can add them to the list.

Note: Connection control only supports web sites that use HTTPS.

6. Click the following icon to distribute the policy:

@

If the browser extensions need to be turned on manually:

¢ On Firefox, select > from the menu and click next to the extension.

¢« OnChrome, select from the menu, then click and select next to the
extension.

* Onlnternet Explorer, select > , select the browser extension and click

8.9 Blocking unsuitable web content

You can block managed hosts' access to web sites and pages that contain unsuitable content with Web
content control.

Web content control (a Premium feature) uses WithSecure's reputation analysis data to categorize web
sites and block access to any sites that contain content selected for the policy.

8.9.1 Web content categories

Use the categories listed here to block access to web sites based on the results of WithSecure's Network
Reputation Service (NRS) content analysis.

Abortion Web sites that contain information orimages on abortion, abortion clinics and centers,
and abortion topics in general. For example, discussion forums that may be pro-life
or pro-choice.

Adserving Web links that point to various flash, text, video or image files or other similar files
that contain advertisements.

Adult Web sites that are aimed at an adult audience with content that is clearly sexual, or
containing sexual innuendo. For example, sex shop sites or sexually-oriented nudity.

Alcohol and Web sites that display or promote alcoholic beverages or smoking and tobacco

tobacco products, including manufacturers such as distilleries, vineyards, and breweries.

For example, sites that promote beer festivals and web sites of bars and night clubs.

Anonymizers Web sites that allow or instruct people how to bypass network filters, including
web-based translation sites that allow people to do so. For example, sites that provide
lists of public proxies that can be used to bypass possible network filters.

Auctions Web sites of online marketplaces where people can buy and sell their products or
services. This includes sites that provide lists of products or services even though
the actual transaction may happen somewhere else.
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Web sites of banks and other financial institutions, including savings and investment
banks, securities trading and foreign exchange trading sites.

Weblogs where people or institutions publish information and can share news,
stories, videos, and photos. Due to their individual nature, the themes addressed in
blogs can vary widely and they can include any topics.

Online portals and messengers where people can chat with each other via text,
audio, or video. For example, web-based chat and instant messaging applications,
and chat sites.

Web sites that provide a portal for finding romantic or sexual partners. For example,
matchmaking sites or mail-order bride sites.

Web sites that promote drug use. For example, sites that provide information on
purchasing, growing, or selling any form of these substances.

Web sites related to the entertainment industry, such as television shows, books,
comics, movies and theaters, and art galleries. For example, television and radio
program guides and music, tv, and movie review sites.

Web sites where people can bet online using real money or some form of credit. For
example, online gambling and lottery web sites, and blogs and forums that contain
information about gambling online or in real life.

Online gaming web sites and web sites where people can play, download, or buy
games.

Web sites that promote seeking and exploiting weaknesses in computer systems
or computer networks for profit, challenge, or enjoyment. For example, sites that
contain hacking guides and hacking tools.

Web sites that indicate prejudice against a certain religion, race, nationality, gender,
age, disability, or sexual orientation. For example, sites that promote damaging
humans, animals or institutions, or contain descriptions orimages of physical assaults
against any of them.

Web sites of employment agencies and contractors, and where people can search
and find new jobs. For example, career search engines, career-networking groups
and employment web sites.

Web sites that process payments between shopping sites and banks or other financial
services, such as credit cards. These include sites that can be used for payments
in general.

Web sites that bait people by promising prizes after they fill in a survey, take a quiz,
or perform similar actions. For example, sites that are pretending to be affiliated with
a reputable company that is giving away prizes.

Web sites where people can purchase any products or services, including sites that
contain catalogs of items that facilitate online ordering and purchasing and sites that
provide information on ordering and buying items online.

Networking portals that connect people in general or with a certain group of people
for socialization, business interactions, and so on. For example, sites where you
can create a member profile to share your personal and professional interests. This
includes social media sites such as Twitter.

Online portals for downloading various software.

Web sites that have been collected from spam mails.

Web sites that deliver streaming video or audio content either for free or through a
subscription model.
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Violence Web sites that may incite violence or contain gruesome and violentimages or videos.
For example, sites that contain information on rape, harassment, snuff, bomb,
assault, murder, and suicide.

lllegal downloads Unauthorized file sharing or software piracy web sites. For example, sites that provide
illegal or questionable access to software, and sites that develop and distribute
programs that may compromise networks and systems.

Weapons Web sites that contain information, images, or videos of weapons or anything that
can be used as aweapon toinflict harm to a human or animal, including organizations
that promote these weapons, such as hunting and shooting clubs. This category
includes toy weapons such as paintball guns, airguns, and bb guns.

Webmail Web sites that allow people to create and access their email accounts through aweb
browser. For example, this includes Yahoo! Mail and Gmail, and local, ISP-linked
web mail services.

8.9.2 Selecting the content categories to block
You can select the web content categories that you want to block under the Web content control settings.
Follow these instructions:

1. Select the target domain or host.

2. Gotothe tab and select > .

3. Under , select the categories that you want to block for managed hosts.

4. Enterthe addresses of any additional web sites that you want to block or allow, regardless of their
content category, in the listand list respectively.

Forexample: htt p: // www. myserver. com

5. Click the following icon to distribute the policy:

@

8.10 Using Device Control

Device Control blocks certain hardware devices to protect the network.

Device Control prevents malware from spreading to the network from external devices such as USB storage
devices and DVD/CD-ROM drives. When a blocked device is plugged in to the client computer, Device
Control turns it off to prevent access to it.

8.10.1 Configuring Device control

Device control can be configured with WithSecure Policy Manager.
Follow these instructions to configure Device control.

1. Gotothe tab and select >
2. Toturnon Device control, select .
3. Setthe type of alert that is sent to the administrator when a device is blocked.
4. The table contains rules for blocking devices.
A device that has setto cannot be accessed, when the rule is set as active.

8.10.2 Limiting access permissions for removable drives

Device Control allows you to specify the access permissions for removable drives, such as USB sticks
and portable hard drives.

1. Gotothe tab and select >
2. Select the access permissions under
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* Select if you want to allow users to copy files to removable drives. If this is not
selected, users will have read-only access to any allowed removable drives.
* Select if you want to allow users to run executable files, such as . exe or

. msi files, that are located on a removable drive.

3. To add devices where executable files are allowed to run as exceptions, click

Note: Exceptions are only applicable on version 15.00 and newer client applications.

a) Click to include a new exception.
b) Enter the hardware ID for the removable storage device that you want to add.
c) Click

The new device is added to the table.

On the devices listed in this table, end users can always run executable files and always have write
access to files on the devices, regardless of the other settings for removable storage devices.

8.10.3 Blocking hardware devices

You can block the access to devices with predefined rules.

By default, rules do not block any devices. To block devices, follow these instructions.

1. Gotothe tab and select > .
2. Onthe table, select the row for the device that you want to block, and click
3. Set to to block the selected device.

Note: Some USB Wi-Fi adapters do not use the USB\ Cl ass_EQ har dwar e ID and need a custom
rule to work with Device control.

8.10.4 Granting access to specific devices

You can set rules to allow a specific device while all other devices of same class are blocked.

You need to know the hardware ID of the device that you want to allow before you can create a rule that
grants full access to the device.

To add an exception to a rule, follow these instructions.

1. Getthe hardware ID for the device that you want to allow.
The hardware ID has to be more specific than the ID which is used to block the device.

2. Gotothe tab and select >

3. Onthe table, click

4. Enter the hardware ID for the device as the in the new rule.
5. Set to to allow the use of the device.

6. Set to for the new rule.

Finding hardware ID for a device
You can find the hardware ID of the device in multiple ways. You can use this ID with blocking rules.

Follow these instructions to find the hardware ID either with WithSecure Policy Manager or Windows Device
Manager.

1. Selectthe target host.

2. Gotothe tab and select >
3. Onthe section, click
Note: should be enabled and single device is selected for

link to be active

Use , and columns to find the ID of the device to be
blocked.
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4. If you cannot find the ID using the reported devices list, open Windows Device Manager in the client
computer.

Find the device which ID you want to know in the list of devices.

Right-click the device and select

Goto tab.

Select one of the following IDs from the drop-down menu and write down its value:

® No o

* Hardware IDs

* Compatible IDs

* Device class guid
* ParentID

Note: For external storage devices, this is the only ID that includes the unique serial number of the
device.

8.11 Managing software updates

You can manage and install software updates (a Premium feature) for the computers in your network.

It is important to have the latest software updates installed on the workstations in your network, because
many updates fix security vulnerabilities in installed products.

Note: You can find the list of vendors included in WithSecure Software Updater

You can configure Policy Manager to automatically install security updates to computers. You can also
check the status of software updates and install missing software updates manually when needed.

Note: This feature does not support all managed products or versions. Check the release notes for your
product to see if your current version is supported.

Note: Policy Manager only downloads and updates the Software Updater databases if you have hosts
that have Software Updater installed.

8.11.1 Installing software updates automatically

You can configure Policy Manager to automatically install security updates for software to computers in
your network.

Follow these instructions:

1. Select the target domain.
2. Gotothe tab and select >

3. Select .

4. Selecthowyouwant managed hosts to fetch the software updates next to

. : The managed hosts fetch the updates from Policy Manager Server or Proxy when they are
available.

. : The managed hosts fetch the updates from Policy Manager Server or Proxy if they are
available, otherwise they download the updates from the internet.

. : The managed hosts always fetch the updates from the internet.

5. Under , select the security update categories and schedule that you want to
use.

6. Select if you want the updates to be installed as
soon as possible on hosts that are not available when the scheduled installation is run.

7. Select if you want to minimize the
amount of restarts needed on managed hosts.

8. Click the following icon to distribute the policy:

@


https://www.withsecure.com/en/solutions/software-and-services/business-suite/software-updater

98 | Managing endpoint security | Policy Manager

8.11.2 Handling manually downloaded software updates

For software updates that cannot be downloaded automatically, you can import the update packages to
Policy Manager for distribution.

Some software vendors require a user account or other authentication to access the update packages.
This means that they cannot be downloaded automatically. Policy Manager receives notifications of any
such software updates from the managed hosts.

With Policy Manager, you can download the packages manually, import them, and manage their distribution
to hosts.

Follow these instructions:

1. Select on the .
2. Selectthe tab.

3. Click .
shows you the available updates that need to be downloaded manually.

4. Click the link shown under or click and paste it to your browser.
5. Follow the instructions shown on the vendor's website to download the update package.

Note: You can also replace the stored package for an update if necessary, for example if the file did
not download fully.

6. When the update package is downloaded, click and select the downloaded file.
The status for the update changes to and it is ready for distribution.
7. Click

Policy Manager distributes the software update according to the settings for your network.

8.11.3 Excluding software updates from automatic installation

You can enter the name and bulletin ID for any software that you do not want Software Updater to update
automatically.

Exclusionis based on the update installation status reported by managed hosts. When a host starts installing
missing updates, it checks for any excluded updates and reports that they were not installed due to exclusion
by the administrator. This also means that excluded updates do not immediately disappear from the list
onthe tab, because the hosts only report the installation status once they attempt to
install the missing update.

Follow these instructions:

1. Selectthe target domain.

2. To manually enter the details for the software updates that you want to exclude:
a) Gotothe tab and select >
b) Under , click
c) Enterthe details for the update that you want to exclude.

You can enter both the name of the software and the bulletin ID for the specific update. The software
name can include a product name and a service pack name. For example "windows sp3" will match
all windows updates related to SP3. If you use the bulletin ID for excluding updates, only updates
matching the exact bulletin ID will be excluded.

You can also select a software vendor to exclude. If you select a vendor and do not enter any other
details, all updates for that vendor's software are excluded.

3. To exclude a software update from the current list of available updates:

a) Onthe page, right-click the update that you want to exclude.

b) Select to use the update name givenin the columnor
to use the bulletin ID.

Note: If you exclude an update by its software name, any other updates that use the same name
are also excluded.
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4. Click the following icon to distribute the policy:

@

Any updates for software matching the entered text, selected software name, or bulletin ID is now excluded
from automatic installation. You can click inthe columnunder
to see a list of the updates currently found for the entered software.

8.11.4 Checking the status of software updates in your network

Onthe page, you can check the status of software updates in your network.

The page provides a list of updates for the software in use within your network. Each
entry onthe listincludes the software in question, category, ID and description for the update, corresponding
knowledge base (KB) number, as well as the update statusifa single host is selected. If you selectadomain
or multiple hosts, you can click to see the update status. From this page, you can check which
computers are missing selected updates, and also install the missing updates to those computers.

The columninthe view also shows you if you need to download the
update package manually, or if the package has already been downloaded manually. These status links
open the view.

Tip: Youcanalsousethe field onthe page to find hosts that

are missing an update. You can use any of the visible criteria for the update as a keyword for your search.

Installing missing software updates
You can install missing software updates manually.
To install the missing software updates:

1. Select the target domain.
2. Onthe page, select the updates that you want to install.
3. Click

8.11.5 Allowing end users to manage software updates

You can allow users to see the Software Updater options in the local user interface so that they can install
available updates.

Note: This feature is only available for version 15 and newer clients.
Follow these instructions:

1. Selectthe target domain.

2. Gotothe tab and select >
3. Select
4. Click the following icon to distribute the policy:

@

8.11.6 Configuring a third-party HTTP proxy for Software Updater

You can set up Software Updater to receive its updates through an external HTTP proxy.

Policy Manager works as a proxy for the software update packages by default, and the default cache size
is set to 10 GB (you can configure this setting in Policy Manager Console). However, some organizations
or network setups may require the use of a dedicated third-party proxy.

To configure the proxy and caching for Software Updater updates:

1. Install and configure the proxy of your choice.
For example, with Squid, make the following configurations in squi d. conf :

a) Setthe disk cache to 100 GB:
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cache_dir ufs /var/spool/squid 100000 16 256

b) Setthe maximum caching file size:
maxi mum obj ect _size 2048 MB

c) Configure the proxy to be used for software updates only (Software Updater is identified by its
User-Agent name):

acl FSecSwUp browser F- SecureSoftwareUpdat er
http_access al |l ow FSecSwUp

http_access deny all

Once the caching proxy is up and running, it needs to be added to the Software Updater policy.
2. Configure the Software Updater policy.

a) Gotothe tab and select >
b) Set to .
c) In , enter the address and port for the proxy

( ).

8.12 Endpoint Detection and Response

You can manage the distribution and basic operations of WithSecure Endpoint Detection and Response
(EDR) sensors with Policy Manager.

Note: More advanced incident-related information and operations are available in the WithSecure Endpoint
Detection and Response portal. to see the documentation for the portal.

WithSecure Endpoint Detection and Response gives you instant visibility into your IT environment and
security status from a single pane of glass. It keeps your business and data safe by detecting attacks fast
and responding with expert guidance with the possibility of elevating the hardest cases to our cyber security
specialists.

Organizations can be breached in many ways. Increasingly, the attacks are fileless and do not require
attackers to install malware on desktops or laptops. Advanced Persistent Threats (APT) and cyber threats
are an extremely costly problem for companies. They are difficult to recognize just using traditional protection
methods. Also, these attacks can be difficult to analyze and respond to. Defending against these attacks
requires both the latest technological solutions and the expertise to analyze and understand the available
data.

With its deep bi-directional intelligence and high level of automation, WithSecure Endpoint Detection and
Response protects against advanced threats even before breaches happen. It detects incidents with
lightweight sensors, which are installed on monitored hosts in the organization. Sensors collect data on
behavioral events, such as files being accessed, processes or network connections being created, or
something being written into the registry or system log. These events are then further analyzed in the
backend. The solution does not just to do real-time detections, but also makes detections based on applying
new rules to old data.

Often targeted attacks could go unnoticed for months or even years. With WithSecure Endpoint Detection
and Response, you can prevent the attack from breaching critical servers through the targeted hosts.

8.12.1 Activating endpoint sensors

Endpoint sensors are lightweight, discreet sensors, which are included in Client Security 14.10 and Server
Security 14.00 and newer. These sensors collect behavioral data from endpoint devices and are specifically
designed to withstand a wide range of attacks.

You need an activation keycode for registering the Endpoint Detection and Response (EDR) sensors.
Contact your partner to get your EDR for Business Suite keycode.

Follow these instructions:

1. Selectthe target domain.
2. Gotothe tab and select >


http://%3cproxy_address%3e:%3cport_number
product.html#business/edr/latest/en
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3. Enter your sensor activation keycode for the corresponding host type (workstations or servers).
4. Select
5. Click the following icon to distribute the policy:

@

8.12.2 Reactivating endpoint sensors

You can reactivate endpoint sensors and register managed hosts as new devices in the background EDR
backend.

To do this, follow these steps:

1. Selectthe target domain.

2. Gotothe tab, and in Standard view, select >
3. Uncheck

4. Click the following icon to distribute the policy:

@

5. Wait for the sensor status in Policy Manager to become
6. Select back or clear the policy override.

8.12.3 Activating endpoint sensors in VDI

The endpoint sensors can be deployed to a Virtual Desktop Infrastructure (VDI) environment.
Follow these step:
1. Prepare golden image and install Client Security or Server Security to it.

Note: Do not activate the endpoint sensor at this point.

2. Create a new policy domain and configure policies to activate the endpoint sensor as instructed in
on page 100.

3. Createimportrule asinstructedin on page 26to automatically register clones to the policy
domain that you created in the previous step.

4. Deploythe clones, wait for them to appear in the dedicated policy domain and for the sensor registration
status to change from "N/A" to "Registered".

8.12.4 Checking the status of endpoint sensors

You can see the status of deployed Endpoint Detection and Response endpoint sensors on the
tab.

Policy Manager shows you the connection status of the sensors as well as any errors related to activation,
for example if the subscription is not valid or has expired.

To check the status of endpoint senors:

Select the tab and go to the page.
This page shows you basic information on the endpoint sensors in your managed network.

More details and operations are available in the Endpoint Detection and Response portal. The >
page in Policy Manager has a link that opens the portal in your web
browser. You receive access credentials for the portal in connection with your sensor activation keycodes.

8.12.5 Isolating hosts from the network
You can isolate one or more hosts from the network.
Note: Use network isolation with caution and only in case of a network attack.

To isolate a host from the network:
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1. Selectthe target host in the policy domain tree.

2. Gotothe tab.
3. Click under .
This isolates the selected host from the network.
4. Toreconnect an isolated host to the network, click onthe tab.
Isolated hosts are shown on the section of the dashboard.

8.13 Hiding notifications on managed hosts

You can hide the security notifications and computer restart prompts from end users.
Policy Manager includes separate settings for the visibility of notifications on workstations and servers.
Follow these instructions:

1. Selectthe target domain.
To hide security notifications and computer restart prompts from end users:

a) Gotothe tab and select > .
b) Under , select from drop-down lists for workstations and
servers.

2. Click the following icon to distribute the policy:

@

8.14 Hiding the local user interface on managed hosts

You can hide the user interface for products so that end users do not see the product and cannot modify
its settings.

Follow these instructions:

1. Select the target domain.

2. Gotothe tab and select > .
3. Under , clear the checkbox.
4. Click the following icon to distribute the policy:

@

8.15 Preventing users from changing settings

If you want to make sure that the users cannot change some or any of the virus protection settings, you
can make these settings final.

There are different possibilities for doing this:

« If you want to prevent users from changing a certain setting, click on the lock symbol beside it.

*  When you are on one of the pages on the tab, you can set all the settings on the page final at
once by clicking . This page-specific shortcut affects only the settings that have
an attached lock symbol and it operates all lock symbols on the page at once.

» If you want to make all settings for both virus protection and firewall final, go to the tab and

page, and click

8.15.1 Setting all virus protection settings as final
In this example, all the virus protection settings are set as final.
Follow these instructions:

1. Select onthe
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2. Gotothe tab and select >
3. Select

4. Click

5. Click the following icon to distribute the policy:

@

8.15.2 Preventing changes to protected WithSecure files and
processes

You can switch on tamper protection to make sure that end users cannot make changes to protected
WithSecure files even if they have administrator privileges.

Tamper protection protects the WithSecure product installers against end-user and third-party changes
and the WithSecure services, processes, files, and registry entries against any controlling attempts.

Forexample, when tamper protection is switched on, it blocks any attempt to modify protected configuration
files or registry keys, or to shut down WithSecure services or processes, and sends an alert of the
modification attempt to Policy Manager.

Note: Tamper protection is only supported in Client Security and Server Security versions 15.00 and
newer.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >
3. Under , select
4. Click the following icon to distribute the policy:

@

8.16 Monitoring viruses on the network

Policy Manager offers different ways and levels of detail for monitoring infections on your network.

The best way to monitor whether there are viruses on the network is to check the

section of the view on the tab. If it displays new infections, you can
access more detailed information by clicking . It takes you to the tab
and page, where you can see details of each host’s infection status.
You canalso checkthe and tabsto see the scanning reports from different hosts.

8.17 Testing your antivirus protection

Totest that the managed security products operate correctly, you can use a special test file that is detected
as though it were a virus.

This file, known as the EICAR Standard Anti-Virus Test File, is also detected by several other antivirus
programs. You can also use the EICAR testfile to test your email scanning. EICAR is the European Institute
of Computer Anti-virus Research. The Eicar info page can be found at

You can test your antivirus protection as follows:
1. You can download the El CARtest file from

Alternatively, use any text editor to create the file with the following single line in it:

X500 PY@AP[ 4\ PZX54( P*) 7CC) 7} $EI CAR- STANDARD- ANTI VI RUS- TEST- FI LE! $H+H*
2. Save this file to any name with a. comextension, for example EI CAR. COM

Make sure that you save the file in the standard MS-DOS ASCII format. Note also that the third character
of the extension is an upper-case O, not numeral 0.


https://www.eicar.org
https://www.eicar.org/download-anti-malware-testfile/

3. Now you can use this file to see what it looks like when the product detects a virus.

Naturally, the file is not a virus. When executed without any virus protection, EIl CAR. COMdisplays the
text El CAR- STANDARD- ANTI VI RUS- TEST- FI LE! and exits.
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9

Virus information

Topics: This section contains useful general information about viruses and virus
handling.
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9.1 Malware information and tools on the WithSecure web pages

You can find a list of sources of information about malware and useful tools on the WithSecure web site.
For information of the latest security threats you can check these sources:

«  WithSecure™ Labs:
« Latest Advisories:
¢ Labstools:

9.2 How to send a virus sample to WithSecure

This section covers information on sending a virus sample to the WithSecure Labs.

9.2.1 How to package and send a virus sample
All files should be sent in ZIP archive only.

To package the virus samples you can download a trial version of WinZip at .Afree
InfoZIP utility is also available at

All ZIP packages should be named using only English letters and numbers. You can use long file names.

To be sure that we receive the ZIP archive, protect the ZIP file with the password i nf ect ed. Otherwise
any malware sample you attempt to send to us may be removed by an intermediary server as a safety
measure. Using the "infected" password is an industry standard, and content scanning gateways that scan
HTTPS traffic usually let it through.

Submit the packaged sample through the WithSecure sample submission portal at

9.2.2 Finding new malware

If you suspect that your computer has an unknown infection that is not detected by your antivirus software,
you can use this checklist to get more information.

1. Check the root of %PROGRAMFILES %, %APPDATA%, %PROGRAMDATA% for any exe files or
directory names that look randomly generated.
2. Download Autoruns, Process Explorer, and Sigcheck from Microsoft Sysinternals

( ).

Note: You should do this on a separate system and rename the tools, as malware quite often
self-terminates when it detects Sysinternals tools and knows that it is being investigated.

3. Check all automatically starting programs with Autoruns.

To get more readable results, use filtering options to hide signed and Microsoft files. However, some
malware uses stolen certificates or install a fake root certificate, so use this approach with caution.

Entries with "(verified)" in the publisher column are unlikely to be malware.
4. If Autoruns did not find anything, check your system with Process Explorer.

5. Use Sigcheck to check the integrity of file signatures.
Anything with a broken signature is either infected with a virus or indicates a disk problem.

6. Check your system with GMER rootkit detector ( ).

9.2.3 What should be sent

Here you will find what files and details to send, as viruses are not all of the same type, so they cannot all
be sent in one specific way.

Note: As arule of thumb, if a file is already detected and is not a false alarm, there is no need to send us
a sample.

The following lists what to send according to the virus types:


https://labs.withsecure.com/
https://labs.withsecure.com/advisories
https://labs.withsecure.com/tools
http://www.winzip.com/
http://www.info-zip.org/pub/infozip/
https://www.withsecure.com/sas
http://sysinternals.com
http://www.gmer.net/
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1. Malware (malicious programs):

If you are sending a sample of a suspected standalone malware (worm, backdoor, trojan, dropper),
specify the location of the file on the infected system and the way it was started (registry, . i ni files,
Aut oexec. bat , etc.). A description of the source of the file is also useful.

2. Afalse alarm from one of our antivirus products:

If you receive a missed or incorrect detection, or a false alarm with Client Security, check that you have
the latest virus definition databases in use. If you still get a false alarm even with the latest databases
in use, try to send us the following:

« thefile in question,

« the Client Security version number,

« the last virus definition updates date,

» adescription of the system configuration,

« adescription of how to reproduce the problem, and
« the Client Security scanning report file.
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Chapter

10

Windows Management Instrumentation

Topics:

Policy Manager provides Windows Management Instrumentation (WMI)
integration, which you can use, for example, to integrate Remote
Monitoring and Management (RMM) tools with Client Security.

On a service provider level, WMI integration is often used to provide
better management of several functions, such as asset discovery and
management, configuration, process and service automation, security
services, and backups.
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10.1 WMI integration

Policy Manager uses a Windows Management Instrumentation (WMI) interface to collect read-only status
information on client applications.

The WMI interface uses a vendor-specific agent installed on the host to forward the collected information
tothe management console server. No configuration options or general security management functionality
are exposed through the WMl interface.

Administrators can also use the WMI interface to remotely start a full scan of the host computers.

RMM tool displays
information collected
by the RMM clients

Windows Management
Instrumentation

A
RMM agent installed
on each machine
A
[ |
L
A

< namespaces to RMM agent via

l;l g the F-Secure WMI provider

The following classes can be retrieved from Client Security clients through the WMl interface:

Policy Manager Q’ I;| Client Security eﬁ(ﬁ\oses the WMI
[

* Product version

* Real-time scanning status

» Virus definition database information

* Firewall status

« Firewall security level (profile)

» Firewall versions

* Application Control status

* Time of last connection to Policy Manager
* Time of last policy update from Policy Manager
* Name of Policy Manager profile in use

* DeepGuard status

» Browsing protection status

« Email filtering status

« Software Updater status (status of automatic installation of security updates, counts for missing updates
split by type; critical, important, and other)

10.1.1 Obtaining properties via WMI

Instructions on how to obtain properties via WMI.

1. Turn onthe WMI Provider setting in Policy Manager Console settings as follows:
a) Goto >
b) Enable
c) Distribute policies.

2. Open with the administrator rights.

3. Atthe command prompt, enter commands as shown below to retrieve, for example, the following classes
and properties:
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Requesting a listing of all singleton instances

Get - Wri Obj ect - Nanespace root/fsecure -List | where {

$ .Qualifiers["Singleton"].Value }

Retrieving product version

$product = Get-Wr Obj ect -Nanmespace "root/fsecure" -d ass Product

Wite-Host Version: $product. Version

Result:

Versi on: 18.15

Retrieving real-time scanning status

$av = Get-Wri bj ect - Nanmespace "root/fsecure" -d ass
Wite-Host "Is real-tine scanni ng enabl ed: "

Result:

Is real -tine scanni ng enabl ed: True

AvDefinitions
$av = Get-Wn Obj ect - Nanespace "root/fsecure" -d ass
$status = if ($av. AvDefinitionsAgel nHours -1t 7*24){

"up to date" } else { "outdated" }
Wite-Host "AV definitions are" $status

Result:

Av definitions are up to date

Firewall status

$fw = Get-Wri Obj ect - Nanespace "root\fsecure" -d ass
Wite-Host "Is firewall enabled: " $fw Enabl ed

Result:

Is firewall enabl ed: True

Time of last policy update from Policy Manager

$cm = Get - Wn Obj ect - Nanespace "root\fsecure" -d ass
Wite-Host "PolicyUpdateTinme: " $cm Pol i cyUpdat eTi ne

Result:

Pol i cyUpdat eTi me: 20181001144235. 000000+000

DeepGuard status:

$av = Get-Wr Obj ect -Nanmespace "root\fsecure" -C ass

Anti Virus2

$av. Real Ti meScanni ngEnabl ed

Anti Virus2

Fi rewal |

Cent r al Managenent

Anti Virus2

Wite-Host "Is DeepGuard enabl ed:" $av. DeepQuar dEnabl ed

Result:

| s DeepCGuard enabl ed: True
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Browsing protection status:
$i net = Get-Wr Obj ect - Namespace "root\fsecure" -d ass |nternet

Wite-Host "Is Browsing Protection enabled:"
$i net . Browsi ngPr ot ecti onEnabl ed

Result:

I's Browsi ng Protection enabl ed: True

Software Updater status (status of automatic installation of security updates, counts for missing
updates split by type; critical, important, and other)

$su = Get-Wn Obj ect - Nanespace "root\fsecure" -C ass SoftwareUpdater
Wite-Host "Enabled: " $su. Enabl ed

Wite-Host "lInstall SecurityUpdatesAutomatically: "

$su. I nstal | SecurityUpdat esAut omatically

Wite-Host "M ssingCritical Updat esCount: " $su. M ssingCOriti cal Updat esCount
Wite-Host "M ssingl nmportant Updat esCount: "

$su. M ssi ngl npor t ant Updat esCount
Wite-Host "M ssingQt her Updat esCount: " $su. M ssi ngQt her Updat esCount

Result:

Enabl ed: True

I nstal | SecurityUpdatesAutomatically : 0
M ssingCritical Updat esCount : 2

M ssi ngl npor t ant Updat esCount : 1

M ssi ngQt her Updat esCount : 1

subscription status:
$li cense = Get-Wri Obj ect -Nanmespace "root\fsecure" -C ass LicenseStatus

Wite-Host "License status: " $license.Valid "; End date: "
$l i cense. EndDat e

Result:

Li cense status: True ; End date: 20191231235959. 000000+000

Last manual scan report information:

$report = Get-Wri Obj ect - Nanespace "root\fsecure" -d ass
Last Manual ScanRepor t

Wite-Host "Harnful ltemsFound: " $report. HarnfulltensFound
Result:

Har nf ul | t emsFound: Fal se

Last scheduled scan report information:

$report = Cet-Wr Obj ect -Nanespace "root\fsecure" -C ass
Last Schedul edScanRepor t

Wite-Host "Harnful ltemsFound: " $report. HarnfulltensFound
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Result:

Har nf ul | t ensFound: True

10.2 WMI classes for integration

This appendix provides details on the classes used for Windows Management Instrumentation (WMI)
integration in Policy Manager.

10.2.1 WMI classes

This section provides details on the classes used for WMI integration in the product.

AvDefinition

Provides information on the Anti-Virus engine.

Property Name Description Type

Engineld Unique identifier of the uint32
corresponding engine

EngineName User-friendly name of the string
corresponding engine

EngineVersion Version of the corresponding string
engine

UpdateSerialNumber Unique identifier of the installed  string
update

UpdateTime Time when the update was datetime
installed

AvScanResult

Result of the scan for viruses.

Property Name Description Type
StartTime Time when scan was started datetime
EndTime Time when scan finished datetime
InfectedFilesCount Number of infected files found in  uint32
the scan
InfectedSectorsCount Number of infected sectors found uint32
in the scan
ScanningReportFilePath File path to the scan report string
API

Provides basic information on the WMI namespace API.

Property Name Description Type

Version Actual version of this API string




Product
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Provides information on the currently installed security product.

Property Name Description Type
Name Name of the product string
Version Version of the product string
Build Build of the product string
AntiVirus

Provides information on anti-virus modules and allows running a full computer scan.

Property Name Description Type
RealTimeScanning Status information for real-time = component
scanning
DeepGuard Status information for DeepGuard component
AvDefinitionsUpdateTime Time of latest update to Anti-Virus datetime
definitions
AvDefinitions List ofinstalled Anti-Virus engines AvDefinition
Method Name Description Return Type
ScanComputer Starts a full computer scanand  AvScanResult
waits for completion
Firewall : Component
Provides information on Firewall.
Property Name Description Type
Enabled Current state of Firewall boolean
SecurityLevel Current security level of Firewall ~ string
ApplicationControl Current state of Application component
Control
Version Version of Firewall string
Build Build of Firewall string
CentralManagement
Provides information on interaction with the protection service.
Property Name Description Type
LastConnectionTime Time of the last connection to the datetime
protection service
PolicyUpdateTime Time of latest policy update datetime
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Property Name Description Type
Profile Currently installed profile Profile
SoftwareUpdater : Component

Provides information on Software Updater.

Property Name Description Type
Enabled State of Software Updater boolean
InstallSecurityUpdatesAutomatically Type of updates installed uint32

automatically by Software
Updater:

* 0:None

» 1: Critical

» 2:Critical and important
+ 3:All

MissingCriticalUpdatesCount Number of missing critical updates

MissingimportantUpdatesCount Number of missing important
updates

MissingOtherUpdatesCount Number of missing updates other
than critical and important

uint32

uint32

uint32

Internet

Provides information on Internet security components.

Property Name Description Type
BrowsingProtection State of browsing protection component
EmailFiltering State of email filtering component
subscriptionStatus
Provides information on the currently used subscription.
Property Name Description Type
Valid Validity status of the subscription boolean
EndDate The end date of the subscription datetime
AntiVirus2
Simplified class for providing information on anti-virus modules.
Property Name Description Type
RealTimeScanningEnabled Status information for real-time  boolean

scanning

DeepGuardEnabled Status information for DeepGuard

boolean



Policy Manager | Windows Management Instrumentation | 115

Property Name Description Type
AvDefinitionsAgelnHours Age of Anti-Virus definitions in uint32
hours

LicenseStatus

Provides information on the current subscription status.

Property Name Description Type
Valid Validity status of the license boolean
EndDate The end date of the subscription boolean
DaysTillEndDate The number of days till the end uint32

date of the subscription

LastManualScanReport

Provides information on the last manual scan run by a user.

Property Name Description Type

Valid Indicates whether the report was boolean
successfully found and loaded

StartTime The time when the scan was datetime
started

Endtime The time when the scan finished datetime

StartTimelnHoursAgo The time when the scan was uint32

started (in hours ago)

EndTimelnHoursAgo The time when the scan finished  uint32
(in hours ago)

InfectedFilesCount The number of infected files found uint32
in the scan

TotalScannedFilesCount The total number of files scanned uint32

HarmfulltemsFound Indicates whether harmful items  boolean
were found

ScanningReportFilePath The file path to the scan report string

LastScheduledScanReport

Provides information on the last scheduled scan.

Property Name Description Type

Valid Indicates whether the report was boolean
successfully found and loaded

StartTime The time when the scan was datetime
started

Endtime The time when the scan finished datetime



Property Name

StartTimelnHoursAgo

EndTimelnHoursAgo

InfectedFilesCount

TotalScannedFilesCount

HarmfulltemsFound

ScanningReportFilePath

Description Type

The time when the scan was uint32
started (in hours ago)

The time when the scan finished uint32
(in hours ago)

The number of infected files found uint32
in the scan

The total number of files scanned uint32

Indicates whether harmful items boolean
were found

The file path to the scan report string

Host identifier

Provides information on the managed host.

Property Name Description Type
Hostldentity Unique identifier for the host. string
HostldentityType Type ofthe host's unique identifier string

(for example SMBI OSGUI D,
RANDOMGUI D, W NS, or MAC).

10.2.2 WMI classes in the Windows registry

All the WMI classes described in this section are also reflected to the Windows registry.

The classes can be found under the following path:
for 64-bit systems: HKEY _LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ F- Secur e\ Moni t ori ng
for 32-bit systems: HKEY_LOCAL_MACHI NE\ SOFTWARE\ F- Secur e\ Moni t ori ng

Note: The WMI Provider setting must be turned on in the Policy Manager Console settings for this registry

key to appear.
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Troubleshooting

Topics: If you have problems when using the product, you can find possible
solutions in this section.
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11.1 Policy Manager Server and Policy Manager Console

Issues regarding Policy Manager Server and Policy Manager Console.
Why doesn't Policy Runtime errors, warnings and other information can be found in the files:

Manager Server start? C.\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ | ogs\ f spns-webapp-errors. | ogand
C.\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ |l ogs\fspns-service. | og.

Check that the access rights (pr oper ti es/ security/ perm ssi ons)
includes the Local Service user account. If Local Service is not listed as an
authorized user, add the user manually, and set the accessrightsto

Propagate the access rights to the installation and program data directories (by
defaultC: \ Program Fi | es\ Wt hSecur e\ Pol i cy Manager Server and
C:\ ProgranmDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Ser ver\ dat a\ ) and all its subdirectories. After these changes, restart the
Policy Manager Server service or reboot the computer.

The Local Service account is the Windows system account, and the Policy
Manager Server service is started under this user account. With normal
installation, the directory access rights forthe Managenent Server 5directory
are automatically set correctly. If the directory is copied by hand or, for example,
restored from backup, the access rights might be deleted. In this case execute
the steps described in the previous paragraph.

Where are the log files The log files are located in:
and configuration files C:\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager

located for Policy S J
Manager Server? erver\|l og

The configuration files are in:
C. \ProgramFil es\Wt hSecure\Pol icy Manager\ Pol i cy Manager
Server\ confi g\

Where are the Policy The logfileis:

I\_Ilanager Console log C:.\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
files located? o
Consol e\l og\ Adm ni strator-error. | og

Policy changes applied with the operation are logged to:

C:\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\l og\fspns-policy-audit.|og.

I have lost the admin  If you have lost the password for the adni n user, or if the account was

password. Can | accidentally deleted, you can reset the user account for Policy Manager on
retrieve or reset the Windows with the following tool:
password?

C.\ProgramFil es\Wt hSecure\Pol i cy Manager\ Pol i cy Manager
Server\ bi n\reset - adm n-account . bat

For Policy Manager on Linux, use the following script to reset the user account:
/opt/f-secure/fspns/bin/fspns-reset-adm n-account

Note: You need to stop Policy Manager Server manually before running the
reset tool.

Howcantheserverrole The Domain Controller server and Member/Standalone server use different
change stop Policy types of accounts: domain accounts on Domain Controller and local accounts
Manager Server from on Member server. Because Policy Manager Server uses its own account to
working? run, this account becomes invalid with the role change.
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security hardening
stop Policy Manager
Server from working?

Why does Policy
Manager Console lose
the connection to
Policy Manager
Server?

How can | change the
ports where the server
listens for requests?
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The easiest way to restore Policy Manager Server after a server role change is
to re-install Policy Manager Server with the option
selected. This will recreate the Policy Manager Server account and reset all file
access rights to the correct ones.

Access rights restrictions, especially restrictions under the %Gy st enRoot %
directory (c: \ wi ndows orc: \ wi nnt ) can stop Policy Manager Server from
starting, as its own account (Local Service) needs to be able to read the network
related DLL and SYS files.

You must allow the Local Service account to 'read' the following directories:
%Byst enRoot %

%Syst enRoot % syst enB2

%Syst enRoot % systenB2\ dri vers

Some service restrictions can also prevent the Policy Manager Server service
from starting. For more information on these please consult the Microsoft
Windows Server documentation.

If Policy Manager Console is run on a separate computer from Policy Manager
Server, then the connection may be affected by network problems. There have
been numerous reports where, for example, a network switch change caused
loss-of-connection problems between Policy Manager Console and Policy
Manager Server. Usually these problems are fixed by updating the network
drivers to the latest version in the affected machines or by reconfiguring the
new switch and the network cards on the Policy Manager Console and Policy
Manager Server machines.

If Policy Manager Console is installed on the same computer as Policy Manager
Server, then there is a risk that Policy Manager Server could be under such a
heavy network load that it does not have any free network connections available.
Policy Manager Console and all hosts are competing for the same network
resources.

Possible solutions are to increase the polling intervals of hosts, to change the
Windows networking timeouts shorter, or to increase the number of Windows
networking ports.

Useful Windows networking settings are:

HKLM SYSTEM Cur r ent Cont r ol Set\ Servi ces
\ Tcpi p\ Par anet er s\ MaxUser Por t (maximum number of network ports,
default = 5000)

HKLM SYSTEM Cur r ent Cont r ol Set \ Servi ces
\ Tcpi p\ Par anet er s\ TcpTi medWai t Del ay (time to wait before closing
inactive network connection, default = 240 seconds).

Thenet st at - ancommand can be usedto check whetherthere are too many
connection open to the server.

By default, the Policy Manager Server admin module (the component that
handles requests coming from Policy Manager Console) listens in port 8080,
and the Policy Manager Server host module (the component that handles
requests from workstations) listens in port 80. These can be changed during
installation.

If you need to change the port numbers after installation:

1. Stop Policy Manager Server.
2. Openthe HKLM SOFTWARE\ W t hSecur e\ Pol i cy Manager\ Pol i cy
Manager Server registry key.
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3.

Edit the Adm nPor t Num(admin module), Ht t pPor t Num and
Ht t psPor t Num(host module) values and enter the new port numbers.

Make sure is selected as the option when entering the new
port number.

4. Start Policy Manager Server.

CAUTION: If you have workstations already configured to access
Policy Manager Server (through the Policy Manager Server host module)
you should not change the Policy Manager Server host port where
agents communicate, since you might reach a state where the
workstations will not be able to contact the server.

I'm using either the Policy Managerimplements its own trust relationship mechanism and managed
gateway, load clients do not trust certificates that are not issued by Policy Manager.

balancer, or other
services intercepting
TLS traffic in front of

Policy Manager (PM)or 1.

the Policy Manager

Proxy, and the 2.

managed clients are
refusing to connect.

4,

To work around this limitation, follow these instructions to import your own
certificates to the PM Database:

Export the custom gateway certificate (public part) in DER format (binary
encoding for X.509 certificates).
Open the H2 Console.

To enable the H2 Console, follow the instructions for the
h2Consol eEnabl ed property
* Open the admin port for Policy Manager in the browser
(htt ps:/ /1 ocal host : 8080 inthe default configuration) and enter the
administrator's user credentials.
» Select the H2 Console link to open the H2 Console.

. Prepare the query in the following format:

| NSERT | NTO | SSUED CERTI FI CATES VALUES (SERI AL, SUBJECT,
"TLS', ISSUED ON, 'manual ly inported', VALID UNTIL,
"FALSE', FILE READ('path to the certificate file'))

where:

* SERI AL - serial number of the imported certificate, it must be unique.
Using | SSUED ONas the SERI AL is a good option.

* SUBJECT -any string you wish to easily identify the certificate entry in
the database.

* | SSUED ON-the certificate creation date as atimestamp in milliseconds.

« VALI D_UNTI L —the certificate validity date as a timestampin

milliseconds, Policy Manager includes this certificate entry in the list of
trusted ones until it reaches the specified date.

Use this query as reference:

| NSERT | NTO | SSUED_CERTI FI CATES VALUES (1639559267000,
'customcert nane', 'TLS , 1639559267000, 'nmanually

i mported', 1671095267000, ' FALSE',

FILE READ(' c:\path_to_cert\certificate.der.cer'))

Run the query in the H2 Console to import the certificate.

The same approach applies to customize the Policy Manager Proxy certificate
if it replaces the one issued by Policy Manager.


https://community.withsecure.com/en/kb/articles/5631-policy-manager-advanced-configuration-settings
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11.2 Policy Manager Web Reporting

The locations of log and configuration files.

Thelogfilesarelocatedin: C. \ Pr ogr anDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\l og

The configurationfilesarein: The HKLM SOFTWARE\ W t hSecur e\ Pol i cy Manager\ Pol i cy Manager
Server)\ registry key

See also the Policy Manager Server configuration files: C: \ Program Fi | es\ Wt hSecur e\ Pol i cy
Manager Server\config

11.3 Policy distribution

Information on error messages you may see during policy distribution, and for the reasons and solutions.

"<setting nane>" Reason 1:
has val ue out of

tricti The value selected from a choice list is not among the choices on a sub-domain
restriction

or host, too high or low values are specified as range restriction boundaries,
"<setting nane>" or an empty choice list is specified.
has invalid

e When a domain includes hosts that have different product versions installed,
restriction

the MIB settings from the newest product version are used for editing the policy

"<setting nane>" values. As result, policy distribution may fail on hosts that have older versions
has invalid val ue: ofthe software installed, because the older versions do not support the new
"<val ue>" policy settings or values.

Reason 2:

You entered an integer value that is outside of the range restrictions.
Solution:

Divide the hosts into subdomains so that it is possible to set the new value for
hosts with the new software installed, and to use some older policy values for
other hosts. To do this:

1. Group the hosts into subdomains based on the installed product version.
For example, group hosts that have Client Security 6.x installed into one
sub-domain, and hosts that have Client Security 7.x installed into another
domain.

2. Set most of the settings on the root domain and create a sub-domains for
exceptions. This is a good solution if you have only a few hosts with the
older software versions installed.

"<setting nanme>" i s Reason:
required but

) The setting is required but it is currently empty.
undefi ned

Solution:

Enter a value or apply the operation to re-inherit the value from parent
domain or MIB. If the value is empty on several domain levels, you may need
to apply the operation several times.
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11.4 Frequently asked questions for Linux versions

You can find answers to common problems on Linux platforms here.

Question

Answer

Where are the log files and
configuration files located in
the Linux version?

Why are the files located so
unusually?

Why doesn't Policy Manager
Server start?

How can | start, stop, restart or
check the status of Policy
Manager components?

How can | specify an HTTP
proxy?

How can | change the default
ports (80 and 8080) in which
Policy Manager Server listens
for requests?

How can | change the default
port (8081) in which Web
Reporting listens for requests?

You can list all files and their places by entering the following commands
as a normal user:

* RPM-based distributions: r pm - gl
f - secur e- <conponent _nane>.

+ Debian-based distributions: dpkg - L
f - secur e- <conmponent _nane>.

You will find the log files in the following locations:

* Policy Manager Console:
/opt/f-secure/ fspnc/lib/Administrator.error.| og.

* Policy Manager Server:/ var/ opt/f-secure/ f spns/| ogs.
You will find the configuration files in the following locations:

« Policy Manager Console:
/opt/f-secure/fspnct/lib/Adm nistrator. properties.

* Policy ManagerServer:/ et c/ opt/ f - secur e/ f spns/ f spns. conf .

All files for Policy Manager have their own location according to the File
Hierarchy Standard. For more information on FHS, go to

Make sure you have run the configuration script:
[opt/f-secure/fspns/bin/fspms-config.

You can also check that the ports configured for Policy Manager Server
are active by logging inas r oot and running the net st at - | npt
command.

Policy Manager Server:/ etc/init.d/ fspns
{start|stop|restart|status}

The HTTP proxy configuration file is located in the server's data folder
/var/opt/f-securel/fspns/datalfspns. proxy.config.

Remember to restart Policy Manager Server in order to take the new
settings into use.

These ports are configured with the configuration script:
/opt/f-secure/fspns/bin/fspns-config.

The Web Reporting port is configured with the Policy Manager Server
configuration script: / opt / f - secur e/ f spns/ bi n/ f spns-confi g.


http://www.pathname.com/fhs/
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Question Answer

Can | set up my own schedule The server refreshes metadata for the latest WithSecure updates every
for updating WithSecure virus 10 minutes by default. To modify the default interval for refreshing the

definitions? updates metadata, use the following additional Java argument:
- Dupdat ePol I i ngl nt er val =n, where n is minutes, any integer value
>=1.

How can | update WithSecure As of version 13.00, Policy Manager Server does not support manual

virus definitions manually? polling as used for Automatic Update Agent in previous versions. Restart
Policy Manager Server to force a virus definitions check or customize the
polling interval as described in the previous question.

How can | publish WithSecure As of version 13.00, Policy Manager Server does not support

virus definitions manually from f sdbupdat e. r un as used for Automatic Update Agent in previous
the latest f sdbupdat e versions. For details on the new solution, see

package? on page 47.

How can | stop downloading The server automatically stops downloading all 12.x updates when all

some or all 12.x updates? clients are upgraded to newer versions. You can modify the subscription
listmanuallyinthe/ opt / f - secur e/ f spns/ confi g/ channel s. j son
configuration file.

Is there any diagnostictool |  Yes. Please use f sdi ag to collect information about your system and
canuse? related packages. When logged in as root, run:

/opt/f-secure/fspns/bin/fsdiag

All relevant information will be stored into the f sdi ag. t ar . gz archive
located in the current directory. You can then send that file to WithSecure
Customer Support by request.

How can | install softwareto  You can export installation packages to JAR files and use the

remote hosts from Policy i | aunchr . exe tool to install software on hosts, for example by using

Manager Console on Linux?  |ogon scripts. Please follow the process defined in the manual. You will
findthei | aunchr. exetoolinthe/ opt/f-secure/fspnt/bin
directory.

How can | configure Policy * Increasethe Host polling interval valuesto 30 -60 minutes

Manager for use in large in Policy Manager Console.

environments? « Use Policy Manager Proxy installation(s) to minimize the load on Policy
Manager Server caused by serving policies, database updates,
software updates, and installation packages to clients.
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Appendix

A

Using Policy Manager with a MySQL database

Topics:

You canuse a MySQL database to store Policy Manager's datainstead
of the standard H2 database.

If youwant to use MySQL with Policy Manager, you need to have MySQL
installed either onthe same machine as Policy Manager or on a different
node that it can access.

You can migrate your Policy Manager database from H2 to MySQL by
running the migration tool, which guides you through the required steps:

* OnWindows, runC: \ Program Fi | es\WthSecure\Policy
Manager Server\bin\fspnms-db-m grate-to-nysql.exe
e OnLinux, run
/opt/f-securel/fspns/bin/fspns-db-m grate-to-nysql

Alternatively, you can follow the steps given under
onpage 125 to runthe migration from
the command line.

Policy Manager supports Oracle MySQL 5.7, 8.

Note: If you are using MySQL version 8, you need to select
on the page of the
MySQL installer wizard.

Note: TLS connections are currently not supported.
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A.1 Migrating H2 data to MySQL using the command line

Follow these steps to configure MySQL and migrate your Policy Manager data from H2 to MySQL from the
command line.

Note: If your setup does not require you to run the migration on the command line, the easiest approach
is to use the migration tool (run C: \ Program Fi | es\ Wt hSecur e\ Pol i cy Manager

Server\ bi n\f spns-db-m grate-to-nysql . exe on Windows,

/ opt/f-secure/fspns/bin/fspns-db-m grate-to-nmysgl onLinux)and follow the instructions
given there.

Note: Depending on the amount of data stored in the database, the migration process can take only a few
minutes or up to an hour.

1.
2.

Stop the MySQL service.
Editthe my. i ni configuration file.
Change or add the following entry under the [ mysql d] section: max_al | owed_packet =100M

Note: For MySQL version 8, you also need to define the following property in the configuration file:
def aul t _aut henti cati on_pl ugi n=nysql _nati ve_password

. Start the MySQL service.
. Openthe MySQL Command Line Client and run the following commands to create the database schema

and users:

a) CREATE SCHEMA <schena>;
<schena>: replace this with the database name to be used by Policy Manager to store all its data.
The name can be anything distinguishable by the administrator and accepted as a valid database
name by MySQL, for example f spns orpol i cy_nanager .

b) CREATE USER <pm al | > | DENTI FI ED BY ' <al | _password>';

<pm al | >: replace this with the name of the MySQL user, which is used by Policy Manager to
initialize the database schema, such as creating all the necessary tables. The user name can be any
valid name accepted by MySQL.

<al | _passwor d>: replace this with the password for the <pm al | > MySQL user.

c) CREATE USER <pm rw> | DENTI FI ED BY ' <rw_passwor d>';
<pm_r w>: replace this with the name of the MySQL user, which is used by Policy Manager to access
the database while running. The user name can be any valid name accepted by MySQL.
<rw_passwor d>: replace this with the password for the <pm r w> MySQL user.

d) GRANT ALTER, ALTER ROUTI NE, CREATE, CREATE ROUTI NE, CREATE TEMPORARY

TABLES, CREATE VI EW DELETE, DROP, EXECUTE, |NDEX, | NSERT, LOCK TABLES,
REFERENCES, SELECT, UPDATE ON <scheme>.* TO <pmal |l >@ % ;

e) CRANT CREATE TEMPORARY TABLES, DELETE, EXECUTE, | NSERT, LOCK TABLES,
SELECT, UPDATE ON <schena>.* TO <pmrw-@ % ;

f) GRANT SUPER ON *.* TO <pm.al | >@ % ;

. Stop the Policy Manager service.
. Run the following command to start the migration:

* OnWindows, runC:. \ Program Fi | es\WthSecure\Policy Manager\Policy Manager
Server\ bi n\f spns-db-m grate-to-nysqgl. exe

* OnLinux,run/opt/f-secure/fspns/bin/fspnms-db-m grate-to-nysql



Note: If you are running the migration on Linux in headless mode, then you need to configure the MySQL
configuration parameters manually usingthe/ var / opt / f - secur e/ f spns/ dat a/ f spns. db. confi g
config file.

active. db=nysql

mysql

nysql

. type=nysql
mysql .
mysql .
. schema=<schenma>
nysql .
nysql .
nysql .
mysql .

host =<MySQL server address>
port=<MySQL server port>

init.user=<pmall>

i nit.password=<all _password>
user =<pm r w>

passwor d=<rw_passwor d>

If your MySQL setup supports replication and you want to take it into use, you need to grant additional
permissions for the Policy Manager database users by running the following commands in the MySQL
Command Line Client:

* GRANT REPLI CATI ON CLI ENT, SUPER ON *.* TO <pmal | >@ % ;

* GRANT REPLI CATION CLIENT ON *.* TO <pm rw=@ % ;

The SUPER privilege is required for the user changing the schema in order to replicate the stored routines.

Note: If bi nl og is enabled, only row-level replication is supported.



Appendix

License terms

Topics:
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B.1 WithSecure license terms

WithSecure license terms are included in the software setup and available at . You must
read and accept them before you can install and use the software.

B.2 Third-party license terms

This software includes and uses third-party code licensed under the following licenses.

B.2.1 Oracle Binary Code License Agreement for the Java SE
Platform Products and JavaFX

ORACLE AMERICA, INC. ("ORACLE"), FOR AND ON BEHALF OF ITSELF AND ITS SUBSIDIARIES
AND AFFILIATES UNDER COMMON CONTROL, IS WILLING TO LICENSE THE SOFTWARE TO YOU
ONLYUPONTHE CONDITION THAT YOUACCEPTALLOF THETERMS CONTAINED INTHIS BINARY
CODE LICENSE AGREEMENT AND SUPPLEMENTAL LICENSE TERMS (COLLECTIVELY
"AGREEMENT"). PLEASE READ THE AGREEMENT CAREFULLY. BY SELECTING THE "ACCEPT
LICENSE AGREEMENT" (ORTHE EQUIVALENT) BUTTON AND/ORBY USING THE SOFTWARE YOU
ACKNOWLEDGE THAT YOUHAVE READ THETERMS AND AGREE TO THEM. IF YOU AREAGREEING
TOTHESETERMS ONBEHALF OFACOMPANY OROTHERLEGALENTITY,YOUREPRESENT THAT
YOU HAVE THE LEGAL AUTHORITY TO BIND THE LEGAL ENTITY TO THESE TERMS. IF YOU DO
NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT WISH TO BE BOUND BY THE TERMS, THEN
SELECT THE "DECLINE LICENSE AGREEMENT" (OR THE EQUIVALENT) BUTTON AND YOU MUST
NOT USE THE SOFTWARE ON THIS SITE OR ANY OTHER MEDIA ON WHICH THE SOFTWARE IS
CONTAINED.

1. DEFINITIONS. "Software" means the software identified above in binary form that you selected for
download, install or use (in the version You selected for download, install or use) from Oracle or its authorized
licensees and/orthose portions of such software produced by jlink as output using a Program’s code, when
such output is in unmodified form in combination, and for sole use with, that Program, as well as any other
machine readable materials (including, but not limited to, libraries, source files, header files, and datafiles),
any updates or error corrections provided by Oracle, and any user manuals, programming guides and other
documentation provided to you by Oracle under this Agreement. The Java Linker (jlink) is available with
Java9and later versions. "General Purpose Desktop Computers and Servers" means computers, including
desktop and laptop computers, or servers, used for general computing functions under end user control
(such as but not specifically limited to email, general purpose Internet browsing, and office suite productivity
tools). The use of Software in systems and solutions that provide dedicated functionality (other than as
mentioned above) or designed for use in embedded or function-specific software applications, for example
but not limited to: Software embedded in or bundled with industrial control systems, wireless mobile
telephones, wireless handheld devices, kiosks, TV/STB, Blu-ray Disc devices, telematics and network
control switching equipment, printers and storage management systems, and other related systems are
excluded from this definition and not licensed under this Agreement. "Programs" means (a) Java technology
applets and applications intended to run on the Java Platform, Standard Edition platform on Java-enabled
General Purpose Desktop Computers and Servers; and (b) JavaFX technology applications intended to
run on the JavaFX Runtime on JavaFX-enabled General Purpose Desktop Computers and Servers. “Java
SE LIUM” means the Licensing Information User Manual — Oracle Java SE and Oracle Java Embedded
Products Document accessible at

. “Commercial Features” means
those features that are identified as such in the Java SE LIUM under the “Description of Product Editions
and Permitted Features” section.

2. LICENSE TO USE. Subject to the terms and conditions of this Agreement including, but not limited to,
the Java Technology Restrictions of the Supplemental License Terms, Oracle grants you a non-exclusive,
non-transferable, limited license without license fees to reproduce and use internally the Software complete
and unmodified for the sole purpose of running Programs. THE LICENSE SET FORTH IN THIS SECTION
2 DOES NOT EXTEND TO THE COMMERCIAL FEATURES. YOUR RIGHTS AND OBLIGATIONS
RELATED TO THE COMMERCIAL FEATURES ARE AS SET FORTH IN THE SUPPLEMENTAL TERMS
ALONG WITH ADDITIONAL LICENSES FOR DEVELOPERS AND PUBLISHERS.


https://www.withsecure.com/en/about-us/legal/terms
http://www.oracle.com/technetwork/java/javase/documentation/index.html
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3. RESTRICTIONS. Software is copyrighted. Title to Software and all associated intellectual property rights
is retained by Oracle and/or its licensors. Unless enforcement is prohibited by applicable law, you may not
modify, decompile, or reverse engineer Software. You acknowledge that the Software is developed for
general use in a variety of information management applications; it is not developed or intended for use in
any inherently dangerous applications, including applications that may create a risk of personal injury. If
you use the Software in dangerous applications, then you shall be responsible to take all appropriate
fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle disclaims any express
or implied warranty of fitness for such uses. No right, title or interest in or to any trademark, service mark,
logo or trade name of Oracle or its licensors is granted under this Agreement. Additional restrictions for
developers and/or publishers licenses are set forth in the Supplemental License Terms.

4. DISCLAIMER OF WARRANTY. THE SOFTWARE IS PROVIDED "AS IS" WITHOUT WARRANTY OF
ANY KIND. ORACLEFURTHER DISCLAIMS ALLWARRANTIES, EXPRESS AND IMPLIED, INCLUDING
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE OR NONINFRINGEMENT.

5. LIMITATION OF LIABILITY.IN NO EVENT SHALL ORACLE BE LIABLE FOR ANY INDIRECT,
INCIDENTAL, SPECIAL, PUNITIVE OR CONSEQUENTIAL DAMAGES, OR DAMAGES FOR LOSS OF
PROFITS, REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY THIRD PARTY, WHETHER
INANACTIONINCONTRACTORTORT,EVENIF ORACLEHASBEENADVISED OF THEPOSSIBILITY
OF SUCH DAMAGES. ORACLE'S ENTIRE LIABILITY FOR DAMAGES HEREUNDER SHALL IN NO
EVENT EXCEED ONE THOUSAND DOLLARS (U.S. $1,000).

6. TERMINATION. This Agreement is effective until terminated. You may terminate this Agreement at any
time by destroying all copies of Software. This Agreement will terminate immediately without notice from
Oracle if youfail to comply with any provision of this Agreement. Either party may terminate this Agreement
immediately should any Software become, or in either party's opinion be likely to become, the subject of
a claim of infringement of any intellectual property right. Upon termination, you must destroy all copies of
Software.

7. EXPORT REGULATIONS. You agree that U.S. export control laws and other applicable export and
import laws govern your use of the Software, including technical data; additional information can be found
on Oracle's Global Trade Compliance web site ( ). You agree
that neither the Software nor any direct product thereof will be exported, directly, or indirectly, in violation
ofthese laws, or will be used for any purpose prohibited by these laws including, without limitation, nuclear,
chemical, or biological weapons proliferation.

8. TRADEMARKS AND LOGOS. You acknowledge and agree as between you and Oracle that Oracle
owns the ORACLE and JAVA trademarks and all ORACLE- and JAVA-related trademarks, service marks,
logos and other brand designations ("Oracle Marks"), and you agree to comply with the Third Party Usage
Guidelines for Oracle Trademarks currently located at

.Any use you make of the Oracle Marks
inures to Oracle's benefit.

9. U.S. GOVERNMENT LICENSE RIGHTS. If Software is being acquired by or on behalf of the U.S.
Governmentor by aU.S. Government prime contractor or subcontractor (at any tier), then the Government's
rights in Software and accompanying documentation shall be only those set forth in this Agreement.

10. GOVERNING LAW. This agreement is governed by the substantive and procedural laws of California.
You and Oracle agree to submit to the exclusive jurisdiction of, and venue in, the courts of San Francisco,
or Santa Clara counties in California in any dispute arising out of or relating to this agreement.

11. SEVERABILITY. If any provision of this Agreement is held to be unenforceable, this Agreement will
remain in effect with the provision omitted, unless omission would frustrate the intent of the parties, in which
case this Agreement will immediately terminate.

12. INTEGRATION. This Agreement is the entire agreement between you and Oracle relating to its subject
matter. It supersedes all prior or contemporaneous oral or written communications, proposals,
representations and warranties and prevails over any conflicting or additional terms of any quote, order,
acknowledgment, or other communication between the parties relating to its subject matter during the term
of this Agreement. No modification of this Agreement will be binding, unless in writing and signed by an
authorized representative of each party.

SUPPLEMENTAL LICENSE TERMS


http://www.oracle.com/us/products/export
http://www.oracle.com/us/legal/third-party-trademarks/index.html
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These Supplemental License Terms add to or modify the terms of the Binary Code License Agreement.
Capitalized terms not defined in these Supplemental Terms shall have the same meanings ascribed to
theminthe Binary Code License Agreement. These Supplemental Terms shall supersede any inconsistent
or conflicting terms in the Binary Code License Agreement, or in any license contained within the Software.

A. COMMERCIAL FEATURES. You may not use the Commercial Features for running Programs, Java
applets or applications in your internal business operations or for any commercial or production purpose,
or for any purpose other than as set forth in Sections B, C, D and E of these Supplemental Terms. If You
want to use the Commercial Features for any purpose other than as permitted in this Agreement, You must
obtain a separate license from Oracle.

B. SOFTWARE INTERNAL USE FOR DEVELOPMENT LICENSE GRANT. Subject to the terms and
conditions of this Agreement and restrictions and exceptions set forth in the Java SE LIUM incorporated
herein by reference, including, but not limited to the Java Technology Restrictions of these Supplemental
Terms, Oracle grants you a non-exclusive, non-transferable, limited license without fees to reproduce
internally and use internally the Software complete and unmodified for the purpose of designing, developing,
and testing your Programs.

C. LICENSE TO DISTRIBUTE SOFTWARE. Subject to the terms and conditions of this Agreement and
restrictions and exceptions set forth in the Java SE LIUM, including, but not limited to the Java Technology
Restrictions and Limitations on Redistribution of these Supplemental Terms, Oracle grants you a
non-exclusive, non-transferable, limited license without fees to reproduce and distribute the Software,
provided that (i) you distribute the Software complete and unmodified and only bundled as part of, and for
the sole purpose of running, your Programs, (ii) the Programs add significant and primary functionality to
the Software, (iii) you do not distribute additional software intended to replace any component(s) of the
Software, (iv) you do not remove or alter any proprietary legends or notices contained in the Software, (v)
you only distribute the Software subject to a license agreement that: (a) is a complete, unmodified
reproduction of this Agreement; or (b) protects Oracle's interests consistent with the terms contained in
this Agreement and that includes the notice set forth in Section H, and (vi) you agree to defend and indemnify
Oracle and its licensors from and against any damages, costs, liabilities, settlement amounts and/or
expenses (including attorneys' fees) incurred in connection with any claim, lawsuit or action by any third
party that arises or results from the use or distribution of any and all Programs and/or Software. The license
set forth in this Section C does not extend to the Software identified in Section G.

D.LICENSE TODISTRIBUTE REDISTRIBUTABLES. Subjecttothe terms and conditions of this Agreement
and restrictions and exceptions set forth in the Java SE LIUM, including but not limited to the Java
Technology Restrictions and Limitations on Redistribution of these Supplemental Terms, Oracle grants
you a non-exclusive, non-transferable, limited license without fees to reproduce and distribute those files
specifically identified as redistributable in the Java SE LIUM ("Redistributables") provided that: (i) you
distribute the Redistributables complete and unmodified, and only bundled as part of Programs, (ii) the
Programs add significant and primary functionality to the Redistributables, (iii) you do not distribute additional
software intended to supersede any component(s) of the Redistributables (unless otherwise specified in
the applicable Java SE LIUM), (iv) you do not remove or alter any proprietary legends or notices contained
in or on the Redistributables, (v) you only distribute the Redistributables pursuant to a license agreement
that: (a) is a complete, unmodified reproduction of this Agreement; or (b) protects Oracle's interests
consistent with the terms contained in the Agreement and includes the notice set forth in Section H, (vi)
you agree to defend and indemnify Oracle and its licensors from and against any damages, costs, liabilities,
settlement amounts and/or expenses (including attorneys' fees) incurred in connection with any claim,
lawsuit or action by any third party that arises or results from the use or distribution of any and all Programs
and/or Software. The license set forth in this Section D does not extend to the Software identified in Section
G.

E. DISTRIBUTION BY PUBLISHERS. This section pertains to your distribution of the JavaTM SE
Development Kit Software (“JDK”) with your printed book or magazine (as those terms are commonly used
inthe industry) relating to Java technology ("Publication"). Subject to and conditioned upon your compliance
with the restrictions and obligations contained in the Agreement, Oracle hereby grants to you a non-exclusive,
nontransferable limited right to reproduce complete and unmodified copies of the JDK on electronic media
(the "Media") for the sole purpose of inclusion and distribution with your Publication(s), subject to the
following terms: (i) You may not distribute the JDK on a stand-alone basis; it must be distributed with your
Publication(s); (ii) You are responsible for downloading the JDK from the applicable Oracle web site; (iii)
You must refer to the JDK as JavaTM SE Development Kit; (iv) The JDK must be reproduced in its entirety
and without any modification whatsoever (including with respect to all proprietary notices) and distributed
with your Publication subject to a license agreement that is a complete, unmodified reproduction of this
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Agreement; (v) The Media label shallinclude the following information: “Copyright [YEAR], Oracle America,
Inc. All rights reserved. Use is subject to license terms. ORACLE and JAVA trademarks and all ORACLE-
and JAVA-related trademarks, service marks, logos and other brand designations are trademarks or
registered trademarks of Oracle in the U.S. and other countries.” [YEAR] is the year of Oracle's release of
the Software; the year information can typically be found in the Software’s “About” box or screen. This
information must be placed on the Media label in such a manner as to only apply to the JDK; (vi) You must
clearly identify the JDK as Oracle's product on the Media holder or Media label, and you may not state or
imply that Oracle is responsible for any third-party software contained on the Media; (vii) You may not
include any third party software on the Media which is intended to be a replacement or substitute for the
JDK; (viii) You agree to defend and indemnify Oracle and its licensors from and against any damages,
costs, liabilities, settlement amounts and/or expenses (including attorneys' fees) incurred in connection
with any claim, lawsuit or action by any third party that arises or results from the use or distribution of the
JDK and/or the Publication; ; and (ix) You shall provide Oracle with a written notice for each Publication;
such notice shall include the following information: (1) title of Publication, (2) author(s), (3) date of
Publication, and (4) ISBN or ISSN numbers. Such notice shall be sent to Oracle America, Inc., 500 Oracle
Parkway, Redwood Shores, California 94065 U.S.A, Attention: General Counsel.

F. JAVA TECHNOLOGY RESTRICTIONS. You may not create, modify, or change the behavior of, or
authorize your licensees to create, modify, or change the behavior of, classes, interfaces, or subpackages
that are in any way identified as "java", "javax", "sun", “oracle” or similar convention as specified by Oracle
in any naming convention designation.

G.LIMITATIONS ON REDISTRIBUTION. You may not redistribute or otherwise transfer patches, bug fixes
or updates made available by Oracle through Oracle Premier Support, including those made available
under Oracle's Java SE Support program.

H. COMMERCIAL FEATURES NOTICE. For purpose of complying with Supplemental Term Section
C.(v)(b)and D.(v)(b), yourlicense agreement shallinclude the following notice, where the notice is displayed
in a manner that anyone using the Software will see the notice:

Use of the Commercial Features for any commercial or production purpose requires a separate license
from Oracle. “Commercial Features” means those features that are identified as such in the Licensing
Information User Manual — Oracle Java SE and Oracle Java Embedded Products Document, accessible
at , under the “Description of
Product Editions and Permitted Features” section.

I. SOURCE CODE. Software may contain source code that, unless expressly licensed for other purposes,
is provided solely for reference purposes pursuant to the terms of this Agreement. Source code may not
be redistributed unless expressly provided for in this Agreement.

J. THIRD PARTY CODE. Additional copyright notices and license terms applicable to portions of the
Software are set forth in the Java SE LIUM accessible at

. In addition to any terms and
conditions of any third party opensource/freeware license identified in the Java SE LIUM, the disclaimer
of warranty and limitation of liability provisions in paragraphs 4 and 5 of the Binary Code License Agreement
shall apply to all Software in this distribution.

K. TERMINATION FOR INFRINGEMENT. Either party may terminate this Agreementimmediately should
any Software become, or in either party's opinion be likely to become, the subject of a claim of infringement
of any intellectual property right.

L.INSTALLATION AND AUTO-UPDATE. The Software's installation and auto-update processes transmit
a limited amount of data to Oracle (or its service provider) about those specific processes to help Oracle
understand and optimize them. Oracle does not associate the data with personally identifiable information.
You can find more information about the data Oracle collects as a result of your Software download at

For inquiries please contact: Oracle America, Inc., 500 Oracle Parkway, Redwood Shores, California
94065, USA.

B.2.2 Apache Software License - Version 2.0

See


http://www.oracle.com/technetwork/java/javase/documentation/index.html
http://www.oracle.com/technetwork/java/javase/documentation/index.html
http://www.oracle.com/technetwork/java/javase/documentation/index.html
https://www.apache.org/licenses/LICENSE-2.0
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B.2.3 Eclipse Public License -v 1.0

See

B.2.4 H2 License - Version 1.0

See

B.2.5 Common Development and Distribution License (CDDL)
Version 1.0

See

B.2.6 spring-asm Copyright Notice and Permissions

See

B.2.7 SLF4J Copyright Notice and Permissions

See

B.2.8 Liberica JDK End User License Agreement

THISEULAIS ABINDING AGREEMENTBETWEEN YOU AND BELLSOFT FOR THE USE OF LIBERICA
JDK (SOFTWARE). BY USING THE SOFTWARE YOU ACKNOWLEDGE THAT YOU HAVE READ THE
TERMS OF THIS EULA AND AGREE TO THEM. IF YOU ARE AGREEING TO THESE TERMS ON
BEHALF OF ACOMPANY OROTHERLEGALENTITY, YOUREPRESENT THAT YOUHAVE THE LEGAL
AUTHORITY TO BIND THE LEGAL ENTITY TO THESE TERMS.

1.

Liberica JDK is copyrighted software based on and is 100% Open Source Software.
Notwithstanding anything to the contrary stated in this EULA, installation or use of Open Source Software
shall be subject to the following license terms in its applicable version and the Terms and Conditions
of Open Source Software License and Third Party Licenses which prevail over this EULA:

BELLSOFT reserves the right to modify this EULA at any time and without prior notice by publishing
the most current version of the EULA on the following website:

. BELLSOFT does not offer support or maintenance for the SOFTWARE under this EULA (unless you

have entered into a separate written agreement for such support, in which case such separate agreement
shall apply).

. You agree to indemnify and hold BELLSOFT harmless, from and against any and all claims, liabilities,

damages, losses or expenses, including reasonable attorneys' fees and costs, due to or arising out of
Your use of SOFTWARE, your violation of the terms of this EULA or any applicable Open Source License
or Your violation or infringement of any third party rights.

. THE SOFTWARE IS PROVIDED AS IS WITHOUT ANY WARRANTY OF ANY KIND EXPRESS OR

IMPLIED: BELLSOFTHEREBY DISCLAIMS ALLWARRANTIES AND CONDITIONSWITHRESPECT
TOTHE SOFTWARE EITHER EXPRESS, IMPLIED ORSTATUTORY, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES AND/OR CONDITIONS OF MERCHANTABILITY, OF
SATISFACTORY QUALITY, OF FITNESS FOR A PARTICULAR PURPOSE, OF ACCURACY, OF
QUIET ENJOYMENT, AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS. BELLSOFT DOES
NOT WARRANT THAT THE FUNCTIONS CONTAINED IN, THE SOFTWARE WILL MEET YOUR
REQUIREMENTS, THAT THE OPERATION OF THE SOFTWARE WILL BE UNINTERRUPTED OR
ERROR-FREE, OR THAT DEFECTS IN THE SOFTWARE WILL BE CORRECTED. NO ORAL OR
WRITTEN INFORMATION OR ADVICE GIVEN BY BELLSOFT OR ITS AUTHORIZED
REPRESENTATIVE SHALLCREATE AWARRANTY.SHOULD THE SOFTWARE PROVE DEFECTIVE,
YOU ASSUME THE ENTIRE COST OF ALLNECESSARY SERVICING, REPAIR OR CORRECTION.

. TOTHE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT SHALL BELLSOFT BE LIABLE FOR

PERSONALINJURY,ORANY INCIDENTAL, SPECIAL, INDIRECT OR CONSEQUENTIALDAMAGES
WHATSOEVER, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, LOSS


https://www.eclipse.org/legal/epl-v10.html
http://www.h2database.com/html/license.html
https://opensource.org/licenses/CDDL-1.0
https://asm.ow2.io/license.html
https://www.slf4j.org/license.html
https://openjdk.java.net/
https://openjdk.java.net/legal/gplv2+ce.html
https://bell-sw.com/third_party_licenses/
https://bell-sw.com/liberica_eula/
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OF DATA, BUSINESS INTERRUPTION OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES,
ARISING OUTOFORRELATED TO YOURUSE ORINABILITY TOUSE THE SOFTWARE, HOWEVER
CAUSED, REGARDLESS OF THE THEORY OF LIABILITY (CONTRACT, TORT OR OTHERWISE)
AND EVEN IF BELLSOFT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In no
event shall BELLSOFT’s total liability to You for all damages (other than as may be required by applicable
law in cases involving personal injury) exceed the amount of fifty dollars ($50.00). The foregoing
limitations will apply even if the above stated remedy fails of its essential purpose.

7. The Agreement will be governed and interpreted in accordance with California legislation. Expressly
waiving their own places of venue or competence, the parties agree that all disagreements, disputes,
arguments or claims related to the Agreement, will be settled before the Courts and Tribunals of the city
of San Francisco.

8. Thefailure of BELLSOFT to exercise or enforce any rights or provisions of this EULA will not constitute
a waiver of such rights or provisions.

9. Should one or more provisions of this EULA be or become invalid or unenforceable, this shall not affect
the validity and enforceability of the remaining provisions of this EULA. The same shall apply iftthe EULA
does not contain an essential provision. In lieu of the invalid or unenforceable provision, or to fill a
contractual lacuna, such valid and enforceable provision shall apply which reflects as closely as possible
the commercial intention of the Parties as regards the invalid, unenforceable or missing provision.

10 The SOFTWARE shall not be supplied in any way, directly or indirectly, to an entity/person in North
Korea, Syria, Russia, Belarus, Iran, Sudan, or the Crimea Region of Ukraine. The SOFTWARE shall
not be suppliedin any way, directly or in- directly, to an entity or person that is on any other export control
restricted lists, including any entity that is owned 50% or more, directly or indirectly, by such restricted
entity or person. Accordingly, You confirm:

* You will not download, provide, make available, or otherwise export or re-export the SOFTWARE,
directly or indirectly, to countries prohibited by applicable laws and regulations nor to citizens,
nationals, or residents of those countries.

* Youare notlisted onthe United States Department of Treasury lists of Specially Designated Nationals
and Blocked Persons, Specially Designated Terrorists, and Specially Designated Narcotic Traffickers,
nor are You listed on the United States Department of Commerce Table of Denial Orders.

* You will not download or otherwise export or re-export the SOFTWARE, directly or indirectly, to
persons on the above-mentioned lists.

* Youwillnot use the SOFTWARE for, and will not allow the SOFTWARE to be used for, any purposes
prohibited by applicable law, including, without limitation, for the development, design, manufacture,
or production of nuclear, chemical, or biological weapons of mass destruction.
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