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Introduction

Chapter

Topics:

This guide describes how to use and manage Email and Server Security.
The solution can be licensed and deployed as standard or premium
version.

Depending on the selected license and installed components, some
product features may not be available. See the release notes for
additional information about using this product.

Note: For more information on the licensing and the product
deployment, see


https://www.withsecure.com/userguides/data/pdf/wsess16.00-deployment-eng.pdf
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1.1 Product contents

The product can be licensed and deployed as Email and Server Security (Standard) or Email and Server
Security Premium, on per-user or terminal connection basis.

Email and Server Security is a full-fledged antivirus solution with the same feature set as Server Security
and the Exchange and SharePoint protection-specific features.

The features that included with different product licenses:

Feature Email and Server Security Email and Server Security
Premium
Malware protection X X
DeepGuard X X
DataGuard X
Application control X
Firewall X X
Web traffic scanning X X
Browsing protection X X
Software Updater X
Offload Scanning Agent X X
Microsoft Exchange protection X X
Spam Control X X
Email Quarantine Manager X X
Microsoft SharePoint protection X X

1.2 Administering the product

The product can be used either in the stand-alone mode or in the centrally-managed administration mode.
The product is installed by exporting and running the MSi file.

Note: Acleaninstallation must be done locally. Upgrading the product can be either policy-based or local,
whichever option customers prefer.

You can obtain the MSi file using either the centrally-managed option (preferred) or the complete standalone
option. When using the centrally-managed option, Policy Manager is used to export the MSl file and then
the product is locally installed. This way the product can be managed via Policy Manager. When using the
complete standalone option, the installation MSil file can be requested from the WithSecure support team.
The following combinations are available: Email and Server Security + Exchange, Email and Server Security
+ Sharepoint, and Email and Server Security + Sharepoint and Exchange.

Note: After the installation, the following limitations apply: only the Exchange or SharePoint protection
settings can be locally managed in WebConsole; all the antivirus-related settings are limited by the local
user interface, which contains only a subset of all the product settings.

Stand-alone mode

You can use the Web Console to administer the product; monitor the status, modify settings, and manage
the quarantine.
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Note: With the Web Console, you can only manage the Exchange and Sharepoint protection settings.

Centrally managed administration mode
In the centrally managed administration mode, you can administer the product with Policy Manager.

You still can use the Web Console to monitor the product status, manage the quarantined content, and to
configure settings that are not marked as in the Policy ManagerConsole (settings marked as
are greyed out in Web Console).

Here's an example of how the Final flag looks like in Policy Manager:

Standard view Advanced view |

Root = Settings » Microsoft Exchange = Incoming email

Incoming email Sl
+ @ Mac g Allo

General

— EZ Microsoft Exchange - ) i s
B Intelligent file type recognition (&) Clear

General Intelligent file type recognition exclusion list:

Trusted senders:

e

Incoming email

Trusted recipients:
Outgoing email

Internal email Security options
Action on malformed mails: Drop the whole message
Spam control
Max levels of nested messages:
Quarantine Action on mails with exceeding nesting levels: Drop the whole message
g = g
B Quarantine problematic messages (8 ) Clear

O Motify administrator on malformed mails I:E_ijclear

Manual storage scanning
Scheduled storage scanning H

See the Policy ManagerAdministrator's Guide for detailed information about installing and using the Policy
Manager components:

1.3 Using Web Console

You can open the Web Console in any of the following ways:

« Goto > > >
« Enter the IP address and the port number of the host where the Web Console is installed in your web
browser. Note that the protocol used is https. For example: ht t ps: // 127. 0. 0. 1: 25023

When the Web Console login page opens, enter your user name and the password and click . Note
that you must have administrator rights to the host where the Web Console is installed.

1.3.1 Logging in for the first time

Before you log in to the Web Console for the first time, check that javascript and cookies are enabled in the
browser you use.

Note: We recommend that you use your company's own security certificate for the Web Console.

1.3.2 Modifying settings and viewing statistics with Web Console

To change the product settings, open the Web Console and use the left pane to navigate the settings you
want to change or statistics you want to view. For detailed explanations of all product settings, see
onpage77.
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1.3.3 Allowing hosts to access the web console

To access the web console from other hosts in the network, you need to allow them via Internet Information
Services (1IS).

To allow access to the web console for all hosts:

1. In Administrative Tools, start Internet Information Services (1IS) Manager.
2. Goto Sites > EssWebConsole.
3. Select Bindings.

Close

@ﬂ Internet Information Services (II5) Manager = X
S @ » DCHIG » Sites » EssWebConsole » P RESN ? B
File View Help
' bConsol :
e EssWebConsole Home
ﬂ,‘ E-—i L & 0 B Explore
@5 Start Page — Edit Permissions...
; Filter - ¥ Go - GyShow All | Group by: - E- sdivafiiet
v €3 EXCH16 (EXCH1B18\administ H80 TR U] Area sl
L} Application Pools ASP.NET Sl
w [ Sites o & - £ r]_ LAY q
5 @ Default Web Site 2 = a e o= 2 [E,
> 4§ EssWebConsole MNET NET NET Error NET  METProfile METReles .NET Trust View Applications
5 4 Exchange Back End Authorizat.. Compilation  Pages  Globalization Levels W il Db
v 2 A E| & " 5
R s B 2 e
NET Users  Application Connection Machine Key Pagesand  Providers  Session State © Restart
Settings Strings Controls P Start
@ B Stop
1= Browse Website
SMTP E-mail :
L = . = = Advanced Settings...
DI?E‘ §| ] --"m % GE_! Configure
Authentic... Compression  Default Directory  ErrorPages  Failed Handler Failed Request Tracing...
Document  Browsing Request Tra... Mappings Lirmitsis
oL =i = I i
i, = i " 5 @ Hep
0 += 4 §
HTTP HTTP  ISAPIFilters  Logging  MIME Types  Modules Output
Redirect Respon.. Caching
o=
o= 3
Request  SSL Settings
Filtering
v
= = eatures View | Content View
Ready L]
4. Click Add.
File View Help
- EssWebConsole H —
B ssWwepLonsole Home
@-id &8 q B Explore
- WSt Page Filter: - % Go - GShowAll | Groupby: A - E- bl |
v 83 EXCH16 (EXCH1616\administ ; & = = —
i Edit Site
[} Application Pools
I v Este Site Bindings ? x | E,,,fhngs_:
» @) Default Web Site [ Basic Settings..
> &P EssWebConsole Type  Host Name Port  IP Address Binding Informa... View Applications
P! L] PP
» Y Exchange Back End https 25023 127.0.0.1 View Virtual Directories
https 25023 [:1]

Manage Website

B Restart

Advanced Settings...

Configure
Failed Request Tracing...

Limits...

P Help
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5. Select asthe , enter the for the server, and set the to 25023.
Edit Site Binding ? * [
Type
https | Type: IP address: Port:
https | [https 1234 v][as03 ] A
https L
e
Host name: :
1
| | = |
[] Require Server Name Indication
i
- i
S5L certificate:
Local ESS Web Console Self Signed Cert ~ Select... View... g
Close
e VT MR NdCinICRRN ML T oSLTST MARAE oD A ires ik
6. Selectthe , then click

Note: SSL 2.0 certificates are not supported due to vulnerabilities.

1.3.4 Restricting website access to specific IP addresses

After allowing access to the web console from other hosts in your network, you may want to restrict the
access to a specific IP address or IP range.

To allow only specific hosts to access the web console:

1. Make sure that the feature is installed for Internet Information Services
(ns).
& Add Roles and Features Wizard =, | xoor

DESTINATIOMN SERVER

Select server roles NN

Select one or more roles to install on the selected server.

Before You Begin

Instaliation Type Roles Description
Server selection L Volﬁme Activation Services . IP and Diomain Restrictions allow
4 [W] Web Server (i15) {26 of 43 installzd) you to enable or deny content based
4 W] Web Server (20 of 34 installed) upon the originating IP address or
i (W] Common HTTP Features (5 of £ installed) domain name of the request. Instead
Confirmation I W] Health and Diagnostics (4 of 6 installed) of using groups, roles, or NTFS file
[+ |#/] Performance (Installed) system permissions to control access
4 (W] Security (5 of 9 installed) to content, you can specific IP
| Request Filtering (Installed) addresses or domain names. 5

' Basic Authentication (Installed)
[] Centralized 55L Certificate Support
| Client Certificate Mapping Authenticatic
| Digest Authentication (Installed)
] 1S Client Certificate Mapping Authentic
] URL Authorization
| Windows Authentication (Installed)
i (W] Application Development (4 of 11 installed|
I [ FTP Server
i [m]

Management Tools (6 of 7 installed)

< Previous | | Mext = Install Cancel

2. Goto >
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3. Open IP and Domain Restrictions.

0 EsswebConsole Home

| o

Settings Strings

SMTP E-mail

13

& 9 [s

Authentic... Compression  Default Directory
Docurmnent  Browsing

| IP Address | ISAPI Filters
Redirect Respon.. iand Domain

= Eg

Cutput Request 551 Settings
Caching Filtering

MET Users Application  Connection Machine Key  Pages and

Ak

Filter: - W Go - g Show Al | Group by: Area - E-
ASP.MET
o 2 A
3 %‘% 0 2L
MET MET MET Errar MNET MET Profile  .MET Roles  .MET Trust
Authorizat.. Cempilation Pages Globalization Levels

R &

Providers  Session State

Failed Handler
Request Tra... Mappings

= M

MIME Types  Modules

4. Select Add Allow Entry.




5. Enterthe IP address or IP range.
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q IP Address and Domain Restrictions

restrictions in

Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the

Add Aliow Entry...

Add Allow Restriction Rule

Group by: N
Mode Allow access for the following IP address or domain name:
Allow @) Specific IP address:

?

[1234

() IP address range:

|, S SR e
IWIaS OF Frerns

Cancel

X Remove
x

Edit Feature Settings...
Revert To Parent

View Ordered List...

Edit Dynamic Restriction
Settings...

@ Help

Note: Make sure that you add the local IP address if you need to open the web console locally.

6. Click OK.
7. Select Edit feature settings.



8. Set Access for unspecified clients to Deny.

o IP Address and Domain Restrictions
Add Allow Entry...

( : .
Use this feature to restrict or grant access to Web content based on IP addresses or domain names, Set the Add Dery Tine

restrictions in order of pricrity. XK Remove

Group by: MNe Grouping 7

Edit Feature Settings...
Mode Requestor Entry Type Revert To Parent
View Ordered List...
Allow 1 Edit IP and Domain Restrictions Settings ? > = e
it Dynarmic Restriction
N . Settings...
Access for unspecified clients:
[ @ Hep
iDeng,r w

] Enable domain name restrictions
[[] Enable Proxy Mode

Deny Action Type:
Forbidden |

ok || cancal

9. Click OK.
10. Restart the EssWebConsole site.
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2

Protecting the computer against harmful content

Topics:

The product protects the computer from programs that may steal
personal information, damage the computer, or use it for illegal
purposes.

By default, the malware protection handles all harmful files as soon as
it finds them so that they can cause no harm.

The product automatically scans yourlocal hard drives, any removable
media (such as portable drives or DVDs), and any content that you
download.

The product also watches your computer for any changes that may
suggest that you have harmful files on your computer. When the product
detects any dangerous system changes, for example changes in system
settings or attempts to change important system processes, its
DeepGuard component stops the application from running as it can be
harmful.

Note: Your administrator may enforce some security settings, which
means that you may not be able to locally change some features.
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2.1 What harmful content does

Harmful applications and files can try to damage your data or gain unauthorized access to your computer
system to steal your private information.

2.1.1 Potentially unwanted applications (PUA) and unwanted
applications (UA)

'Potentially unwanted applications' have behaviors or traits that you may consider undesirable or unwanted.
'Unwanted applications' can affect your device or data more severely.

An application may be identified as 'potentially unwanted' (PUA) if it can:

« Affect your privacy or productivity - for example, exposes personal information or performs
unauthorized actions

« Putundue stress on your device's resources - for example, uses too much storage or memory

*  Compromise the security of your device or the information stored on it - forexample, exposes you
to unexpected content or applications

These behaviors and traits can affect your device or data to a varying degree. They are not however harmful
enough to warrant classifying the application as malware.

An application that shows more severe behaviors or traits is considered an 'unwanted application' (UA).
The product will treat such applications with more caution.

The product will handle an application differently depending on whether itis a PUA or UA:

« Apotentially unwanted application - The product will automatically block the application from running.
If you are certain that you trust the application, you may instruct the WithSecure product to exclude it
from scanning. You must have administrative rights to exclude a blocked file from scanning.

« Anunwanted application - The product will automatically block the application from running.

Related tasks
on page 17
Keep real-time scanning turned on to remove harmful files from your computer before they can harmiit.

on page 18
You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.

on page 22
DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

2.1.2 Worms

Worms are programs that send copies of themselves from one device to another over a network. Some
worms also perform harmful actions on an affected device.

Many worms are designed to appear attractive to a user. They may look like images, videos, applications
or any other kind of useful program or file. The aim of the deception is to lure the user into installing the
worm. Other worms are designed to be completely stealthy, as they exploit flaws in the device (or in programs
installed on it) to install themselves without ever being noticed by the user.

Once installed, the worm uses the device's physical resources to create copies of itself, and then send
those copies to any other devices it can reach over a network. If a large quantity of worm copies is being
sent out, the device's performance may suffer. If many devices on a network are affected and sending out
worm copies, the network itself may be disrupted. Some worms can also do more direct damage to an
affected device, such as modifying files stored on it, installing other harmful applications or stealing data.

Most worms only spread over one particular type of network. Some worms can spread over two or more
types, though they are relatively rare. Usually, worms will try and spread over one of the following networks
(though there are those that target less popular channels):

* Local networks
¢ Email networks
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* Social media sites
* Peer-to-peer (P2P) connections
e SMS or MMS messages

Related tasks
on page 17
Keep real-time scanning turned on to remove harmful files from your computer before they can harmit.
on page 18
You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.
on page 22
DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

2.1.3 Trojans

Trojans are programs that offer, or appears to offer, an attractive function or feature, but then quietly perform
harmful actions in the background.

Named after the Trojan Horse of Greek legend, trojans are designed to appear attractive to a user. They
may look like games, screensavers, application updates or any other useful program or file. Some trojans
will mimic or even copy popular or well-known programs to appear more trustworthy. The aim of the
deception is to lure the user into installing the trojan.

Once installed, trojans can also use 'decoys' to maintain the illusion that they are legitimate. For example,
a trojan disguised as a screensaver application or a document file will display an image or a document.
While the useris distracted by these decoys, the trojan can quietly perform other actions in the background.

Trojans will usually either make harmful changes to the device (such as deleting or encrypting files, or
changing program settings) or steal confidential data stored on it. Trojans can be grouped by the actions
they perform:

« Trojan-downloader: connects to a remote site to download and install other programs
* Trojan-dropper: contains one or more extra programs, which it installs
» Trojan-pws: Steals passwords stored on the device or entered into a web browser

» Banking-trojan: A specialized trojan-pws that specifically looks for usernames and passwords for
online banking portals

« Trojan-spy: Monitors activity on the device and forwards the details to a remote site

Related tasks
on page 17
Keep real-time scanning turned on to remove harmful files from your computer before they can harmiit.
on page 18
You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.
on page 22
DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

2.1.4 Backdoors

Backdoors are features or programs that can be used to evade the security features of a program, device,
portal, or service.

Afeatureinaprogram, device, portal or service can be a backdoor if its design orimplementation introduces
a security risk. For example, hardcoded administrator access to an online portal can be used as a backdoor.

Backdoors usually take advantage of flaws in the code of a program, device, portal, or service. The flaws
may be bugs, vulnerabilities or undocumented features.

Attackers use backdoors to gain unauthorized access or to perform harmful actions that allow them to
evade security features such as access restrictions, authentication or encryption.
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Related tasks
on page 17
Keep real-time scanning turned on to remove harmful files from your computer before they can harmiit.
on page 18
You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.
on page 22
DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

2.1.5 Exploits

Exploits are objects or methods that take advantage of aflaw in a program to make it behave unexpectedly.
Doing so creates conditions that an attacker can use to perform other harmful actions.

An exploit can be either an object or a method. For example, a specially crafted program, a piece of code
or a string of characters are all objects; a specific sequence of commands is a method.

An exploit is used to take advantage of a flaw or loophole (also known as a vulnerability) in a program.
Because every program is different, each exploit has to be carefully tailored to that specific program.

There are several ways for an attacker to deliver an exploit so that it can affect a computer or device:

+ Embedding itin a hacked or specially crafted program - when you install and launch the program,
the exploit is launched

 Embedding itin a document attached to an email - when you open the attachment, the exploit is
launched

« Hosting it on a hacked or harmful website - when you visit the site, the exploit is launched

Launching the exploit causes the program to behave unexpectedly, such as forcingitto crash, ortampering
with the system's storage or memory. This can create conditions that allow an attacker to perform other
harmful actions, such as stealing data or gaining access to restricted sections of the operating system.

Related tasks
onpage 17
Keep real-time scanning turned on to remove harmful files from your computer before they can harmit.
on page 18
You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.
on page 22
DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

2.1.6 Exploit kits

Exploit kits are toolkits used by attackers to manage exploits and deliver harmful programs to a vulnerable
computer or device.

An exploit kit contains an inventory of exploits, each of which can take advantage of a flaw (vulnerability)
in a program, computer or device. The kit itself is usually hosted on a harmful or a hacked site, so that any
computer or device that visits the site is exposed to its effects.

When a new computer or device connects to the booby-trapped site, the exploit kit probes it for any flaws
that can be affected by an exploit in the kit's inventory. If one is found, the kit launches the exploit to take
advantage of that vulnerability.

After the computer or device is compromised, the exploit kit can deliver a payload to it. This is usually
another harmful program that is installed and launched on the computer or device, which in turn performs
other unauthorized actions.

Exploit kits are designed to be modular and easy to use, so that their controllers can simply add or remove
exploits and payloads to the toolkit.

Related tasks
onpage 17
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Keep real-time scanning turned on to remove harmful files from your computer before they can harm it.

on page 18
You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.
on page 22
DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

2.2 How to scan my computer

When Malware protection is turned on, it scans your computer for harmful files automatically.

We recommend that you keep Malware protection turned on all the time. You can also scan files manually
and set up scheduled scans if you want to make sure that there are no harmful files on your computer or
to scan files that you have excluded from the real-time scan. Set up a scheduled scan if you want to scan
your computer regularly every day or week.

2.2.1 How real-time scanning works

Real-time scanning protects the computer by scanning all files when they are accessed and by blocking
access to those files that contain malware.

When your computer tries to access a file, Real-time scanning scans the file for malware before it allows
your computer to access the file.

If Real-time scanning finds any harmful content, it puts the file to quarantine before it can cause any harm.

Does real-time scanning affect the performance of my computer?

Normally, you do not notice the scanning process because it takes a small amount of time and system
resources. The amount of time and system resources that real-time scanning takes depend on, for example,
the contents, location and type of the file.

Files on removable drives such as CDs, DVDs, and portable USB drives take a longer time to scan.
Note: Compressed files, such as .zip files, are not scanned by real-time scanning.
Real-time scanning may slow down your computer if;

* you have a computer that does not meet the system requirements, or
* you access a lot of files at the same time. For example, when you open a directory that contains many

files that need to be scanned.
Turning on real-time scanning
Keep real-time scanning turned on to remove harmful files from your computer before they can harmiit.
To make sure that real-time scanning is on:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select <.
3. Select >

Note: You need administrative rights to change some of the settings.

4. Turnon

2.2.2 Scan files manually

You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.

The full computer scan scans all internal and external hard drives for viruses, spyware, and potentially

unwanted applications. It also checks for items that are possibly hidden by a rootkit. The full computer scan
cantake a longtime to complete. You can also scan only the parts of your system where harmful applications
are commonly found to remove unwanted applications and harmful items on your computer more efficiently.
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Scanning files and folders

If you are suspicious of a certain files on your computer, you can scan only those files or folders. These
scans will finish a lot quicker than a scan of your whole computer. For example, when you connect an
external hard drive or USB flash drive to your computer, you can scan it to make sure that they do not
contain any harmful files.

Running a malware scan

You can scan your entire computer to be completely sure that it has no harmful files or unwanted applications.

To scan your computer, follow these instructions:

1.
2.

Open WithSecure Email and Server Security from the Windows menu.

If you want to optimize how the manual scanning scans your computer, on the main page, select {
and then select

a) Select if you do not want to
scan all files.
The files with the following extensions are examples of file types that are scanned when you select
this option: comdoc, dot,exe,ht m i ni,jar,pdf,scr,wra,xm , zi p.

b) Select to scan files that are inside compressed archive files, for

example zip files. Scanning inside compressed files makes the scanning slower. Leave the option
unchecked to scan the archive file but not the files that are inside it.

. Onthe main page, select @.
. Select either or

. starts by scanning the active memory of the computer and then locations where
malware is commonly found, including the document folders. It can find and remove unwanted
applications and harmful items on the computer in a shorter time.

. scans all internal and external hard drives for viruses, spyware, and potentially
unwanted applications. It also checks for items that are possibly hidden by a rootkit. The full computer
scan can take a long time to complete.

The virus scan starts.

. Ifthe virus scan finds any harmful items, it shows you the list of harmful items that it detected.
. Click the detected item to choose how you want to handle the harmful content.

Option Description

Clean up Cleanthe files automatically. Files that cannot be cleaned are quarantined.

Quarantine Store the files in a safe place where they cannot spread or harm your
computer.

Delete Permanently remove the files from your computer.

Skip Do nothing for now and leave the files on your computer.

Exclude Allow the application to run and exclude it from future scans.

Note: Some options are not available for all harmful item types.

. Select to start the cleaning process.
. The malware scan shows the final results and the number of harmful items that were cleaned.

Note: The malware scan may require that you restart your computer to complete the cleaning process.
If the cleaning requires a computer restart, select to finish cleaning harmful items and restart
your computer.

You can see the final results of the latest virus scan by selecting
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Scan in Windows Explorer
You can scan disks, folders, and files for harmful files and unwanted applications in Windows Explorer.

If you are suspicious of certain files on your computer, you can scan only those files or folders. These scans
will finish a lot quicker than a scan of your whole computer. For example, when you connect an external
hard drive or USB flash drive to your computer, you can scan it to make sure that they do not contain any
harmful files.

To scan a disk, folder, or file:

1. Right-click the disk, folder, or file you want to scan.
2. From the right-click menu, select

Note: On Windows 11, select and then select
The virus scan starts and scans the disk, folder, or file that you selected.

The virus scan guides you through the cleaning stages if it finds harmful files or unwanted applications
during the scan.

2.2.3 Scheduling scans

Set your computer to scan and remove malware and other harmful applications automatically when you
do not use it, or set the scan to run periodically to make sure that your computer is clean.

To schedule a scan:

1. Open WithSecure Email and Server Security from the Windows menu.

2. Onthe main page, select ©.

3. Select

4. Turnon .

5. In , select how often you want to scan your computer automatically.
Option Description

Scan your computer every day.

Scan your computer on selected days of the week. Select the weekday
from the list.

Scan your computer on a selected weekday at four-week intervals. Select
the weekday from the list. The scan starts on the next occurrence of the
selected weekday.

6. In , select when the scheduled scan starts.

7. Select to make the scheduled scan interfere less with other activities on
the computer. Running the scan on low priority takes longer to complete.

8. Select if you do not want to scan
all files.

The files with the following extensions are examples of file types that are scanned when you select this
option: comdoc,dot,exe,htm ,ini,jar,pdf,scr,wra,xm ,zip.

9. Select to scanfiles that are inside compressed archive files, for example
zip files. Scanning inside compressed files makes the scanning slower. Leave the option unchecked to
scan the archive file but not the files that are inside it.

Note: Scheduled scans are canceled when the presentation mode is on. When you turn the presentation
mode off, they run according to the schedule again.
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2.3 What is DeepGuard

DeepGuard offers proactive, instant protection against unknown threats.

DeepGuard monitors applications to detect and stop potentially harmful changes to the systemin real-time.
It makes sure that you use only safe applications. The safety of an application is verified from the trusted
cloud service. If the safety of an application cannot be verified, DeepGuard starts to monitor the application
behavior.

Tip: If you want WithSecure to add your application to the allowed applications list, submit your application
for analysis . Once we have analyzed the program, we will notify you of the analysis results if you have
provided us with your contact details.

DeepGuard blocks new and undiscovered Trojans, worms, exploits, and other harmful applications that
try to make changes to your computer, and prevents suspicious applications from accessing the internet.

Potentially harmful system changes that DeepGuard detects include:

« system setting (Windows registry) changes,
« attempts to turn off important system programs, for example, security programs like this product, and
« attempts to edit important system files.

To make sure that DeepGuard is active:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select ©.
3. Select >

Note: You need administrative rights to change some of the settings.

4, Select

Note: You need administrative rights to change some of the settings.

5. Turnon

When DeepGuard is on, it automatically blocks applications that try to make potentially harmful changes
to the system.

Note: All DeepGuard rules are visible to all users. The rules may include filenames and folder names with
personal information. Therefore, be aware that other users of the same computer can see the paths and
filenames included in the DeepGuard rules.

2.3.1 Allow applications that DeepGuard has blocked

You can control which applications DeepGuard allows and blocks.

Sometimes DeepGuard may block a safe application from running, even if you want to use the application
and know it to be safe. This happens because the application tries to make system changes that might be
potentially harmful. You may also have unintentionally blocked the application when a DeepGuard pop-up
has been shown.

To allow the application that DeepGuard has blocked:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select .
3. Select

Note: You need administrative rights to change the settings.

The view opens.

4. Selectthe tab.
This shows you a list of the applications that DeepGuard has blocked.

5. Find the application that you want to allow and select
6. Select to confirm that you want to allow the application.


https://www.withsecure.com/en/support/contact-support/submit-a-sample
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The selected application is added to the list, and DeepGuard allows the application to make
system changes again.

2.3.2 Using DataGuard

DataGuard monitors a set of folders for potentially harmful changes made by ransomware or other, similar
harmful software.

Ransomware is harmful software that encrypts important files on your computer, preventing you from
accessing them. Criminals demand a ransom to restore your files, but there are no guarantees you would
ever get your personal data back even if you choose to pay.

DataGuard only allows safe applications to access the protected folders. The product notifies you if any
unsafe application tries to access a protected folder. If you know and trust the application, you can allow
it to access the folder. DataGuard also lets DeepGuard use its list of protected folders for an additional
layer of protection.

You can choose which folders require an additional layer of protection against destructive software, such
as ransomware.

Note: You mustturnon DeepGuard to use DataGuard. DataGuard is available only in the Premium version.
To manage your protected folders:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select ©.
3. Select >

Note: You need administrative rights to change some of the settings.

4. Turnon
. Select

6. Selectthe tab.
This shows you a list of all currently protected folders.

7. Add or remove folders as needed.
To add a new protected folder:
a) Click
b) Select the folder that you want to protect.
c) Click
Toremove afolder:
a) Select the folder on the list.
b) Click

(4]

Tip: Click if you want to undo any changes that you have made to the list of protected
folders since installing the product.

Related tasks

on page 21
You can choose which folders require an additional layer of protection against destructive software, such
as ransomware.

2.3.3 Adding and removing protected folders

You can choose which folders require an additional layer of protection against destructive software, such
as ransomware.

DataGuard blocks any unsafe access to your protected folders.

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select (.
3. Select

Note: You need administrative rights to change the settings.
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The view opens.

. Select the tab.

This shows you a list of all currently protected folders.

. Add or remove folders as needed.

To add a new protected folder:

a) Click

b) Select the folder that you want to protect.

c) Click

Tip: As you must separately allow all applications that need to access the protected folder, we
recommend that you do not add folders that contain your installed games or applications (for example,
Steam Library Folders). Otherwise, these applications may stop working correctly.

To remove a folder:

a) Select the folder on the list.
b) Click

Tip: Click if you want to undo any changes that you have made to the list of protected
folders since installing the product.

2.4 Using DataGuard Access Control

DataGuard Access Control protects folders from ransomware (encryption blackmail) by preventing unknown
application from accessing them.

Note: DataGuard is available only in the Premium version.

Toturnon

1.
2.
3.

4,

Open WithSecure Email and Server Security from the Windows menu.
On the main page, select <.
Select >

Note: You need administrative rights to change some of the settings.

Turnon

2.4.1 View quarantined items

You can view more information on items placed in quarantine.

Quarantine is a safe repository for files that may be harmful. The product can place both harmful items and
potentially unwanted applications in quarantine to make them harmless. You can restore applications or
files from quarantine later if you need them. If you do not need a quarantined item, you can delete it. Deleting
an item in quarantine removes it permanently from your computer.

To view information on items placed in quarantine:

1.
2.
3.

Open WithSecure Email and Server Security from the Windows menu.
On the main page, select (.
Select

Note: You need administrative rights to change the settings.

The view opens.

. Select the tab.

This list shows you the name, date of detection, and infection type for each quarantined item.

. Double-click a quarantined item to see more information.

For single items, this shows you the original location of the quarantined item.
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2.4.2 Restore quarantined items

You can restore the quarantined items that you need.

You can restore applications or files from quarantine if you need them. Do not restore any items from
quarantine unless you are sure that items pose no threat. Restored items move back to the original location
on your computer.

To restore quarantined items:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select .
3. Select

Note: You need administrative rights to change the settings.

The view opens.

Select the tab.

Select the quarantined item that you want to restore.

Click

Click to confirm that you want to restore the quarantined item.

N®asr

The selected item is automatically restored to its original location. Depending on the type of infection, the
item may be excluded from future scans.

Note: To view all the currently excluded files and applications, select the tabin the
view.

2.4.3 Exclude files or folders from scanning

When you exclude files or folders from scanning, they are not scanned for harmful content.
To leave out files or folders from scanning:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select .
3. Select

Note: You need administrative rights to change the settings.

The view opens.
4. Selectthe tab.
This view shows you a list of excluded files and folders.
5. Select
6. Select the file or folder that you do not want to include in scans.
7. Select

The selected files or folders are left out from the future scans.

2.4.4 View excluded applications

You can view applications that you have excluded from scanning, and remove them from the excluded
items list if you want to scan them in the future.

If the product detects a potentially unwanted application that you know to be safe or spyware that you need
to keep on your computer to use some other application, you can exclude it from scanning so that the
product does not warn you about it anymore.

Note: If the application behaves like a virus or other harmful application, it cannot be excluded.

Also, DeepGuard does not block certain Steam games. Therefore, you don't have to exclude Steam games
from scanning or turn off DeepGuard to run them.

To view the applications that are excluded from scanning:

1. Open WithSecure Email and Server Security from the Windows menu.
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. Onthe main page, select (.
. Select

Note: You need administrative rights to change the settings.

The view opens.

. Select the tab.

This view shows you a list of excluded files and folders.
If you want to scan the excluded application again:

a) Select the application that you want to include in the scan.
b) Click

New applications appear on the exclusion list only after you exclude them during scanning and cannot be
added to the exclusion list directly.

2.4.5 Adding and removing protected folders

You can choose which folders require an additional layer of protection against destructive software, such
as ransomware.

DataGuard blocks any unsafe access to your protected folders.

1.
2.
3.

Open WithSecure Email and Server Security from the Windows menu.
On the main page, select .
Select

Note: You need administrative rights to change the settings.

The view opens.

. Select the tab.

This shows you a list of all currently protected folders.
Add or remove folders as needed.

To add a new protected folder:

a) Click

b) Select the folder that you want to protect.

c) Click

Tip: As you must separately allow all applications that need to access the protected folder, we
recommend that you do not add folders that contain your installed games or applications (for example,
Steam Library Folders). Otherwise, these applications may stop working correctly.

Toremove a folder:
a) Select the folder on the list.
b) Click

Tip: Click if you want to undo any changes that you have made to the list of protected
folders since installing the product.

2.5 Prevent applications from downloading harmful files

You can prevent applications on your computer from downloading harmful files from the internet.

Some websites contain exploits and other harmful files that may harm your computer. With advanced
network protection, you can prevent any application from downloading harmful files before they reach your
computer.

To block any application from downloading harmful files:

1.
2.

Open WithSecure Email and Server Security from the Windows menu.
Select

Note: You need administrative rights to change the settings.
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3. Onthe main page, select ©.
4, Select >

Note: You need administrative rights to change some of the settings.

5. Turnon

Note: This setting is effective even if you turn off the firewall.

2.6 Using AMSI integration to identify script-based attacks

Antimalware Scan Interface (AMSI) is a Microsoft Windows component that allows the deeper inspection
of built-in scripting services.

Note: AMSI integration is only available on Windows Server 2016, 2019 and 2022.

Advanced malware uses scripts that are disguised or encrypted to avoid traditional methods of scanning.
Such malware is often loaded directly into memory, so it does not use any files on the device.

AMSiI is an interface that applications and services that are running on Windows can use to send scanning
requests to the antimalware product installed on the computer. This provides additional protection against
harmful software that uses scripts or macros on core Windows components, such as PowerShell and
Office365, or other applications to evade detection.

To turn on AMSI integration in the product:

1. Open WithSecure Email and Server Security from the Windows menu.
2. Onthe main page, select ©.
3. Select >

Note: You need administrative rights to change some of the settings.
4. Turnon

The product now notifies you of any harmful content that AMSI detects, and logs those detections in
the event history.
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Chapter

Centrally managed administration

Topics:
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3.1 Overview

If the product is installed in the centrally managed administration mode, it is managed centrally with Policy
Manager Console.

Note: This chapter groups product settings and statistics by their components. Depending on the installed
components, some settings may not be available.

You can still use the Web Console to manage the quarantined content and to configure settings that are
not marked as in Policy Manager Console (settings marked as are greyed out in Web Console).

3.2 Settings for Microsoft Exchange

The Email and Server Security settings related to Microsoft Exchange are located under
onthe tab in Policy Manager Console.

3.2.1 General settings

Network

The mail direction is based on the and settings and it is
determined as follows:

1. Email messages are considered internal if they come from internal SMTP sender hosts and mail
recipients belong to one of the specified internal domains (internal recipients).

2. Email messages are considered outbound if they come from internal SMTP sender hosts and mail
recipients do not belong to the specified internal domains (external recipients).

3. Email messages that come from hosts that are not defined as internal SMTP sender hosts are considered
inbound.

4. Email messages submitted via MAPI or Pickup Folder are treated as if they are sent from the internal
SMTP sender host.

Note: If email messages come frominternal SMTP sender hosts and contain both internal and external
recipients, messages are split and processed as internal and outgoing respectively.

Specify internal domains. Messages coming to
internal domains are considered to be inbound mail
unlessthey come frominternal SMTP sender hosts.

Separate each domain name with a space. You can
use an asterisk (*) as a wildcard. For example,
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Specify the IP addresses of hosts that belong to your
organization. Specify all hosts within the organization
that send messages to Exchange Edge or Hub
servers via SMTP as Internal SMTP Senders.

Separate each IP address with a space. An IP
address range can be defined as:

« anetwork/netmask pair (for example,
10.1.0.0/255.255.0.0),

« anetwork/nnn CIDR specification (for example,
10.1.0.0/16), or

« |Pv6 address (for example, 1::, 2001::765d
2001::0-5, 2001:db8:abcd:0012::0/64,
2001:db8:abcd:abcd::/52, ::1).

You can use an asterisk (*) to match any number or
dash (-) to define arange of numbers. For example,

Note: Ifend-users inthe organization use other than
Microsoft Outlook email client to send and receive
email, itis recommended to specify all end-user
workstations as Internal SMTP Senders.

Note: If the organization has Exchange Edge and
Hub servers, the server with the Hub role installed
should be added to the Internal SMTP Sender on
the server where the Edge role is installed.

Important: Do not specify the server where the
Edge role is installed as Internal SMTP Sender.

Notifications
Specify the

that is used for sending warning and informational messages to

the end-users (for example, recipients, senders and mailbox owners).

Note: Make sure that the notification sender address is a valid SMTP address. A public folder cannot be

used as the naotification sender address.

Lists and templates

The product uses lists and templates for several settings, for example to define folder paths, as well as
notification message content. You can edit the lists and templates in Policy Manager Console by clicking

or

Match lists

respectively next to the applicable setting.

Specify file and match lists that can be used by other settings.

Specify the name for the match list.

Specify whether the list contains keywords, file
patterns or email addresses.

Specify file names, extensions, keywords or email
addresses that the match list contains. You can use
wildcards.

Note: To add multiple patterns to thefilter, add each
listitem to a new line.
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Specify a short description for the list.

Message templates

Specify message templates for notifications.

Specify the name for the message template.

Specify the notification message text.

For more information about the variables you can
use in notification messages, see
on page 143.

Specify the subject line of the notification message.

Specify a short description for the template.

3.2.2 Transport protection

You can configure incoming, outgoing, and internal message protection separately. For more information
about the mail direction and configuration options, see on page 27.

General

Select whether you want
touse

or
not.

Trojans and other
malicious code can
disguise themselves with
filename extensions
which are usually
considered safe to use.
Intelligent File Type
Recognition can
recognize the real file
type of the message
attachment and use that
while the attachment is
processed.

Note: Using Intelligent
file type recognition
strengthens the security,
but can degrade the
system performance.

Enter any file extensions
that you do not want
intelligent file type
recognition to process.
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Specify senders who are
excluded from the mail
scanning and processing.
For more information, see

onpage
27.

Specify recipients who
are excluded from the
mail scanning and
processing. For more
information, see

on page 27.

Security options

Configure security options to limit actions on malformed and suspicious messages.

Specify whether you want
to add a disclaimer to all
outbound messages.

When the disclaimer is
enabled, adisclaimertext
is added to all outbound
messages.

Note: You can configure
disclaimer settings for
outbound messages
only.

Important:

Some malware add
disclaimers to infected
messages, SO
disclaimers should notbe
used for stating that the
message is clean of
malware.

Disclaimer Specify the text of
disclaimer that is added
at the end of outbound
messages.
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Specify the action for
non-RFC compliant
emails. If the message
has an incorrect
structure, the product
cannot parse the
message reliably.

-Donotdeliver
the message to the
recipient.

-The
product allows the
message to pass
through.

- The product
allows the message to
pass through, but sends
areport to the
administrator.

Specify how many levels
deep to scan in nested
email messages. A
nested email message is
amessage that includes
one or more email
messages as
attachments. If zero (0) is
specified, the maximum
nesting level is not
limited.

Note: Itis not
recommended to set the
maximum nesting level to
unlimited as this will
make the product more
vulnerable to DoS
(Denial-of-Service)
attacks.
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Specify the actionto take
on messages with
nesting levels exceeding
the upper level specified
inthe

setting.

- Messages
with exceeding nesting
levels are not delivered to
the recipient.

- Nested
messages are scanned
up tolevel specified inthe

setting.
Exceeding nestinglevels
are not scanned, but the
message is delivered to
the recipient.

Specify if mails that
contain malformed or
broken attachments are
quarantined for later
analysis or recovery.

Specify whether the
administrator is notified
when the product detects
amalformed or a
suspicious email
message.

Attachment filtering

Specify attachments to remove from incoming, outgoing, and internal messages based on the file name
or the file extension.

Enable or disable the attachment stripping.

Specify which attachments are stripped from
messages. For more information, see
on page 28.

Specify attachments that are not filtered. Leave the
list empty if you do not want to exclude any
attachments from the filtering.
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Specify how disallowed attachments are handled.

- Remove the attachment from
the message and deliver the message to the recipient
without the disallowed attachment.

- Do not deliver the
message to the recipient at all.

Specify whether stripped attachments are
quarantined.

Specify which files are not quarantined even when
they are stripped. For more information, see
on page 28.

Specify attachments that do not generate
notifications. When the product finds specified file
or file extension, no notification is sent.

Specify whether the administrator is notified when
the product strips an attachment.

Specify the template for the notification message
thatis sentto the intended recipient when disallowed
or suspicious attachment is found.

Note: Note that the notification message is not sent
if the whole message is dropped.

Specify the template for the notification message
that is sent to the original sender of the message
when disallowed or suspicious attachment is found.
For more information, see onpage
27.

Leave notification message fields empty if you do
not want to send any notification messages. By
default, notification messages are not sent.

Malware scanning

Specify incoming, outgoing and internal messages and attachments that should be scanned for malicious
code.

Note: Disabling virus scanning disables archive processing and grayware scanning as well.

Enable or disable the virus scan. The virus scan
scans messages for viruses and other malicious
code.

Specify attachments that are scanned for viruses.
For more information, see on
page 28.
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Specify attachments that are not scanned. Leave
the list empty if you do not want to exclude any
attachments from the scan.

Specify whether the product should try to disinfect
an infected attachment before processing it. If the
disinfection succeeds, the product does not process
the attachment further.

Note: Disinfection may affect the product
performance.

Note: Infected files inside archives are not
disinfected even when the setting is enabled.

Specify whether to drop the infected attachment or
the whole message when an infected message is
found.

- Remove the infected
attachment from the message and deliver the
message to the recipient without the attachment.

- Do not deliver the
message to the recipient at all.

Specify whether infected or suspicious messages
are quarantined.

Specify infections that are never placed in the
quarantine. If a message is infected with a virus or
worm which has a name that matches a keyword
specified inthis list, the message is not quarantined.
For more information, see on
page 28.

Specify the template for the notification message
that is sent to the intended recipient when a virus or
other malicious code is found.

Note: Note that the notification message is not sent
if the whole message is dropped.

Specify the template for the notification message
that is sent to the original sender of the message
when a virus or other malicious code is found.

Leave notification message fields empty if you do
not want to send any notification messages. By
default, notification messages are not sent.

For more information, see on
page 28.
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Specify infections that do not generate notifications.
When the product finds the specified infection, no
notification is sent. For more information, see

on page 27.

Specify whether the administrator is notified when
the product finds a virus in a message.

Grayware scanning
Specify how the product processes grayware items in incoming, outgoing, and internal messages.

Note that grayware scanning increases the scanning overhead. By default, grayware scanning is enabled
for inbound messages only.

Note: Grayware scanning is disabled when virus scanning is disabled.

Enable or disable the grayware scan.

Specify the action to take on items which contain
grayware.

- Leave grayware items in the
message.

- Remove grayware items from
the message.

- Do not deliver the
message to the recipient.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

Specify whether grayware attachments are
quarantined.

Specify grayware that are never placed in the
quarantine. For more information, see
on page 28.

Specify the template for the notification message
thatis sent to the intended recipient when a grayware
item is found in a message.

Note: Note that the notification message is not sent
if the whole message is dropped.
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Specify the template for the notification message
that is sent to the original sender of the message
when a grayware item is found in a message.

Leave notification message fields empty if you do
not want to send any notification messages. By
default, notification messages are not sent.

For more information, see on
page 28.

Specify the list of grayware types that are not notified
about.

Specify whether the administrator is notified when
the product finds a grayware item in a message.

Archive scanning
Specify how the product processes incoming, outgoing, and internal archive files.

Note: Scanning inside archives takes time. Disabling scanning inside archives improves performance,
but it also means that the network users need to use up-to-date virus protection on their workstations.

Note: Archive processing is disabled when virus scanning is disabled.

Specify whether files inside compressed archive files
are scanned for viruses and other malicious code.

Specify files inside archives that are scanned for
viruses. For more information, see
on page 28.

Specify files that are not scanned inside archives.
Leave the list empty if you do not want to exclude
any files from the scan.

Specify how many levels of archives inside other
archives the product scans when
is enabled.

Specify the action to take on archives with nesting
levels exceeding the upper level specified in the
setting.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

- Do not deliver the
message to the recipient.
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Specify whether files inside compressed archive files
are processed for disallowed content.

Note: Disallowed content is not processed when
the archive scanning is disabled.

Specify files which are not allowed inside archives.
For more information, see on
page 28.

Specify the action to take on archives which contain
disallowed files.

- Deliverthe message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

- Do not deliver the
message to the recipient.

Specify whether archives that are not delivered to
recipients are placed in the quarantine. For more
information, see on
page ?.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Deliver the message with the
password protected archive to the recipient.

- Remove the password protected
archive from the message and deliver the message
to the recipient without it.

- Do not deliver the
message to the recipient.

Specify whether the administrator is notified when
the product blocks a malformed, password
protected, or nested archive file.

Note: If the archive is blocked because it contains
malware, grayware or disallowed files, the
administrator receives a notification about that
instead of this notification.

Unsafe URLs

Specify how the product handles unsafe URLs that are detected in the message body.
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Switch on to check all URLs found in the message
body.

Select how you want to handle messages that
contain unsafe URLS:

- Do not deliver the
message to the recipient.

- The product allows the message to
pass through.

Select this if you have selected

as the action for handling unsafe URLs
and you want to move those messages to the
quarantine instead of deleting them.

Specify the template for the notification message
that is sent to the recipient of the message when an
unsafe URL is found in a message.

Specify the template for the notification message
that is sent to the original sender of the message
when an unsafe URL is found in a message.

Specify whether the administrator is notified when
the product blocks a message that contains an
unsafe URL.

3.2.3 Spam control

Spam control settings allow you to configure how the product scans incoming mail for spam.

The threat detection engine can identify spam and virus patterns from the message envelope, headers and
body during the first minutes of the new spam or virus outbreak.

General

Specify whether incoming mails are scanned for
spam.
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Specify the spam filtering level. All messages with
the spam filtering level lower than the specified value
can pass through.

Decreasing the level allows less spam to pass, but
more regular mails may be falsely identified as spam.
Increasing the level allows more spam to pass, but
a smaller number of regular email messages are
falsely identified as spam.

For example, if the spam filtering level is set to 3,
more spam is filtered, but also more regular mails
may be falsely identified as spam. If the spam filtering
level is set to 7, more spam may pass undetected,
but a smaller number of regular mails will be falsely
identified as spam.

Specify the maximum size (in kilobytes) of messages
to be scanned for spam. If the size of the message
exceeds the maximum size, the message is not
filtered for spam.

Note: Since all spam messages are relatively small
in size, it is recommended to use the default value.

Specify the email address where messages
considered as spam are forwarded when the
setting is set to

Specify actions to take with messages considered
as spam, based on the spam filtering level.

- Place the message into the quarantine
folder.

- Forward the message to the email
address specified in the
setting.

- Delete the message.

Actions on passed through messages

Specify if a spam flag is added to the mail as the
X-Spam-Flag header in the following
format:X-Spam-Flag:<flag>

where <f | ag>is YES or NO
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Specify if the summary of triggered hits is added to
the mail as X-Spam-Status header in the following
format:X-Spam-Status: <flag>, hits=<scr>
required=<sfl> tests=<tests>

where

« <flag>isYes orNo

* <scr>is the spam confidence rating returned by
the spam scanner,

+ <sfl> is the current spam filtering level,
« <tests> is the comma-separated list of tests run
against the mail.

Specify if the product modifies the subject of mail
messages considered as spam.

The default value is

Specify the text that is added in the beginning of the
subject messages considered as spam

The default value is

Safe senders and recipients

Specify safe senders. Messages originating from
the specified addresses are never treated as spam.

Specify safe recipients. Messages sent to the
specified addresses are never treated as spam.

Blocked senders and recipients

Specify blocked senders. Messages originating from
the specified addresses are always treated as spam.

Specify blocked recipients. Messages sent to the
specified addresses are always treated as spam.

Note: The product checks the sender address from
the SMTP message envelope, not fromthe message
headers.
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3.2.4 Quarantine

When the product places content to the email quarantine, it saves the content as separate files into the
email quarantine storage and inserts an entry to the quarantine database with information about the
quarantined content.

General

Specify the path to the email quarantine storage
where all quarantined mails and attachments are
placed.

Note: If you change this setting, lock the setting (if
it is unlocked, click the lock icon) to override initial
settings.

Note: During installation, the product adjusts the
access rights to the quarantine storage so that only
the product, operating system, and the local
administrator can access it. If you change the
quarantine storage setting, make sure that the new
location has secure access permissions. For more
information, see

on page 141.

Quarantine thresholds

Specify the critical size (in megabytes) of the email
quarantine. If the quarantine size reaches the
specified value, the product sends an alert to the
administrator.

If the threshold is set to zero (0), the size of the
quarantine is not checked.

Specify the critical number of items in the email
quarantine. When the quarantine holds the critical
number of items, the product sends an alert to the
administrator.

Ifthe thresholdis setto zero (0), the amount of items
is not checked.

Specify the level of the alert that is sent to
administrator when threshold levels are reached.

Specify the template for the message that is sent to
the intended recipients when email content is
released from the quarantine.

The product generates the message only when the
itemis removed from the Microsoft Exchange Server
store and sends it automatically when you release
the item to intended recipients.
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Quarantine retention

Specify how long quarantined emails are stored in
the email quarantine before they are deleted
automatically.

The setting defines the default retention period for
all quarantine categories. To change the retention
period for different categories, configure

settings.

Specify separate quarantine retention periods and
cleanup intervals for infected files, suspicious files,
disallowed attachments, disallowed content, spam
messages, scan failures and unsafe files.

3.2.5 Manual storage scanning

You can scan mailboxes and public folders for viruses and strip attachments manually at any time. To
manually scan mailboxes and public folders you have specified in the settings, follow these instructions:

1. Gotothe tab in Policy Manager Console.
2. Click under
3. Distribute the policy.

If you want to stop the manual scan in the middle of the scanning process, click and distribute the
policy.
General

Specify which messages you want to include in the manual scan.

Specify mailboxes that are scanned for viruses.

- Do not scan any

mailboxes.
- Scan all mailboxes.
- Scan mailboxes
specified in the list.

- Scanall
mailboxes except those specified in the
list.

Specify the mailboxes to include or exclude in
scanning when is set to either
or
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Specify public folders that are scanned for viruses.
- Do not scan any public folders.
- Scan all public folders.

- Scan public folders
specified in the list.

-Scanall public
folders except those specified in the
list.

Specify the public folders to include or exclude in
scanning when is set to either
or

Specify public folders that are scanned for viruses
when the setting is set to

When selected, the operation only scans messages
that have not been scanned since the previous
manual or scheduled scan.

Note: Using Intelligent file type recognition
strengthens the security, but can degrade the system
performance.

Enter any file extensions that you do not want
intelligent file type recognition to process.

Select this to run the manual scan without making
any modifications to scanned messages. This allows
you to check the scanning report to see how
messages and attachments would be processed
based on your current settings. After testing your
settings, clear this setting and run the manual scan
again to apply changes.

Specify how many levels deep to scan in nested
email messages.

A nested email message is amessage that includes
one or more email messages as attachments. If zero
(0) is specified, the maximum nesting level is not
limited.

Note: Itis not recommended to set the maximum
nesting level to unlimited as this will make the
product more vulnerable to DoS (Denial-of-Service)
attacks.
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Specify the primary SMTP address for the account
which is used to scan items in public folders. The
user account must have permissions to access and
modify in the public folders.

Attachment filtering

Specify attachments that are removed from messages during the manual scan.

Enable or disable the attachment stripping.

Specify which attachments are stripped from
messages. For more information, see
on page 28.

Specify attachments that are not filtered. Leave the
list empty if you do not want to exclude any
attachments from the filtering.

Specify whether stripped attachments are
quarantined.

Specify which files are not quarantined even when
they are stripped. For more information, see
on page 28.

Specify the template for the text that replaces the
infected attachment when the stripped attachment
is removed from the message. For more information,
see on page 28.

Malware scanning

Specify messages and attachments that should be scanned for malicious code during the manual scan.

Enable or disable the virus scan. The virus scan
scans messages for viruses and other malicious
code.

Specify attachments that are scanned for viruses.
For more information, see on
page 28.

Specify attachments that are not scanned. Leave
the list empty if you do not want to exclude any
attachments from the scan.
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Specify the virus names that you want to ignore
during scanning. You can use this, for example, to
skip test files.

Specify whether the product should try to disinfect
an infected attachment before processing it. If the
disinfection succeeds, the product does not process
the attachment further.

Note: Disinfection may affect the product
performance.

Note: Infected files inside archives are not
disinfected even when the setting is enabled.

Specify whether infected or suspicious attachments
are quarantined.

Specify infections that are never placed in the
quarantine. If a message is infected with a virus or
worm which has a name that matches a keyword
specified in this list, the message is not quarantined.
For more information, see on
page 28.

Specify the template for the text that replaces the
infected attachment when the infected attachment
is removed from the message. For more information,
see on page 28.

Grayware scanning

Specify how the product processes grayware items during the manual scan.

Enable or disable the grayware scan.

Specify the action to take on items which contain
grayware.

- Leave grayware items in the
message and notify the administrator.

- Remove grayware items from
the message.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

Specify whether grayware attachments are
quarantined.
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Specify grayware that are never placed in the
quarantine. For more information, see
on page 28.

Specify the template for the text that replaces the
grayware attachment when the grayware attachment
is removed from the message. For more information,
see on page 28.

Archive scanning

Specify how the product processes archive files during the manual scan.

Specify iffiles inside archives are scanned for viruses
and other malicious code.

Specify files that are scanned for viruses inside
archives.

Specify files inside archives that are not scanned.
Leave the list empty if you do not want to exclude
any files from the scan.

Specify how many levels deep to scan in nested
archives, if is
enabled.

A nested archive is an archive that contains another
archive inside. If zero (0) is specified, the maximum
nesting level is not limited.

Specify the number of levels the product goes
through before the action selected in

takes place. The default setting
is 3.

Specify the action to take on nested archives with
nesting levels exceeding the upper level specified
inthe setting.

- Nested archives are scanned up to
level specified in the
setting. Exceeding nesting levels are not
scanned, but the archive is not removed.

- Archives with exceeding nesting
levels are removed.

Specify whether files inside compressed archive files
are processed for disallowed content.
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Specify files which are not allowed inside archives.
For more information, see on
page 28.

Specify the action to take on archives which contain
disallowed files.

- Leave the archive in the message.

- Remove the archive from the
message.

Specify whether archives that are not delivered to
recipients are placed in the quarantine. For more
information, see on
page ?.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Leave the password protected
archive in the message.

- Remove the password protected
archive from the message.

3.2.6 Scheduled storage scanning

You can schedule scan tasks to scan mailboxes and public folders periodically. The scheduled scanning
table displays all scheduled tasks and date and time when the next scheduled task occurs for the next time.

Creating scheduled tasks
Start the

General Properties

To deactivate scheduled tasks in the list, clear the
checkbox to make it active again.

to add a new scheduled task to the list.

To edit a previously created task, click

To remove the selected task from the list, click

to remove all tasks from the list.

enforces the current scheduled task to be active in all subdomains and hosts.
enforces all current scheduled tasks to be active in all subdomains and hosts.

checkbox in front of the task. Select the

Enter the name for the new task and select how frequently you want the operation to be performed.

Specify the name of the scheduled operation.

Note: Do not use any special characters in the task
name.
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Specify how frequently you want the operation to be
performed.

- Only once at the specified time.

- Every day at the specified time, starting from
the specified date.

- Every week at the specified time on the
same day when the first operation is scheduled to
start.

- Every month at the specified time on the
same date when the first operation is scheduled to
start.

Enter the start time of the task in hh:mm format.

Enter the start date of the task in mm/dd/yyyy format.

Mailboxes

Choose which mailboxes are processed during the scheduled operation.

Specify mailboxes that are processed during the
scheduled scan.

- Disable the mailbox
scanning.

- Scan all mailboxes.

- Scan all specified
mailboxes. Click or to edit mailboxes
that are scanned.

-Donotscan
specified mailboxes but scan all other. Click or
to edit mailboxes that are not scanned.

The formatto enter the included or excluded mailbox
is the username, for example: user 1

Public Folders

Choose which public folders are processed during the scheduled operation.
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Specify public folders that are processed during the
scheduled scan.

- Disable the public
folder scanning.

- Scan all public folders.

- Scan all
specified public folders. Click or to
edit public folders that are scanned.

-Donot
scan specified public folders but scan all other. Click
or to edit public folders that are not
scanned.

The formatto enter the included or excluded mailbox
is the name of the public folder.

Attachment Filtering

Choose settings for stripping attachments during the scheduled operation.

Enable or disable the attachment stripping.

Targets

Specify which attachments are stripped from
messages. For more information, see
on page 28.

Specify attachments that are not filtered. Leave the
list empty if you do not want to exclude any
attachments from the filtering.

Actions

Specify whether stripped attachments are
quarantined.

Specify file names and file extensions which are not
quarantined even when they are stripped. For more
information, see on page 27.

Notifications

Specify the template for the text that replaces the
infected attachment when the stripped attachment
is removed from the message. For more information,
see on page 28.
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Virus Scanning

Choose settings for virus scanning during the scheduled operation.

Targets

Actions

Notifications

Enable or disable the virus scan. The virus scan
scans messages for viruses and other malicious
code.

Specify attachments that are scanned for viruses.
For more information, see on
page 28.

Specify attachments that are not scanned. Leave
the list empty if you do not want to exclude any
attachments from the scanning.

Specify whether the product should try to disinfect
an infected attachment before processing it. If the
disinfection succeeds, the product does not process
the attachment further.

Note: Disinfection may affect the product
performance.

Note: Infected files inside archives are not
disinfected even when the setting is enabled.

Specify the virus names that you want to ignore
during scanning. You can use this, for example, to
skip test files.

Specify whether infected or suspicious messages
are quarantined.

Specify infections that are never placed in the
quarantine. For more information, see
on page 28.

Specify the template for the text that replaces the
infected attachment when the infected attachment
isremoved from the message. For more information,
see on page 28.

Grayware Scanning

Choose settings for grayware scanning during the scheduled operation.
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Enable or disable the grayware scan.

Actions

Specify the action to take on items which contain
grayware.

- Leave grayware itemsinthe message
and notify the administrator.

- Remove grayware items from
the message.

Grayware exclusion list

Specify whether grayware attachments are
quarantined.

Specify grayware that are never placed in the
quarantine. For more information, see
on page 28.

Notifications

Specify the template for the text that replaces the
grayware itemwhen itis removed from the message.
For more information, see onpage
27.

Archive Processing

Choose settings for stripping attachments during the scheduled operation.

Specify iffiles inside archives are scanned for viruses
and other malicious code.

Targets

Specify files inside archives that are scanned for
viruses. For more information, see
on page 28.

Specify files that are not scanned inside archives.
Leave the list empty if you do not want to exclude
any files from the scanning.

Specify how many levels of archives inside other
archives the product scans when
is enabled.
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Actions

Specify whether files inside compressed archive files
are processed for disallowed content.

Note: Disallowed content is not processed when
the archive scanning is disabled.

Select a list of disallowed files inside archives on
which you want to take action.

Specify the action to take on archives which contain
disallowed files.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without the archive.

Specify the action to take on archives with nesting
levels exceeding the upper level specified inthe
setting.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Deliver the message with the
password protected archive to the recipient.

- Remove the password protected
archive from the message and deliver the message
to the recipient without it.

Specify whether archives that are not delivered to
recipients are placed in the quarantine. For more
information, see on
page ?.

Advanced Options

Choose advanced processing options for all the messages processed during the scheduled operation.




Email and Server Security | Centrally managed administration | 53

Select this to run the scan without making any
modifications to scanned messages. This allows
you to check the scanning report to see how
messages and attachments would be processed
based on your current settings.

Specify whether you want to process all messages
or only those messages that have not been
processed previously during the manual or
scheduled processing.

Specify how many levels deep to scan in nested
email messages. A nested email message is a
message thatincludes one or more email messages
as attachments. If zero (0) is specified, the maximum
nesting level is not limited.

Note: It is not recommended to set the maximum
nesting level to unlimited as this will make the
product more vulnerable to DoS (Denial-of-Service)
attacks.

Select whether you want to use Intelligent File Type
Recognition or not.

Trojans and other malicious code can disguise
themselves with filename extensions which are
usually considered safe to use. Intelligent File Type
Recognition can recognize the real file type of the
message attachment and use that while the
attachment is processed.

Note: Using Intelligent File Type Recognition
strengthens the security, but can degrade the system
performance.

Enter any file extensions that you do not want
intelligent file type recognition to process.

Summary

The displays the summary of created operation. Click to accept the new
scheduled operation and to exit the wizard.

3.3 Settings for Microsoft SharePoint

You can configure settings for downloaded (when they are opened from SharePoint) and uploaded (when
they are saved to SharePoint) documents separately.

3.3.1 General

Choose whether or not to use intelligent file type recognition for SharePoint, and how to handle the
downloading of infected files.
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Select whether you want to use the intelligent file
type recognition or not.

Trojans and other malicious code can disguise
themselves with filename extensions which are
usually considered safe to use. The intelligent file
type recognition can recognize the real file type of
the message attachment and use that while the
attachment is processed.

Note: Using Intelligent file type recognition
strengthens the security, but can degrade the system
performance.

Enter any file extensions that you do not want
intelligent file type recognition to process.

Select to display a warning about
the infected file, but allow users to download them.
Select to prevent users from downloading

infected files.

3.3.2 Malware scanning

Specify how the product processes malware.

When virus scanning is enabled, the product scans
documents when they are opened (downloaded)
from the SharePoint server or saved (uploaded) to
the SharePoint server.

Specify documents that are scanned for viruses.

Specify the list of documents that should not be
scanned for viruses.

Specify the virus names that you want to ignore
during scanning. You can use this, for example, to
skip test files.

Specify whether the administrator is notified when
the product finds a virus and the alert level of the
notification.

3.3.3 Grayware scanning

Specify how the product processes grayware items.
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When grayware scanning is enabled, the product
scans for grayware (adware, spyware, riskware and
similar).

Note: Grayware scanning is disabled if virus
scanning is disabled.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

Specify the action to take on items which contain
grayware.

- Let users access grayware items.

- Prevent users from accessing
grayware items.

Specify whether the administrator is notified when
the product detects grayware and the alert level of
the notification.

3.3.4 Archive scanning

Specify how the product processes viruses inside archives.

When archive processing is enabled, the product
scans for viruses and other malicious code inside
archives.

Specify files that are scanned for viruses inside
archives.

Specify files inside archives that are not scanned.
Leave the list empty if you do not want to exclude
any files from the scan.

Specify how many levels deep to scan in nested
archives, if archive processing is enabled.

A nested archive is an archive that contains another
archive inside. If zero (0) is specified, the maximum
nesting level is not limited.

Specify the number of levels the product goes
through before the action selected in
takes place.
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Specify the action to take on nested archives with
nesting levels exceeding the upper level specified
inthe setting.

- Nested archives are scanned up to
level specified in the
setting. Exceeding nesting levels are not
scanned, but the archive is not removed.

- Archives with exceeding nesting
levels are removed.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Leave the password protected
archive in the message.

- Remove the password protected
archive from the message.

Specify whether the administrator is notified when
the product detects a virus in an archive and the alert
level of the notification.

3.3.5 Advanced configuration

The settings on the page are intended for managing the product services that
affect the performance of the server.

Select this to send product update and configuration
change notifications to the SharePoint service.

Specify the maximum number of scanning processes
that can be running at any given time. The default is
5.

Specify the maximum size for individual files stored
on SharePoint in megabytes. Any files larger than
this are not scanned.

3.4 Managing endpoint security

This section contains information on how to configure the endpoint security for managed Email and Server
Security hosts in your network.

3.4.1 Configuring virus and spyware protection

Virus and spyware protection consists of automatic updates, manual scanning, scheduled scanning,
real-time scanning, spyware scanning, DeepGuard, email scanning and browsing protection.

Virus and spyware protection keeps computers protected against file viruses, spyware, riskware, and
viruses that are spreading by email attachments and in web traffic.
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Automatic updates guarantee that virus and spyware protection is always up-to-date. Once you have set
up virus and spyware protection and the automatic updates by distributing the settings in a security policy,
you can be sure that the managed network is protected. You can also monitor the scanning results and
other information the managed hosts send back to Policy Manager Console.

When a virus is found on a computer, one of the following actions will be taken:

« theinfected file is disinfected,

« theinfected file is renamed,

» theinfected file is deleted,

« theinfected file is quarantined,

» the useris prompted to decide what action to take with the infected file,

« the infected file or attachment (in email scanning) is reported only, or

« the infected attachment (in email scanning) is either disinfected, removed or blocked.

Configuring automatic updates

This section explains the different configuration settings available for automatic updates in Policy Manager,
and gives some practical configuration examples for hosts with different protection needs.

By following these instructions you can always keep the virus and spyware definitions on hosts up-to-date,
and choose the best update source based on user needs.

Configuring automatic updates from Policy Manager Server
When centralized management is used, all hosts can fetch their virus and spyware definition updates from
Policy Manager Server.

This is configured as follows:

1. Select on the .
2. Gotothe tab and select >

3. Make sure that the polling interval defined in
is suitable for your environment.

4. If you want to restrict users from changing these settings, click the lock symbol beside the settings.
5. Click the following icon to distribute the policy:

@

Configuring Policy Manager Proxy

If the different offices of a company have their own Policy Manager Proxy in use, it is often a good idea to
configure the laptops that the user takes from one office to another to use a Policy Manager Proxy as the
updates source.

In this configuration example, it is assumed that the laptops have been imported to one subdomain on the
tab, and that the different offices of the company have their own Policy Manager Proxy ,
and all of them will be included on the list of Policy Manager Proxy servers.

Follow these instructions:

1. Select the subdomain where you want to use the Policy Manager Proxy on the tab.
2. Gotothe tab and select > .
3. Click next to the table to add new servers to the list of available proxy
servers.
This opens the window.
4. Enter a priority number for the Policy Manager Proxy in the text box.

The priority numbers are used to define the order in which the hosts try to connect to the Policy Manager
Proxy. Use, for example, 10 for the Policy Manager Proxy in the office where the host is normally located,
and 20, 30 and so on for the other proxies.

5. Enter the URL of the Policy Manager Proxy server in the text box, then click

6. Repeat the above steps to add the other servers to the list.
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7. When you have added all proxies to the list, check that they are in the correct order.
If necessary, you can modify their order by altering the priority numbers.

8. Ifthe policy domainincludes hosts with Client Security 13.x installed, make sure that
is selected.

9. If you want to restrict users from changing these settings, click the lock symbols beside the settings.
10. Click the following icon to distribute the policy:

@

Note: End users can also add a Policy Manager Proxy to the list in the local user interface, and the host
uses a combination of these two lists when downloading virus and spyware definitions updates. A Policy
Manager Proxy added by an end user is tried before those added by the administrator.

Configuring real-time scanning

Real-time scanning protects the computer all the time, as it is scanning files when they are accessed,
opened or closed.

It runs in the background, which means that once it has been set up, it is mostly transparent to the user.

Enabling real-time scanning for the whole domain
In this example, real-time scanning is enabled for the whole domain.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >

3. Select .

4, Select from the drop-down list.

5. Selecthowto handleinfected files fromthe settings under the sections.
The settings are divided into two groups so that you can choose different settings for workstations and
servers.

6. Check that the other settings on this page are suitable for your system, and modify them if necessary.

7. Click the following icon to distribute the policy:

@

Excluding files from real-time scanning
You may want real-time scanning to skip certain files, either based on the file extension or the file path.

For example, you might not want to scan Microsoft Outlook’s . PST file to avoid slowing down the system
unnecessarily, as PST files are typically very large and take a long time to scan.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >
To select files based on their file extension:
a) Select

b) Enter the extensionin

Note: The extensions should be added without the preceding. (dot). Separate multiple extensions
with spaces.

To select files based on their location or checksum (hash):

a) Select
b) Click
c) Select the scope.
Select All if you want the exclusion to apply to both real-time and manual scanning.
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d) Select the identification method.

Select if the file always uses the same path.
Select if you want scanning to skip all files in a specific folder.
Select ifthe path for the file may vary across different hosts. Note that this option

is only available for the real-time scanning scope.

e) Enterthe path or hash that you want to exclude from scanning.
For example:

* Filename:t ext .t xt (allfilesnamedt ext . t xt are not scanned).
* Fullfile path: C: \t est\ t ext . t xt (thetext.txt fileinthe C.\t est folderis not scanned).
* Folder path: C: \ t est (all contentsinthe C. \ t est folder are not scanned).

For more information on using wildcards, see

Note: DeepGuard does not support exclusions that are configured using wildcards or device names.

You can also add acomment if you want to keep arecord of why the file or application was excluded.
f) Click

3. If you do not want to allow users to exclude files or applications from scanning, select

4,

Click the following icon to distribute the policy:

@

Excluding processes from real-time scanning
To optimize disk performance on managed hosts, you may want to exclude some processes from scanning.

Follow these instructions:

1. .
2. Gotothe tab and select >
3. .
4. Enter each process to exclude onits own line in

Select on the

Select

Enter the full path for each process, for example C: \ Pr ogr am Fi | es\ Appl i cation\appl. exe.
You can also use system environment variables in the path, for example
%°r ogr anti | es% Appl i cati on\ appl. exe.

Note: Any files that the excluded processes access are also excluded from scanning.

. Click the following icon to distribute the policy:

@

Configuring scheduled scanning

You can add scheduled scanning tasks.

In this example, a scheduled scanning task is added in a policy for the whole policy domain. The scan s to
be run weekly, every Monday at 8 p.m, starting from August 24, 2020.

Follow these instructions:

1.
2.

Select on the

Onthe tab, select > .
The currently set scheduled tasks are displayed on the table. Now you can add
scheduled scanning as a new task.

Click
This adds a new row to the table.

. Click the cell on the row you just created and then click


https://community.withsecure.com/en/kb/articles/5665-using-wildcards-in-exclusions-in-real-time-scanning
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5. The cellis now activated and you can enter a name for the new task.
For example, Schedul ed scanning for all hosts.

6. Nextclick the cell, and then click
7. Now you can enter the parameters for the scheduled scan.

A scheduled scan that is to be run weekly, every Monday starting at 8 p.m, from August 24, 2020
onwards, is configured as follows: / t 20: 00 / b2020- 08- 24 /rweekl y

Note: When the cell is selected, the parameters that you can use and their
formats are displayed as a help text in the pane (below the table).
8. Select the task type by clicking the cell and then clicking

9. From the drop-down list that opens select
The scanning task is now ready for distribution.

10 Click the following icon to distribute the policy:

@

Running scheduled scans on specific weekdays and days of the month:

When you are configuring a weekly scheduled scan, you can also define specific weekdays when the scan
is to be run. Similarly, when you are configuring a monthly scheduled scan, you can define specific days
of the month when the scan is to be run. For both of these, you can use the / Snn parameter:

» Forweekly scheduled scans you can use / r weekl! y together with parameters/ sl1-/s7./ sl means
Monday and / s7 means Sunday.

Forexample,/t18: 00 /rweekly /s2 /s5 meansthatthe scanis runevery Tuesday and Friday
até p.m.

» For monthly scheduled scans you can use/ r nont hl y together with parameters/ s1 -/ s31.
Forexample,/t18: 00 /rnont hly /s5 /s20 means thatthe scan is run on the 5th and 20th of

each month at 6 p.m.

Note: If you do not define aweekday, weekly scheduled scans are run on each Monday by default. Monthly
scheduled scans are run on the first day of each month by default, if you have not defined a specific day.
Configuring DeepGuard

DeepGuard is a host-based intrusion prevention system that analyzes the behavior of files and programs.

DeepGuard can be used to block intrusive ad pop-ups and to protect important system settings, as well
as Internet Explorer settings against unwanted changes.

If an application tries to perform a potentially dangerous action, it will be checked for trust. Safe applications
are allowed to operate, while actions by unsafe applications are blocked.

To turn on DeepGuard:

1. Gotothe tab and select >
2. Select
3. Select if you want to use DeepGuard's prevalence-based rules to

block files that may not be commonly recognized.

Note: This feature is only available for version 15 and newer clients.

4. Click the following icon to distribute the policy:

@
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DataGuard
DataGuard is a feature that strengthens DeepGuard by monitoring specific folders to prevent untrusted
applications from modifying files on managed hosts.

DataGuard is especially useful against any new ransomware that is able to get past other security layers.

In Policy Manager, you can set the folders that DataGuard monitors and protects. There are predefined
options for the default folders for user content, such as Documents, Music, Pictures, etc. You can also set
the trusted applications that are allowed to access the protected folders and modify the files there.
Applications that are not considered trusted are stopped if they try to modify any protected files.

Setting up DataGuard
You can define the folders that DataGuard protects on managed computers, and add trusted applications
that you do not want DataGuard to block

When DataGuard is turned on, untrusted applications and malware (including ransomware) cannot modify
files in folders that you define as protected.

Note: Be careful in selecting the protected folders and trusted applications for DataGuard. Adding a wide
range of data (either lots of folders or, for example, C: \ ) can cause a lot of unnecessary interruptions. Also,
adding avery wide scope of locations to the trusted applications list may allow malware to modify protected
files.

To use DataGuard:

1. Gotothe tab and select >

2. Select .

3. Inthe table, select the folders that you want to protect.
To add more protected folders:
a) Enterthe folder pathinthe field.

You can use environment variables inthe path. User environment variables apply to the corresponding
paths for each Windows user account on the computer. The supported variables are:

%Jser Profil e% %HoneDri ve% %lonePat h% %Pr ogr anDat a% %N nDi r % %8By st enRoot %
oByst enDri ve% %Pr ogr anti | es% and %Pr ogr anfi | es(x86) %

b) Add a description for the new folder in the field.

Note: Universal Naming Convention (UNC) paths are also supported for the protected folders.

4. Select the applications that are allowed to modify files that are in protected folders.
5. Select if you want to allow known, trusted system
applications to modify the protected folders.

6. Add more trusted applications to the table if necessary.

* Toadd asingle application, enter the full path to the executable including file name and extension.
* To add afolder that may contain several applications, enter the path to the folder.

Note: Some applications and standard Windows features may require adding more than one application
file to the list of trusted applications. For example, the print-to-PDF functionality in Windows uses the
following executable files: <W ndows f ol der >\ Syst enB2\ spool sv. exe and <W ndows

fol der>\ SystenB2\printfilterpipelinesvc. exe.

7. Click the following icon to distribute the policy:

@

We recommend that you apply the common practices and tools for your organization when considering
the protected folders and trusted applications for DataGuard. It is also a good idea to apply specific rules
for separate policy domains where possible. For example, if your domain tree is structured according to
teams or departments, you can apply separate rules for developers and salespeople.
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Managing quarantined objects

Quarantine management gives you the possibility to process objects that have been quarantined on host
machines in a centralized manner.

All infected files and spyware or riskware that have been quarantined on host machines are displayed on
the > > page. Fromthere, you can eitherrelease the objects
from quarantine, or delete them.

Note: Quarantine management should be used primarily for troubleshooting purposes. For example, if a
business-critical application is considered riskware and it has not yet been included in the virus definition
database, you can use quarantine management to allow it to be used. Such cases are relatively rare, and
once new virus definition updates that treat the application as normal are available, the problem should be
fixed automatically.

Deleting quarantined objects
Infected files, spyware or riskware that have been quarantined on hosts can be removed from quarantine,
in which case they are deleted from the host machine.

Follow these instructions:

1. Selectthe target domain.

2. Gotothe tab and select > .

3. Select the quarantined object you want to delete on the table, and click
The object is moved to the table, with given as
the for the object.

4. Click the following icon to distribute the policy:

@

Releasing quarantined objects
Infected files, spyware or riskware that have been quarantined on hosts can be released from quarantine,
in which case they are allowed on the host machines and can be accessed and run normally.

Follow these instructions:

1. Selectthe target domain.
2. Create an exclusion rule for the object.

Exclusion rules are required to make sure that the object will not be quarantined again in future. If the
object is listed as a virus or infected file:

a) Gotothe > > page and copy the object's file path.
b) Gotothe tab and select > .
c) Check that is selected.
d) Click next to the exclusion table.
e) Select as the scope, select , and paste the object's file path to the path field.
f) Click
3. Gotothe tab and select > .
4. Selectthe quarantined object you want to allow on the table, and click
The object is moved to the table, with given as
the for the object.

5. Click the following icon to distribute the policy:

@

Hiding notifications on managed hosts
You can hide the security notifications and computer restart prompts from end users.
Policy Manager includes separate settings for the visibility of notifications on workstations and servers.

Follow these instructions:
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1. Selectthe target domain.
To hide security notifications and computer restart prompts from end users:

a) Gotothe tab and select > .
b) Under , select from drop-down lists for workstations and
servers.

2. Click the following icon to distribute the policy:

@

Preventing users from changing settings

If you want to make sure that the users cannot change some or any of the virus protection settings, you
can make these settings final.

There are different possibilities for doing this:

« If you want to prevent users from changing a certain setting, click on the lock symbol beside it.

* When you are on one of the pages on the tab, you can set all the settings on the page final at
once by clicking . This page-specific shortcut affects only the settings that have
an attached lock symbol and it operates all lock symbols on the page at once.

» If you want to make all settings for both virus protection and firewall final, go to the tab and
page, and click

Setting all virus protection settings as final
In this example, all the virus protection settings are set as final.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >
3. Select

4. Click

5. Click the following icon to distribute the policy:

@

Sending alerts by email
You can set Policy Manager to send alerts for the managed environment to one or more recipients by email.

You can send alerts both for Policy Manager Server notifications and for managed hosts. Policy Manager
Server alerts are each sent as individual emails, but multiple host alerts can be included in the same email.
Policy Manager checks for new alerts that are received from managed hosts every ten minutes.

To set email forwarding for alerts:

1. Select > from the menu.
2. Click .
3. Enter the email addresses for the recipients.
All recipients will receive all of the alerts generated by the system.
4. Select either or as the alert type to send by email.

5. Ifyouinclude hostalerts, set the minimum alert severity and how many alerts you want to see in individual
emails.

Note: If the number of alerts for the polling period exceeds the selected amount, the email shows you
the most recent alerts and prompts you to check the remaining alerts in Policy Manager Console.

6. Click

The following server alerts are sent:
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 Anti-virus databases are <n> days ol d:security alert, generated when the antivirus definition
databases are more than 5 days old.

e Anti-virus database version i s unknown:warning, generated ifthe database version cannot
be detected, for example if Policy Manager cannot connect to the Automatic Update Agent.

+ Software Updater databases are <n> days ol d: security alert, generated if the Software
Updater databases are more than one week old.

« Software Updater databases are ni ssing:security alert, generated if there is no Software
Updater database available on Policy Manager.

* <n> new host (s) waiting to be inported:warning, generated if there are new hosts that do
not match any import rule and are waiting to be imported manually.

* <n> unmanaged host (s) di scover ed: warning, generated when new, unmanaged hosts are
detected.

* Upgrade avail abl e: <product nanme> <product version>. To see nore information
and get the upgrade, go to <link to the downl oad page>. This message is sent
whenever anew upgrade is available for Policy Manager or any of your managed WithSecure applications.

The host alerts vary according to the managed software that triggers them.

Logging information on the forwarded alerts is stored to the following file:
C:\ ProgranDat a\ Wt hSecur e\ NS\ Pol i cy Manager\ Pol i cy Manager
Server\ | ogs\fspns-al ert-forwarding.| og.

Monitoring viruses on the network
Policy Manager offers different ways and levels of detail for monitoring infections on your network.

The best way to monitor whether there are viruses on the network is to check the

section of the view on the tab. If it displays new infections, you can
access more detailed information by clicking . It takes you to the tab
and page, where you can see details of each host’s infection status.
You canalsocheckthe and tabsto see the scanning reports from different hosts.

Testing your antivirus protection

Totest that the managed security products operate correctly, you can use a special test file that is detected
as though it were a virus.

This file, known as the EICAR Standard Anti-Virus Test File, is also detected by several other antivirus
programs. You canalso use the EICAR test file to test your email scanning. EICAR is the European Institute
of Computer Anti-virus Research. The Eicar info page can be found at

You can test your antivirus protection as follows:
1. You can download the El CARtest file from

Alternatively, use any text editor to create the file with the following single line init:

X500 PY@AP] 4\ PZX54( P*) 7CC) 7} $EI CAR- STANDARD- ANTI VI RUS- TEST- FI LE! $H+H*
2. Save this file to any name with a. comextension, for example EI CAR. COM

Make sure that you save the file in the standard MS-DOS ASCII format. Note also that the third character
of the extension is an upper-case O, not numeral 0.

3. Now you can use this file to see what it looks like when the product detects a virus.

Naturally, the file is not a virus. When executed without any virus protection, EIl CAR. COMdisplays the
text EI CAR- STANDARD- ANTI VI RUS- TEST- FI LE! and exits.

3.4.2 Configuring firewall settings

This section provides an overview of the firewall settings and how you can configure them to suit your
network.

The firewall protects computers against unauthorized access from the internet as well as against attacks
originating from inside the LAN.


https://www.eicar.org
https://www.eicar.org/download-anti-malware-testfile/
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The current WithSecure product uses the Windows Firewall component. WithSecure's firewall profiles
provide an additional security layer on top of the Windows Firewall user rules and other domain rules. The
WithSecure firewall profiles or rules are not applied if Windows Firewall is off. Therefore, we recommend
that you always keep the firewall on.

Older product versions use WithSecure's own firewall component. This contains predefined security levels,
each of which has a set of pre-configured firewall rules associated with them. Different security levels can
be assigned to different users based on, for example, company security policy, user mobility, location, and
user experience.

Note: If youuse a GPO orthird-party firewall, in most cases you need to turn off WithSecure firewall profiles
to avoid conflicts. If this is the case, make sure that the
setting on the > > page is not selected.

Turning on the firewall
Keep the firewall turned on to block intruders from accessing computers in your managed network.

1. Select on the .
2. Gotothe tab and select >
3. Select

Note: If you use a GPO or third-party firewall, in most cases you need to make sure that this setting is
not selected to avoid conflicts.

4. Select .
5. Click the following icon to distribute the policy:

@

Configuring network quarantine

Network quarantine is a firewall feature that makes it possible to restrict the network access of hosts that
have very old virus definitions and/or that have real-time scanning turned off.

The normal access rights of such hosts are automatically restored once the virus definitions are updated
and/or real-time scanning is turned on again.

This section describes the network quarantine settings and contains an example of how to enable the
network quarantine feature in the managed domain. There is also a short description of how to configure
the network quarantine security level by adding new firewall rules.

Turning network quarantine on in the whole domain
You can enable network quarantine for the whole domain by following the steps given here.

Follow these instructions:

1. Select onthe .

2. Gotothe tab and select >

3. Select

4. Specify the .

5. If you want to restrict the host from accessing the network when real-time scanning is turned off, select

Click to modify the firewall rules for quarantined hosts.
7. Click the following icon to distribute the policy:

@

@
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Fine-tuning network quarantine
Network quarantine is implemented by forcing hosts to use a restricted set of firewall rules.

You can add new rules to the network isolation rules to allow additional network access to hosts in
network quarantine. You should not restrict access further as this may cause hosts to lose network
connectivity.

Note: For product versions 13 and older, quarantined hosts are forced to the firewall
security level. This security level has arestricted set of firewall rules. Similarly to the network isolation rules
for newer product versions, you can add new rulestothe security level, but should not restrict access
further.

Firewall settings for Windows clients

This section describes the settings that you can configure for WithSecure's firewall profiles, which provide
an additional layer of security for Windows Firewall.

Note: You must have Windows Firewall turned on for your network via Group Policy Object (GPO) to
manage the firewall settings through Policy Manager. If Windows Firewall is turned off via GPO, Policy
Manager cannot override those settings and the firewall policies will not be applied.

Selecting the active firewall profile for a domain
You can set a specific firewall profile for any domain within your managed network.

1. Selectthe target domain.
2. Gotothe tab and select >

3. Select the firewall profile for the domain from the and
drop-down lists.

Note: The default profile for WithSecure Email and Server Security clients is set to

4. Click the following icon to distribute the policy:

@

Creating a new firewall profile for a domain
You can create a new firewall profile by cloning an existing one.

Follow these instructions:

Select the target domain.

Gotothe tab and select > .

Inthe drop-down, select the profile that you want to clone.
Click

Enter a name for the new profile, then click
Configure the settings and rules for the new profile.
Click the following icon to distribute the policy:

@

Adding firewall rules
You can add new rules to firewall profiles that have been added within the scope of your domain access.

N aFrwbE

1. Select the target domain.

2. Gotothe tab and select > .

3. Inthe drop-down, select the profile that you want to edit.
4. Click

5. Enter a name for the rule and select the type (either or ), then click



Email and Server Security | Centrally managed administration | 67

Note: For rules, select if you want to receive
alerts when the rule is triggered.

6. For each network service that you want the rule to include:

a) Click

b) Select the service from the drop-down list.

c) Select the traffic direction from the drop-down list.

Direction Explanation
The service will be allowed/denied to/from your
computer in both directions.
The service will be allowed/denied if coming from
the defined remote hosts or networks to your
computer.
The service will be allowed/denied if going from
your computer to the defined remote hosts or
networks.
7. Click

(o]

. Specify the remote addresses that apply for the rule, then click

9. Specify the scope for the rule, then click
The new rule is added to the table for the selected profile.

10. Click the following icon to distribute the policy:

@

Note: Added firewall rules only apply to the profile that you are editing. If several profiles require the same
rule, you have to add it for each profile separately.

Related tasks

on page 67
If you need a network service that is missing from the set of default services, you can add it separately for
use in custom firewall rules.

Creating a new network service for firewall rules
If you need a network service that is missing from the set of default services, you can add it separately for
use in custom firewall rules.

Gotothe tab and select > .
Click below the list.
Click

Enter a name for the service.

Select the IP protocol number, then click
Enter the initiator ports, then click

Enter the responder ports, then click

Neaprowbpr

You can now select the new network service when you add or edit your custom firewall rules.

3.4.3 Configuring application control

Application control prevents execution and installation of applications, and prevents them from running
scripts.

Application control reduces the risks that malicious, illegal, and unauthorized software pose in the corporate
environment. It provides the following features:
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» Security: Pre-configured security rules designed by WithSecure penetration testers cover attack vectors
that are used to breach into corporate environments.

» Policy enforcement: Based on a simple rule editor, policy enforcement helps the administrator define
which applications are blocked, allowed, or monitored.

Configuring application control

Application control prevents execution and installation of applications, and prevents them from running
scripts.

Application control reduces the risks that malicious, illegal, and unauthorized software pose in the corporate
environment. It provides the following features:

» Security: Pre-configured security rules designed by WithSecure penetration testers cover attack vectors
that are used to breach into corporate environments.

« Policy enforcement: Based on a simple rule editor, policy enforcement helps the administrator define
which applications are blocked, allowed, or monitored.

Turn on application control to prevent the execution and installation of applications, and to prevent them
from running scripts:

1. Select onthe .

2. Gotothe tab and select >

3. Select .

4. Select the profile to use in the drop-down list.
5. Click the following icon to distribute the policy:

@

Creating a new application control profile
You can create a new application control profile by cloning an existing one.
Follow these instructions:

Select the target domain.

Gotothe tab and select >

Select the profile that you want to clone from the drop-down list.
Click

Enter a name for the new profile, then click

Select how you want to handle applications in the drop-down
list.

The selected action is applied to any applications that are not covered by the exclusion rules for the
profile.

S o FwhE

7. Configure the exclusion rules for the new profile.
8. Click the following icon to distribute the policy:

@

Adding exclusion rules

Application control's exclusion rules give you a way to define the applications that you want to explicitly
allow or block.

Any applications that match the conditions that you set within the rules are excluded from the default rule
for the profile. For example, if the default rule is , you can create rules to specify the applications or
locations that you want to block. Another example could be that you want to receive a report of any
applications that match the triggering conditions, even though they are still allowed or blocked based on
the default rule for the profile.

Follow these instructions:
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. Select the target domain.
. Gotothe tab and select > .
. Select the profile that you want to edit from the drop-down list.

Note: You cannot edit the exclusion rules for any profiles that are marked as

. Click

This opens the exclusion rule wizard.
Enter a name and description for the rule.
Select the and for the rule.

The following table lists the available event types and when they are triggered.

Event Description

Run application A combination of Start process and Load dynamic library. Triggers when an
executable file or script is launched and when a DLL is about to get loaded into
a process.

Run installation Triggers when msi exec. exe is launched with some MSI package as a

command line parameter.

Start process Triggers when an executable file or script is launched.

Load dynamic library Triggers when a DLL is about to get loaded into a process.

File access Triggers when a file matching the target conditions is opened or accessed by
an application.

For example, if you select as the eventand as the action, the rule prevents
applications from running if they match the conditions for the rule.

. Click

You can add multiple conditions to the same rule to get the scope that you want.
Note the following when adding conditions to an exclusion rule:

» Ifyouuseattribute Tar get SHA1 orPar ent SHAL inthe exclusion rule condition, you have to use

as the event type.

« Ifadynamic link library (.dll) is blocked and you want it to be allowed by Application Control, you
havetousethe eventtypeinthe exclusionrule. In a case like this, you cannot
therefore use attribute Tar get SHAL nor Par ent  SHAL in the exclusion rule.

» AttributesTarget file names mismatchandParent file names m smat chkickinwhen
the binary filename is different from the "Original filename" found under file Properties > Details.

, ,and apply to binaries (applications and
dynamic libraries).

. Select the attribute, operator, and value for each condition.

The following table explains the attributes that you can select to match the condition values.

Selected attribute  Description

Target Values of the actual application. For example, is the actual
file that you want to block.
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Selected attribute  Description

Parent Values of the process that launches the application. For example,
is the file that launches the application that you want to block.

For example, if you want to block Internet Explorer, i expl or e. exe isthe target and expl or er . exe
(Windows Explorer) is the parent.
The following table explains how different operators work with the values that you enter.

Selected condition Description

Equals The value must be exactly the same as the target, forexample, i expl or e. exe.

Not equals The value may be anything except the target.

Less, Greater, Lessor These apply to numeric values, for example if you select

equals, Greater or as the attribute.

equals

Contains The selected attribute must contain the value, for example, expl or e.

Starts with The selected attribute must start with the value, for example, i e.

Ends with The selected attribute must end with the value, for example, expl or e. exe.
9. Click

10. Change the order of the rules if necessary.
The rules listed for the profile are applied in priority order from the top down.

11 Click the following icon to distribute the policy:

@

Note: If there are any issues with the rule, for example if some information is missing or invalid, the host
sends an alert to Policy Manager.

Example: Preventing a vulnerable version from running

To use Application control to prevent vulnerable applications from running, for example, to block an
unpatched version, use a Target file version attribute.

For example, a program had a vulnerability that was patched in version 1.2.4. To block any version older
than 1.2.4 from running, do the following.

1. Create the following exclusion rule:
a) Givetherule aname: Bl ock an unpat ched program
b) Fromthe drop-down menu, select
c¢) Fromthe drop-down menu, select

2. Then, add the first condition to the exclusion rule:
a) From the attribute drop-down menu, select

Note: To find the file description, right-click the file in the File Explorer and select Properties.

b) From the operator drop-down menu, select
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c) Inthe value field, enter the name of the unpatched program as it appears in the file description. For
example, "Internet Explorer".

Note: As "Internet Explorer" is in the target file description, the program is blocked regardless of
the file name or its location.

3. Then, add the second condition to the exclusion rule:

a) From the attribute drop-down menu, select
b) From the operator drop-down menu, select
c) Inthevaluefield,enter1. 2. 3. * . *,

Note: The condition for the target file version is "less or equal to 1.2.3.*.*" The asterisk indicates
that only major and minor fields are used in the comparison.

3.4.4 Using Device Control

Device Control blocks certain hardware devices to protect the network.

Device Control prevents malware from spreading to the network from external devices such as USB storage
devices and DVD/CD-ROM drives. When a blocked device is plugged in to the client computer, Device
Control turns it off to prevent access to it.

Configuring Device control
Device control can be configured with WithSecure Policy Manager.
Follow these instructions to configure Device control.

1. Gotothe tab and select >
2. Toturnon Device control, select .
3. Setthe type of alert that is sent to the administrator when a device is blocked.
4, The table contains rules for blocking devices.
A device that has setto cannot be accessed, when the rule is set as active.

Limiting access permissions for removable drives

Device Control allows you to specify the access permissions for removable drives, such as USB sticks
and portable hard drives.

1. Gotothe tab and select >
2. Select the access permissions under

« Select if you want to allow users to copy files to removable drives. If this is not
selected, users will have read-only access to any allowed removable drives.
* Select if you want to allow users to run executable files, such as . exe or

. i files, that are located on a removable drive.

3. To add devices where executable files are allowed to run as exceptions, click

Note: Exceptions are only applicable on version 15.00 and newer client applications.

a) Click to include a new exception.
b) Enter the hardware ID for the removable storage device that you want to add.
c) Click

The new device is added to the table.

On the devices listed in this table, end users can always run executable files and always have write
access to files on the devices, regardless of the other settings for removable storage devices.
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Blocking hardware devices

You can block the access to devices with predefined rules.

By default, rules do not block any devices. To block devices, follow these instructions.

1.
2.
3.

Gotothe tab and select > .
On the table, select the row for the device that you want to block, and click
Set to to block the selected device.

Note: Some USB Wi-Fi adapters do not use the USB\ Cl ass_EQ har dwar e ID and need a custom
rule to work with Device control.

Granting access to specific devices

You can set rules to allow a specific device while all other devices of same class are blocked.

You need to know the hardware ID of the device that you want to allow before you can create a rule that
grants full access to the device.

To add an exception to a rule, follow these instructions.

1.

R

Get the hardware ID for the device that you want to allow.
The hardware ID has to be more specific than the ID which is used to block the device.

Gotothe tab and select >

Onthe table, click

Enter the hardware ID for the device as the inthe new rule.
Set to to allow the use of the device.

Set to for the new rule.

Finding hardware ID for a device
You can find the hardware ID of the device in multiple ways. You can use this ID with blocking rules.

Follow these instructions to find the hardware ID either with WithSecure Policy Manager or Windows Device

Manager.
1. Select the target host.
2. Gotothe tab and select >
3. Onthe section, click
Note: should be enabled and single device is selected for
link to be active
Use , and columns to find the ID of the device to be
blocked.
4. If you cannot find the ID using the reported devices list, open Windows Device Manager in the client

® No o

computer.

Find the device which ID you want to know in the list of devices.

Right-click the device and select

Goto tab.

Select one of the following IDs from the drop-down menu and write down its value:

* Hardware IDs

e Compatible IDs

* Device class guid
* ParentID

Note: For external storage devices, this is the only ID that includes the unique serial number of the
device.

Use , ,and columns to find the ID of the device to be
blocked.
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3.4.5 Managing software updates

You can manage and install software updates for the computers in your network.

It is important to have the latest software updates installed on the workstations in your network, because
many updates fix security vulnerabilities in installed products.

You can configure Policy Manager to automatically install security updates to computers. You can also
check the status of software updates and install missing software updates manually when needed.

Note: This feature does not support all managed products or versions. Check the release notes for your
product to see if your current version is supported.

Note: Policy Manager only downloads and updates the Software Updater databases if you have hosts
that have Software Updater installed.

Installing software updates automatically

You can configure Policy Manager to automatically install security updates for software to computers in
your network.

Follow these instructions:

1. Selectthe target domain.
2. Gotothe tab and select >

3. Select .

4. Select how youwant managed hosts to fetch the software updates next to

. : The managed hosts fetch the updates from Policy Manager Server or Proxy when they are
available.

. : The managed hosts fetch the updates from Policy Manager Server or Proxy if they are
available, otherwise they download the updates from the internet.

. : The managed hosts always fetch the updates from the internet.

5. Under , select the security update categories and schedule that you want to
use.

You can exclude any software that you do not want Software Updater to update automatically. Under
, click to see a list of the excluded programs.
6. Select if you want the updates to be installed as
soon as possible on hosts that are not available when the scheduled installation is run.

7. Select if you want to minimize the
amount of restarts needed on managed hosts.

8. Click the following icon to distribute the policy:

@

Excluding software updates from automatic installation

You can enter the name and bulletin ID for any software that you do not want Software Updater to update
automatically.

Exclusionis based on the update installation status reported by managed hosts. When a host starts installing
missing updates, it checks for any excluded updates and reports that they were not installed due to exclusion
by the administrator. This also means that excluded updates do not immediately disappear from the list
onthe tab, because the hosts only report the installation status once they attempt to
install the missing update.

Follow these instructions:

1. Selectthe target domain.
2. To manually enter the details for the software updates that you want to exclude:
a) Gotothe tab and select >
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b) Under , click

c) Enterthe details for the update that you want to exclude.
You can enter both the name of the software and the bulletin ID for the specific update. The software
name can include a product name and a service pack name. For example "windows sp3" will match
all windows updates related to SP3. If you use the bulletin ID for excluding updates, only updates
matching the exact bulletin ID will be excluded.

You can also select a software vendor to exclude. If you select a vendor and do not enter any other
details, all updates for that vendor's software are excluded.

3. To exclude a software update from the current list of available updates:

a) Onthe page, right-click the update that you want to exclude.
b) Select to use the update name givenin the column or
to use the bulletin ID.

Note: If you exclude an update by its software name, any other updates that use the same name
are also excluded.

4. Click the following icon to distribute the policy:

@

Any updates for software matching the entered text, selected software name, or bulletin ID is now excluded
from automatic installation. You can click inthe columnunder
to see a list of the updates currently found for the entered software.

Checking the status of software updates in your network
Onthe page, you can check the status of software updates in your network.

The page provides a list of updates for the software in use within your network. Each
entry onthelistincludes the software in question, category, ID and description for the update, corresponding
knowledge base (KB) number, as well as the update status if a single host is selected. If you select adomain
or multiple hosts, you can click to see the update status. From this page, you can check which
computers are missing selected updates, and also install the missing updates to those computers.

The columninthe view also shows you if you need to download the
update package manually, or if the package has already been downloaded manually. These status links
open the view.

Tip: Youcanalsousethe field onthe page tofind hosts that

are missing an update. You can use any of the visible criteria for the update as a keyword for your search.

Installing missing software updates
You can install missing software updates manually.

To install the missing software updates:

1. Selectthe target domain.

2. Onthe page, select the updates that you want to install.
3. Click
4. Inthe confirmation dialog, click

The workstations will install the updates the next time they connect to Policy Manager Server.

You can also see the update status in Policy Manager Console.

Configuring a third-party HTTP proxy for Software Updater
You can set up Software Updater to receive its updates through an external HTTP proxy.

Policy Manager works as a proxy for the software update packages by default, and the default cache size
is set to 10 GB (you can configure this setting in Policy Manager Console). However, some organizations
or network setups may require the use of a dedicated third-party proxy.

To configure the proxy and caching for Software Updater updates:
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1. Install and configure the proxy of your choice.
For example, with Squid, make the following configurations in squi d. conf :

a) Setthe disk cache to 100 GB:
cache_dir ufs /var/spool/squid 100000 16 256

b) Setthe maximum caching file size:
maxi mum obj ect _size 2048 MB

c) Configure the proxy to be used for software updates only (Software Updater is identified by its
User-Agent name):

acl FSecSwUp browser F- SecureSoftwareUpdat er
http_access al |l ow FSecSwUp

http_access deny all

Once the caching proxy is up and running, it needs to be added to the Software Updater policy.
2. Configure the Software Updater policy.

a) Gotothe tab and select >
b) Set to .
c) In , enter the address and port for the proxy

( ).

3.4.6 Endpoint Detection and Response

You can manage the distribution and basic operations of WithSecure Endpoint Detection and Response
(EDR) sensors with Policy Manager.

Note: More advanced incident-related information and operations are available in the WithSecure Endpoint
Detection and Response portal. to see the documentation for the portal.

WithSecure Endpoint Detection and Response gives you instant visibility into your IT environment and
security status from a single pane of glass. It keeps your business and data safe by detecting attacks fast
and responding with expert guidance with the possibility of elevating the hardest cases to our cyber security
specialists.

Organizations can be breached in many ways. Increasingly, the attacks are fileless and do not require
attackers to install malware on desktops or laptops. Advanced Persistent Threats (APT) and cyber threats
are an extremely costly problem for companies. They are difficult to recognize just using traditional protection
methods. Also, these attacks can be difficult to analyze and respond to. Defending against these attacks
requires both the latest technological solutions and the expertise to analyze and understand the available
data.

With its deep bi-directional intelligence and high level of automation, WithSecure Endpoint Detection and
Response protects against advanced threats even before breaches happen. It detects incidents with
lightweight sensors, which are installed on monitored hosts in the organization. Sensors collect data on
behavioral events, such as files being accessed, processes or network connections being created, or
something being written into the registry or system log. These events are then further analyzed in the
backend. The solution does not just to do real-time detections, but also makes detections based on applying
new rules to old data.

Often targeted attacks could go unnoticed for months or even years. With WithSecure Endpoint Detection
and Response, you can prevent the attack from breaching critical servers through the targeted hosts.

Activating endpoint sensors

Endpoint sensors are lightweight, discreet sensors, which are included in Client Security and Server
Security. These sensors collect behavioral data from endpoint devices and are specifically designed to
withstand a wide range of attacks.

You need an activation keycode for registering the Endpoint Detection and Response (EDR) sensors.
Contact your WithSecure partner to get your EDR for Business Suite keycode.

Follow these instructions:


http://%3cproxy_address%3e:%3cport_number
https://www.withsecure.com/userguides/product.html#business/edr/latest/en

Select the target domain.

Gotothe tab and select > .

Enter your sensor activation keycode for the corresponding host type (workstations or servers).
Select

Click the following icon to distribute the policy:

@

Checking the status of endpoint sensors

A A

You can see the status of deployed Endpoint Detection and Response endpoint sensors on the
tab.

Policy Manager shows you the connection status of the sensors as well as any errors related to activation,
for example if the subscription is not valid or has expired.

To check the status of endpoint senors:

Select the tab and go to the page.
This page shows you basic information on the endpoint sensors in your managed network.

More details and operations are available in the Endpoint Detection and Response portal. The >
page in Policy Manager has a link that opens the portal in your web

browser. You receive access credentials for the portal in connection with your sensor activation keycodes.

Isolating hosts from the network

You can isolate one or more hosts from the network.

Note: Use network isolation with caution and only in case of a network attack.

To isolate a host from the network:

1. Select the target host in the policy domain tree.
2. Gotothe tab.

3. Click under .
This isolates the selected host from the network.

4. Toreconnect an isolated host to the network, click onthe tab.

Isolated hosts are shown on the section of the dashboard.
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4

Administration with Web Console

Topics: This section describes how to use Web Console to administer the
product.

The product uses Windows-based authorization for the Web Console
to increase the security of the process. For this reason, you need to
start the browser with administrator rights.

. Note: After you edit the product settings, Web Console shows an
popup at the bottom of the page. Click
before you close Web Console to apply the changes that you
have made.
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4.1 Allowing hosts to access the web console

To access the web console from other hosts in the network, you need to allow them via Internet Information
Services (lIS).

To allow access to the web console for all hosts:

1. In , Start .

2. Goto >
3. Select .

W3 Internet Information Services (IIS) Manager - X
P o =
& @ v EXCHIG » Sites b EssWebConsole » %7 MESNC T B
File View Help
: b I
I EssWebConsole Home
e-H7 e 0
©5 Start Page e ==
83 EXCH16 (EXCH1616\administ Filter: hd Go - \zgShow All | Group by: Area - 58]~
2} Application Pocls ASP.NET . A
Sites e & 2 r]
3 =0 -~ 3 L \
) Default Web Site | Z ¢ (03 2
&P EssWebConsole NET NET MET Error NET .NET Profile .NETRoles  .MET Trust
y @ Exchange Back End Authorizat.. Compilation Pages Globalization Levels
e - F =
E?J ¥ ab| k: i ,g?)
NET Users  Application Connection Machine Key Pages and Providers ~ Session State & Restart
Settings Strings Controls
SMTP E-mail
lis ~
d 9 o B B B &
Authentic.. Compression Default  Directory  ErrorPages  Failed Handler
Document  Browsing Request Tra.. Mappings
i % - = o : E =)
& O 8 = A »
HTTP HTTP ISAP! Filters Legging  MIME Types  Modules Output
Redirect  Respon.. Caching
=
o=
Request S5 Settings
Filtering
w
Ready L]
4. Click
File View Help
Connections
= EssWebConsole Home
@-H i3 |8
& Start Page
I a5 Filter: - % Go - (G ShowAll | Group by: s
.93 EXCH16 (EXCH161B\administ] | _ " i S i Ares
Application Pools
)| Sites Site Bindings
> &) Default Web Site
B b e EssWebConsole Type Host Name Port IP Address Binding Informa...
> &) Exchange Back End hitps 35003 127.0.01 ctoties
https 25023 [:] Manage Website 2
£ Restart
B

[l i |

ettings...

Configure

Failed Request Tracing...

Close
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5. Select asthe , enter the for the server, and set the to 25023.
Edit Site Binding ? * [
Type
https | Type: IP address: Port:
https | [https 1234 v][as03 ] A
https L
e
Host name: :
1
| | = |
[] Require Server Name Indication
i
- i
S5L certificate:
Local ESS Web Console Self Signed Cert ~ Select... View... g
Close
e VT MR NdCinICRRN ML T oSLTST MARAE oD A ires ik
6. Selectthe , then click

Note: SSL 2.0 certificates are not supported due to vulnerabilities.

4.2 Restricting website access to specific IP addresses

After allowing access to the web console from other hosts in your network, you may want to restrict the
access to a specific IP address or IP range.

To allow only specific hosts to access the web console:

1. Make sure that the feature is installed for Internet Information Services
(ns).
& Add Roles and Features Wizard = O xor

DESTINATIOM SERVER

Select server roles R

Select one or more roles to install on the selected server.

Befors You Bagin

Installation Type Roles Description
SErVEr S2laction | VO|I:.imE Activation Services ' IF and Domain Restnictions allow
4 [W] Web Server {IIS) (26 of 43 installad) you to enable or deny content based
4 [W] Web Server (20 of 34 installed) upon the oniginating IP address or
" i [W] Cammon HTTP Features (3 of 6 installed) domain name of the request. Instead
Confirmation I [m] Health and Diagnostics (4 of 6 installed) of using groups, roles, or NTFS file
|- & Performance (Installed) system permissions to control access
4 (W] Security (5 of 9 installed) to content, you can specific IP
| Request Filtering (Installed) addresses or domain names. g

| Basic Authentication (Installed)
[] Centralized SSL Certificate Support
| Client Certificate Mapping Authenticatic
| Digest Authentication (Installed)
[] 1S Client Certificate Mapping Authentic
[] URL Authorization
+ Windows Authentication (Installed)
I [m] Application Development (4 of 11 installed]

i [] FTP Server
i [m] Management Tools (6 of 7 installed)

< Previgus. | | MNext = Install
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2. Goto Sites > EssWebConsole.
3. Open IP and Domain Restrictions.

q EsswebConsole Home
Filter: - WGo ~ % Show All | Group by: Area o =
ASP.MET
= “ q P q
s £ 1¢.-
9 S e & © 2
MET MET JMET Errar MNET MET Profile .MET Roles  .MET Trust
Authorizat.. Compilation Pages Globalization Levels
s ; E 3 »
(=] = | ab] 7 '-a&:
MET Users  Application Connection Machine Key  Pages and Providers  Session State
Settings Strings Controls
SMTP E-mail
1S
B 49 e b &
Authentic... Compression  Default Directory  Error Pages Failed Handler
Docurnent  Browsing Request Tra... Mappings
N % B = A
qe i'O ﬂ_ =
HTTP HTTP | IP Address | ISAPIFilters  Logging  MIME Types  Modules
Redirect Respon.. iand Domaini
s ictions |
i? = o=
Qutput Request 551 Settings
Caching Filtering

4. Select Add Allow Entry.
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5. Enterthe IP address or IP range.

restrictions in

0 IP Address and Domain Restrictions

Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the

Group by: N
LR
Mode
Allow

Add Allow Restriction Rule

Allow access for the following IP address or domain name:

@) Specific IP address:

?

[1234

() IP address range:

|

Cancel

*

Add Aliow Entry...

X Remove

Edit Feature Settings...
Revert To Parent

View Ordered List...

Edit Dynamic Restriction
Settings...

@ Help

Note: Make sure that you add the local IP address if you need to open the web console locally.

6. Click OK.

7. Select Edit feature settings.
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8. Set Access for unspecified clients to Deny.

0 IP Address and Domain Restrictions

Group by: MNe Grouping i

Use this feature to restrict or grant access to Web content based on IP addresses or domain names, Set the
restrictions in order of pricrity.

Maode
Allow

Requestor Entry Type

1

Edit IP and Domain Restrictions Settings
Access for unspecified clients:

| Deny ™|
] Enable domain name restrictions

[[] Enable Proxy Mode

Deny Action Type:
| Forbidden |

Cancel

9. Click OK.

10. Restart the EssWebConsole site.

Add Allow Entry...
Add Deny Entry...

XK Remove

Edit Feature Settings..
Revert To Parent

View Ordered List...

Edit Dynamic Restriction
Settings...

@ Help
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4.3 Home

When you log in for the first time, the Web Console displays Welcome page.

Please check the following information to complete your installation and configure the product.

o5

Email alerts and reports

The product sends various alerts and reports by email.
Make sure that your Exchange servers are properly
configured to accept and forward email alerts and reports
sent by WithSecure Anti-Virus for Microsoft Exchange.

Read more 2

=

Internal domains and senders

Specify internal domains and hosts that send email
messages fo your Exchange servers via SMTP. These
settings are used to determine the mail direction.

Read more 2

\':'I Do not display this page anymore

The Welcome page lists items that you should check and configure to complete your installation.
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4.3.1 Summary

displays the current status of the product components.

HOME

EMAIL TRAFFIC SCANNING

Incoming email

Outgoing email
Intemal emall
Spam control
EMAIL STORAGE SCANNING
EMAIL QUARANTINE

Query.

Optians

SETTINGS

SUPPORT

Summary

Incoming ema:

Virus scanning
Spam control
Outgoing email

Attachment filtering

Virus scanning
Internal email
Attachment filtering

Virus scanning

WithSecure™ Email and Server Security Premium

Scan tasks

scan mailboxes or public folders

Quarantine tasks

Find quarantined email or
attachment

@ Disabled

@ enabled

; the feature is enabled and everything is
working as it should.

; the feature is disabled.

; the feature or an antivirus engine is
disabled or virus and spam definition databases are
not up-to-date.

; the license has expired, the feature is not
installed, all antivirus engines are disabled or a
component is not loaded, Content Scanner Server
is not up and running or virus and spam definition
databases are really old.

Scan tasks

Click

Quarantine tasks

Click

4.4 Email traffic scanning

to manually scan mailboxes and public folders for viruses and
strip attachments in them. For instructions, see

on page 100.

to search for the quarantined messages and attachments.

With Email traffic scanning, you can protect the email traffic from malicious code on the transport level.

You can configure incoming, outgoing, and internal message protection separately.
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Note: For more information about the mail direction and configuration options, see the General settings

section in the

Note: These settings are used only if Anti-Virus for Microsoft Exchange is installed with the product,
otherwise these settings are not available.

Note: After you apply new transport protection settings, it can take up to 20 seconds for the new settings

to take effect.

Statistics
HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING o
Incoming email
Outgoing email
Intemal email Email traffic scanning ® W
Spam control
EMAIL STORAGE SCANNING
EMAIL QUARANTINE L
Statistics
Query Rece cratic
5 Incoming email Outgoing email Internal email Reset incaming email statistics
Options
Processed messages - 5 28 Reset outgoing email statistics
SETTINGS
Reset internal email statistics
fected message 2 2 3
SRRy niected messages Reset all statistics
Grayware messages 4 2 2
Suspicious messages 2
Stripped attachments 4
Spam messages
Last infection Malwa Malware 40964
Found 02/27/2024 12:04 02/27/2024 13:30
W/ TH
The page displays a summary of the processed incoming, outgoing and internal

mail messages:

Displays the total number of processed messages
since the last reset of statistics.

Displays the number of messages with attachments
that are infected and cannot be automatically
disinfected.

Displays the number of messages that have
grayware items, including spyware, adware, dialers,
joke programs, remote access tools and other
unwanted applications.

Displays the number of suspicious content found,
for example password-protected archives, nested
archives and malformed messages.

Displays the number of filtered attachments.

Displays the number of messages that are classified
as spam.
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Displays the name of the last infection found in
incoming, outgoing, or internal messages

Displays the date when the last infection was
detected.

Note: You can use Reset statistics links to reset either incoming, outgoing, internal, or all email statistics.

4.4.1 Attachments

Specify attachments to remove from incoming, outgoing, and internal messages based on the file name
or the file extension.

HOME
EMAIL TRAFFIC SCANNING

Incoming email

ey
EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Query

Options

SETTINGS

SUPPORT

Incoming email

WithSecure™ Email and Server Security Premium

Attachments  Viruses Grayware Archives Unsafe URLs Other  Notifications

O Strip attachments

Targets

Strip these attachments

| - Policy Manager defined - v |

Exclude these attachments

\ i

Actions

Action on disallowed attachments

‘ Drop attachment v |

Quarantine stripped attachments

Do not quarantine these attachments

‘ v |

Note: You can use wildcards (for example, *.xIs) when specifying which attachments are stripped from

messages.

Targets

Actions

Enable or disable the attachment stripping.

Specify which attachments are stripped from
messages.

Specify attachments that are not filtered. Leave the
list empty if you do not want to exclude any
attachments from the filtering.
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Specify how disallowed attachments are handled.

- Remove the attachment from
the message and deliver the message to the recipient
without the disallowed attachment.

- Do not deliver the
message to the recipient at all.

Specify whether stripped attachments are
quarantined.

Specify files which are not quarantined even when
they are stripped.

Related information
on page 130
Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

4.4.2 Viruses

Specify incoming, outgoing and internal email messages and attachments that should be scanned for
malicious code.

HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING e
Incoming email
Outgoing email EMAIL TRAFFIC SCANNING
re——— . : ®
Incoming email
Spam control

- . Aftachments  Viruses Grayware Archives UnsafeURLs Other  Notifications
EMAIL STORAGE SCANNING —

EMAIL QUARANTINE

Query.

- @ Scan messages for viruses

SETTINGS Targets

SUPPORT Scan these attachments

| - Policy Manager defined - v e Add list

Exclude these attachments

Ignore these viruses

\ .

Actions
(O Try to disinfect

Action on disallowed attachments

| Drop attachment ~

Quarantine stripped attachments

Do not quarantine these attachments

| - Policy Manager defined - v Vie Add list

Note: Disabling virus scanning disables grayware scanning and archive processing as well.

Enable or disable the virus scan. The virus scan
scans messages for viruses and other malicious
code.

Targets
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Actions

Specify attachments that are scanned for viruses.

Specify attachments that are not scanned. Leave
the list empty if you do not want to exclude any
attachments from the scanning.

Specify whether the product should try to disinfect
an infected attachment before processing it. If the
disinfection succeeds, the product does not process
the attachment further.

Note: Disinfection may affect the product
performance.

Note: Infected files inside archives are not
disinfected even when the setting is enabled.

Specify whether infected messages are disinfected
or dropped.

- Remove the infected
attachment from the message and deliver the
message to the recipient without the attachment.

- Do not deliver the
message to the recipient at all.

Specify whether infected or suspicious messages
are quarantined.

Specify infections that are never placed in the
quarantine.

Related information
on page 130
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Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

4.4.3 Grayware

Specify how the product processes grayware items in incoming, outgoing and internal messages.

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING e
Incoming email
Outgoing email
Intemal email

Incoming email ©ew

Attachments  Viruses

Spam cantrol

e Archives UnsafeURLs Other Notifications

EMAIL STORAGE SCANNING
EMAIL QUARANTINE

Query.

@ 5can messages for grayware

Options

TGS Actions

SUPPORT Action on grayware

‘ Drop attachment ~ ‘

Graywaare exclusion lst

Quarantine dropped grayware

Do not quarantine this grayware

| v

Note that grayware scanning increases the scanning overhead. By default, grayware scanning is enabled
for inbound messages only.

Note: Grayware scanning is disabled when virus scanning is disabled.

Enable or disable the grayware scan.

Actions

Specify the action to take on items which contain
grayware.

- Leave grayware items in the
message.

- Remove grayware items from
the message.

- Do not deliver the
message to the recipient.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

Specify whether grayware attachments are
quarantined when dropped.
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Specify grayware that are never placed in the

quarantine.
Related information
on page 130
Match lists are lists of file name patterns or email addresses that can be used with certain product settings.
4.4.4 Archives

Specify how Anti-Virus processes the product processes archived attachments inincoming, outgoing, and
internal messages.

HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING o

Incoming email

Outgaing email EMAIL TRAFEIC SCANNING

Intemal email Incoming email @ @
Spam control

. . Attachments  Viruses Grayware Archives Unsafe URLs Other  Notifications
EMAIL STORAGE SCANNING P

EMAIL QUARANTINE

Query.

G o Scan archives

SETTINGS Targets

SUPPORT List of files to scan inside archives

| - Policy manager defined - v |

Exclude these files

| v

Limit max levels of nested archives to

() Detect disallowed files inside archives

Disallowed files

Actions

Action on archives with disallowed files

| orop archive v

Action on max nested archives

| Drop archive - ‘

Adtion on password protected archives

| Pass through v |

W/ TH

secure Quarantine dropped archives

Note that scanning inside archives takes time. Disabling scanning inside archives improves performance,
but it also means that the network users need to use up-to-date virus protection on their workstations.

Note: Archive processing is disabled when the virus scanning is disabled.

Specify whether files inside compressed archive files
are scanned for viruses.

Targets

Specify files inside archives that are scanned for
viruses.

Specify files that are not scanned inside archives.
Leave the list empty if you do not want to exclude
any files from the scanning.

Specify how many levels of archives inside other
archives the product scans when
is enabled.
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Specify files which are not allowed inside archives.

Actions

Specify the action to take on archives which contain
disallowed files.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

- Do not deliver the
message to the recipient.

Specify the action to take on archives with nesting
levels exceeding the upper level specified in the
setting.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

- Do not deliver the
message to the recipient.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Deliver the message with the
password protected archive to the recipient.

- Remove the password protected
archive from the message and deliver the message
to the recipient without it.

- Do not deliver the
message to the recipient.

The default values are for incoming
mail, for outgoing mail,
and for internal mail.

Specify whether archives that are not delivered to
recipients are quarantined.

Related information
on page 130
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Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

4.4.5 Unsafe URLs

Specify how the product handles unsafe URLs that are detected in the message body.

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING °

Incoming email

Incoming email ew
Attachments  Viruses Grayware Archives WUnsafe URLs Other  Notifications
EMAIL STORAGE SCANNING . —_—
EMAIL QUARANTINE
Query
— () Scan messages for unsafe URLs
SETTINGS Actions

SUPPORT Action on unsafe URLs

| Drop the whole message v

Quarantine dropped messages
Allowed URLs

Denied URLs

\ v

Switch on to check all URLs found in the message
body.

Select how you want to handle messages that
contain unsafe URLs:

- Do not deliver the
message to the recipient.

- The product allows the message to
pass through.

Select this if you have selected

as the action for handling unsafe URLs
and you want to move those messages to the
quarantine instead of deleting them.

You can also specify allowed and denied URLSs. You can allow false positives, that is, you can allow web
sites that are incorrectly detected as having vulnerabilities. Alternatively, you can deny web sites that are
considered safe.

Note: If you specify, forexample, htt p: / / sonet hi ng. wi t hsecur e. com it allows or denies

htt p: //sonet hi ng. wi t hsecur e. com If you specify wi t hsecur e. com it allows or denies all the
sitesinthewi t hsecur e. comdomain, including ht t p: / / sonet hi ng. wi t hsecur e. com
http://123.withsecure.comandhttp://123. 456.w t hsecure. com

Important: Each URL that you specify should be on a separate line. Wildcards ("*") do not work at any
position in the string of the URL.
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Select an existing list from the drop-down menu,
select to edit a current list or select to
create anew list of URLs that are allowed in the body
of an email message. The email is allowed to pass
through.

Select an existing list from the drop-down menu,
select to edit a current list, or select to
create a new list of URLs that are not allowed in the
body of an email message. The email is either
dropped or quarantined.

4.4.6 Other

Configure other options to limit actions on malformed and problematic messages.

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING

Incoming email

Outgoing emil EMAIL TRAFFIC SCANNING
Intemal email Incoming email @ @
Spam control

. Attachments  Viruses Grayware  Archives  Unsafe URLs  Other  Notifications
EMAIL STORAGE SCANNING ! —

EMAIL QUARANTINE

Query
Options File type recognition

rrG ntelligent file type recognition

S Intelligent file type recognition exclusion list

\ -

Trusted senders and recipients

List of trusted senders

List of trusted recipients

Options

Limit max levels of nested messages to

E

Actions

Action on mails with exceeding nesting levels

| orop the whole message v |

Action on malfermed mails

| Drop the whole message v |

Quarantine problematic messages

File type recognition

Select whether you want to use the intelligent file
type recognition or not.

Trojans and other malicious code can disguise
themselves with filename extensions which are
usually considered safe to use. The intelligent file
type recognition can recognize the real file type of
the message attachment and use that while the
attachment is processed.

Note: Using the intelligent file type recognition
strengthens the security, but can degrade the system
performance.
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Trusted senders and recipients

Options

Actions

Enter any file extensions that you do not want
intelligent file type recognition to process.

Specify senders who are excluded from the mail
scanning and processing.

Specify recipients who are excluded from the mail
scanning and processing.

Specify how many levels deep to scan in nested
email messages. A nested email message is a
message thatincludes one or more email messages
as attachments. If zero (0) is specified, the maximum
nesting level is not limited.

Note: It is not recommended to set the maximum
nesting level to unlimited as this will make the
product more vulnerable to DoS (Denial-of-Service)
attacks.

Specify the action to take on messages with nesting
levels exceeding the upper level specified in the
setting.

- Messages with
exceeding nesting levels are not delivered to the
recipient.

- Nested messages are scanned up
to level specified in the
setting. Exceeding nesting levels are not
scanned, but the message is delivered to the
recipient.

Specify the action for non-RFC compliant emails. If
the message has anincorrect structure, the product
cannot parse the message reliably.

- Do not deliver the
message to the recipient.

- The product allows the message
to pass through.

- The product allows the
message to pass through, but sends a report to the
administrator.
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Specify if mails that contain malformed or broken
attachments are quarantined for later analysis or
recovery.

Related information

on page 130
Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

4.4.7 Notifications

Specify whether and when the product sends notifications and alerts.

Send notifications to recipients and senders

HOME WithSecure™ Email and Server Security Premium
kEMAILTR.!H:I( SCANNING e
Incoming email
‘Outgoing email EMAIL TRAFFIC SCANNING
Inter nail 0 B
iemal emel Incoming email ©w
Spam control

- . Attachments  Viruses Grayware Archives WUnsafe URLs Other  Notifications
EMAIL STORAGE SCANNING Ji——

EMAIL QUARANTINE

Query

. ~ Send notification to recipients
Options
SETTINGS

Send selected notification message to recipients in the following cases:
SUPPORT

Infection is found

| -

Attachment is stripped or message nesting level is exceeded

| < pom—

Grayware is found

| oy

Archive is stripped or password protected, o nesting level is exceeded

| v

Unsafe URL is detected in the message body

| <]

A Send notification to senders

Send selected notification message to senders in the following cases:

Infection is found

| < pom—

Attachment i stripped or message nesting level is exceeded

| v

Grayware s found o

Specify whether recipients are notified when an
infection is found; an attachment is stripped or
archive or message nesting levelis exceeded; when
a grayware item is found; when an unsafe URL is
detected; or when a password-protected archive is
found.

Note: Note that the notification message is not sent
if the whole message is dropped.
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Specify whether senders are notified when an
infection is found; an attachment is stripped or
archive or message nesting levelis exceeded; when
a grayware item is found; when an unsafe URL is
detected; or when a password-protected archive is
found.

To enable the notification, select a template for the
notification message. To disable the notification,
leave the notification field empty.

Note: For more information, see "Message
Templates".

Specify infections, attachments, archive or message
nesting levels, or a grayware item that do not
generate notifications. When the product finds
specified file or file extension, no notification is sent.

Specify infections, attachments, or grayware types
that do not generate notifications.

When the product finds the specified infection, file
or file extension, or grayware item, no notification is
sent.

Select to edit an existing notification template. To create a new natification template, select
, then specify its name, the subject line and the text of the notification message.

Send alerts to administrators

Specify whether the administrator is notified when
an infection or grayware item is found, when an
attachment s stripped, when an archive ormessage
nesting level is exceeded, or when an unsafe URL
is detected.

4.4.8 Spam control

Spam control identifies spam and phishing patterns from the message envelope, headers, and message
body during the first minutes of the new spam or phishing outbreak.

Note: You can configure Spam Control settings forincoming messages only if you have WithSecure Spam
Control installed.
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Statistics

HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING

Incoming email

Outgoing email

Internal email Spam control @ @

Spam control

EMAIL STORAGE SCANNING

EMAIL QUARANTINE
A Statistics
Query
©ptions
SETTINGS Number of processed messages: 19
SUPPORT Number of spam messages: 5
Spam confidence level Number of messages
11
6
7
8 2
9 4

~ C Check incoming email messages for spam

Spam filtering level

E i

Max message size, KB

‘ 500 |

Forward spam messages ta email address

The page displays the statistics of the spam scanner:

Displays the total number of processed messages
since the last reset of statistics.

Displays the total number of spam messages found
since the last reset of statistics.

Displays the number of messages found with
specified spam confidence levels.

Note: You canusethe link to reset all spam statistics.
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Check incoming email messages for spam

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING

Incoming email

Outgaing email

Intemal email Spam control @ @

Spam cantrol
EMAIL STORAGE SCANNING

EMAIL QUARANTINE

T Vv Statistics
Query

Options

~ . ) )
e imis @O cCheck incoming email messages for spam

SUPPORT
Spam filtering level

s v

Max message size, KB

| 500 |

Forward spam messages to email address

Add new action

‘Spam Confidence Level Action

5 or more Quarantine X

9 or more Forward X

Actions on passed through messages
Add X-header with spam flag

Add X-header with summary

Modify spam message subject

Add this text to spam message subject

[ == spat =+ |

~ Safe/blocked senders and recipients

Specify how the product processes inbound spam messages.

Turn spam checking on or off.

Specify the spam filtering level. Decreasing the level
allows less spam to pass, but more regular mails
may be falsely identified as spam. Increasing the
level allows more spam to pass, but a smaller
number of regular email messages are falsely
identified as spam.

For example, if the spam filtering level is set to 3,
more spam is filtered, but also more regular mails
may be falsely identified as spam. If the spam filtering
level is set to 7, more spam may pass undetected,
but a smaller number of regular mails will be falsely
identified as spam.

The allowed values are from 0 to 9.

Specify the maximum size (in kilobytes) of messages
to be scanned for spam. If the size of the message
exceeds the maximum size, the message is not
filtered for spam.

Specify the email address where messages
considered as spam are forwarded when the
on spam messages setting is set to
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Click to add a new action for
messages with the spam level above the specified

Specify the spam level and select action to take:

Quar ant i ne - Place the message into the
quarantine folder.

- Forward the message to the specified
email address.

Del et e - Delete the message.

Specify if a spam flag is added to the mail as the
X-Spam-Flag header in the following format:
X- Spam Fl ag: <f | ag>

where <f | ag>is YES or NO.

Specify if the summary of triggered hits is added to
the mail as X-Spam-Status header in the following
format: X- Spam St atus: <fl ag>,

hi t s=<scr> requi red=<sf| >

t est s=<t est s>

where

« <flag>is Yesor No.

» <scr >isthe spamconfidencerating returned by
the spam scanner,

« <sfl >isthe current spam filtering level,

+ <t est s>isthe comma-separated list of tests
run against the mail.

Specify if the product modifies the subject of mail
messages considered as spam.

Specify the text that is added in the beginning of the
subject of messages considered as spam.

By default, the text is:

Specify safe senders. Messages originating from
the specified addresses are never treated as spam.

Specify safe recipients. Messages sent to the
specified addresses are never treated as spam.
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Specify blocked senders. Messages originating from
the specified addresses are always treated as spam.

Note: The product checks the sender address from
the SMTP message envelope, not fromthe message
headers.

Specify blocked recipients. Messages sent to the
specified addresses are always treated as spam.

4.5 Email storage scanning

Configure Email storage scanning settings to specify how email messages and attachments in selected
mailboxes and public folders should be scanned.

Note: These settings are used only if Anti-Virus for Microsoft Exchange is installed with the product,
otherwise these settings are not available.

You can scan mailboxes and public folders for viruses and strip attachments manually at any time.

Statistics

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING o

] Email storage scanning ® W
Spam contral

Statistics  General  Attachments  Viruses  Grayware  Archives
EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Query

Options Status Stopped Views manual scanning report
SETTINGS Number of processed mailboxes (total) 22

SUPPORT Number of processed public folders (total) 3

Elapsed time (hh:mmiss) 00:00:51

Processed items 56

nfected items 1

Grayware items 0

Suspicious items 0

Stripped attachments 34

Last infection found

Last time infection found

Start scanning

The page displays a summary of the messages processed during the latest manual email storage
scan:

Displays whether the manual scan is running or
stopped.

Displays the number of mailboxes that have been
scanned and the total number that will be scanned
when the manual scan is complete.
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Displays the number of public folders that have been
scanned and the total number that will be scanned
when the manual scan is complete.

Displays how long it has been since the manual scan
started.

Displays the number of items processed during the
scan.

Displays the number of infected items found.

Displays the number of grayware items found,
including spyware, adware, dialers, joke applications,
remote access tools and other unwanted
applications.

Displays the number of suspicious content found,
for example password-protected archives and
nested archives.

Displays the number of filtered attachments.

Displays the name of the last infection found.

Displays the date when the last infection was found.

Tasks
Click to start the manual scan.
Click to stop the manual scan.

Click to view the latest manual scan report.
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4.5.1 General

Specify which messages you want to scan during the manual scan.

HOME
EMAIL TRAFFIC SCANNING
Incoming emil
Outgoing email
Intemal email
Spam control

EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Ouery

Options

SETTINGS

SUPPORT

Email storage scanning

Statistics  General ~ Aftachments  Viruses  Grayware

~ Scanning

Scan mailboxes

| scan ail mailboxes v |

Scan public folders

| sean ai pubiic foiders |

Incremental scanning

| nly recent messages v |

@ inteliigent ile type recognition

Intelligent file type recognition exclusion list

[ v

Options

() Scan in test mode (without making modifications)

Limit max levels of nested messages to
E |

Administrator's mailbox (SMTP address)

| kotkaacmin@esstestocal |

A Scheduled scanning

Add new task

Enabled Task name

WithSecure™ Email and Server Security Premium

Date/Time Frequency Report

Scanning

Specify mailboxes that are scanned for viruses.

- Do not scan any
mailboxes during the manual scan.

- Scan all mailboxes.

- Scan all specified
mailboxes. Click to add or remove mailboxes
that should be scanned.

-Donotscan
specified mailboxes but scan all other. Click to
add or remove mailboxes that should not be
scanned.

Specify public folders that are scanned for viruses.

-Donotscanany public
folders during the manual scan.

- Scan all public folders.

- Scanall
specified public folders. Click toadd orremove
public folders that should be scanned.

- Do not
scan specified public folders but scan all other. Click
to add or remove public folders that should not

be scanned.
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Specify which messages are scanned for viruses
during the manual scan.

- Scan all messages.

-Scanonly messagesthat
have not been scanned during the previous manual
or scheduled scan.

Select whether you want to use the intelligent file
type recognition or not.

Trojans and other malicious code can disguise
themselves with filename extensions which are
usually considered safe to use. The intelligent file
type recognition can recognize the real file type of
the message attachment and use that while the
attachment is processed.

Note: Using the intelligent file type recognition
strengthens the security, but can degrade the system
performance.

Enter any file extensions that you do not want
intelligent file type recognition to process.

Select whether you want to scan in test mode.

Tip: Runthe manual scan in the test mode and
check the scanning report to see how messages and
attachments would be processed based on your
current settings.

Specify how many levels deep to scan in nested
email messages. A nested email message is a
message thatincludes one or more email messages
as attachments. If zero (0) is specified, the maximum
nesting level is not limited.

Specify the primary SMTP address for the account
which is used to scan items in public folders. The
user account must have permissions to access and
modify items in the public folders.
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Scheduled scanning

HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING

Incoming email

Outgoing email

Intemal email Email storage scanning ©@

Spam control
Statistics  General  Attachments  Viruses Grayware  Archives
EMAIL STORAGE SCANNING -

EMAIL QUARANTINE

Query

s W Scanning

SETTINGS
A Scheduled scanning

Add new task

Enabled Task name Date/Time Frequency Report

SUPPORT

O New task 02/26/2024 17:14 Once View report X
O 02/26/2024 17:14 Daily X
O 2/26/2024 17:14 Weekly X
O 02/26/2024 17:14 Monthly X
Under ,the list displays the scheduled tasks that scan email storage

and date and time when they occur for the next time.
Click to create a new scheduled operation.
Click the scheduled task name to edit it or the X icon to completely remove it.

Click in the scheduled tasks table to see the latest scheduled task results.
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Specify scanning task name and schedule
Enter the name for the new task and select how frequently you want the operation to be performed.

New scheduled task X

o

General Attachment filtering Virus scanning Grayware scanning Archive processing Summary

o Scheduling

Task name

| New task

Frequency of the operation
@ Once
O Daily
) Weekly
| O Monthly

Start date and time {mm/dd/yyyy hh:mm)

| | 02-26-2024 17:22 =)

Targets

Scan mailboxes

| Scan all mailboxes ~ ‘

Scan public folders

| Scan all public folders v ‘

Incremental scanning

| Only recent messages v ‘

Options

“ e cenee

switch Specify whether you want the scheduled scanning
task to be active immediately after you have created
it.

General

Specify the name of the scheduled operation.

Note: Do not use any special characters in the task
name.

Specify how frequently you want the operation to be
performed.

- Only once at the specified time.

- Every day at the specified time, starting from
the specified date.

- Every week at the specified time on the
same day when the first operation is scheduled to
start.

- Every month at the specified time on the
same date when the first operation is scheduled to
start.
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Targets

Options

Enter the date and time for starting the task in
nmi dd/ yyy hh: nmformat.

You can also click the field to select the date and
time from a calendar widget.

Specify mailboxes that are scanned for viruses.

- Disable the mailbox
scanning.

- Scan all mailboxes.

- Scan all specified
mailboxes. Click to add or remove mailboxes
that should be scanned.

-Donotscan
specified mailboxes but scan all other. Click to
add or remove mailboxes that should not be
scanned.

Specify public folders that are scanned for viruses.

- Disable the public
folder scanning.

- Scan all public folders.

- Scanall
specified public folders. Click toadd orremove
public folders that should be scanned.

- Do not
scan specified public folders but scan all other. Click
to add or remove public folders that should not

be scanned.

Specify whether you want to process all messages
or only those messages that have not been
processed previously during the manual or
scheduled processing.

Select whether you want to scan in test mode.
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Select whether you want to use the intelligent file
type recognition or not.

Trojans and other malicious code can disguise
themselves with filename extensions which are
usually considered safe to use. The intelligent file
type recognition can recognize the real file type of
the message attachment and use that while the
attachment is processed.

Note: Using the intelligent file type recognition
strengthens the security, but can degrade the system
performance.

Enter any file extensions that you do not want
intelligent file type recognition to process.

Specify how many levels deep to scan in nested
email messages. A nested email message is a
message thatincludes one or more email messages
as attachments. If zero (0) is specified, the maximum
nesting level is not limited.

Note: It is not recommended to set the maximum
nesting level to unlimited as this will make the
product more vulnerable to DoS (Denial-of-Service)
attacks.

Related information
on page 130
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Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

Specify attachment filtering options
Choose settings for stripping attachments during the scheduled operation.

New scheduled task X

pu
-Q—a

Genera Attachment filtering Virus scanning Grayware scanning Archive processing Summary

o Attachment filtering

strip these attachments

t Disallowed files ~ l View Agd list

Exclude these attachments

‘ ~ | Add st

Actions

| Quarantine stripped attachments

| Do not quarantine these attachments

‘ hd Add list

|
‘ Notifications
Replacement text template

‘ v

switch Enable or disable the attachment stripping.

Specify which attachments are stripped from
messages.

Specify attachments that are not filtered. Leave the
list empty if you do not want to exclude any
attachments from the filtering.

Action

Specify whether stripped attachments are
quarantined.

Specify files which are not quarantined even when
they are stripped.

Notifications
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Specify the template for the text that replaces the
infected attachment when the stripped attachment
is removed from the message.

Related information
on page 130
Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

on page 131
Message templates can be used for notification messages.

Specify virus scanning options

Choose how mailboxes and public folders are scanned for viruses during the scheduled operation.

frmes  meicee o emsimes eemiins

New scheduled task X
© & ;]

Genera Attachment filtering Virus scanning Grayware scanning Archive processing Summary

O Virus scanning
1 Targets

{  Scan these attachments

‘ Unsafe files ~ | View Agdd list

Exclude these attachments

‘ v | Add list
i

Ignore these viruses

‘ hd | Add list

Actions

) Try to disinfect

Quarantine stripped attachments

Do not quarantine these attachments
I ‘ v | Add list

Email message body scanning

Scan email message bady for malicious code

Replacement email message body template

| ‘ A | Add template

Notifications -

| Frevio=s “ e cenes

switch Enable or disable the virus scan. The virus scan
scans messages for viruses and other malicious
code.

Note: If you disable the virus scan, grayware
scanning and archive processing are disabled as
well.

Targets

Specify attachments that are scanned for viruses.
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Actions

Notifications

Specify attachments that are not scanned. Leave
the list empty if you do not want to exclude any
attachments from the scanning.

Specify whether the product should try to disinfect
an infected attachment before processing it. If the
disinfection succeeds, the product does not process
the attachment further.

Note: Disinfection may affect the product
performance.

Note: Infected files inside archives are not
disinfected even when the setting is enabled.

Specify whether infected or suspicious attachments
are quarantined.

Specify infections that are never placed in the
quarantine.

Specify the template for the text that replaces the
infected attachment when the infected attachment
is removed from the message.

Related information
on page 130

Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

on page 131
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Message templates can be used for notification messages.

Specify grayware scanning options
Choose settings for grayware scanning during the scheduled operation.

New scheduled task X

~ —~
@ @ ; L4

Genera Attachment filtering Virus scanning Grayware scanning Archive processing Summary

O Grayware scanning

‘ Drop attachment v l

Grayware exclusion list

‘ hd | Add list

Quarantine dropped grayware

Do not quarantine these attachments

| ‘ ~ | Add list

Notifications

| Replacement text template

| M

switch Enable or disable the grayware scan.

Actions Specify the action to take on items which contain
grayware.

- Leave grayware items inthe message
and notify the administrator.

- Remove grayware items from
the message.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

Specify whether grayware attachments are
quarantined when dropped.

Specify grayware that are never placed in the
quarantine.

Notifications
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Specify the template for the text that replaces the
grayware item whenitis removed from the message.

Related information
on page 130
Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

on page 131
Message templates can be used for notification messages.

Specify archive processing options

Choose settings for archive processing during the scheduled operation.

frmes  meicee o emsimes eemiins

New scheduled task X

e

Archive processing Summary

= i
[ 2

Genera Attachment filtering Virus scanning Grayware scanning

O Archive processing

List of files to scan inside archives

‘ Unsafe files ~ | View Agdd list

Exclude these files

‘ hd | Add list

Limit max levels of nested archives to

E |

[C) Detect disallowsd files inside archives

Disallowed files

Actions

Action on archives with disallowed files

‘ Drop archive v |

Action on max nested archives

‘ Drop archive v |

Action on password protected archives

‘ Pazs through ~ |

L T e I e

| Frevio=s “ e cenes

switch Specify iffiles inside archives are scanned for viruses
and other malicious code.

Specify files inside archives that are scanned for
viruses.

Specify files that are not scanned inside archives.
Leave the list empty if you do not want to exclude
any files from the scanning.

Specify how many levels of archives inside other
archives the product scans when is
enabled.
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Specify files which are not allowed inside archives.

Actions

Specify the action to take on archives which contain
disallowed files.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

Specify the action to take on archives with nesting
levels exceeding the upper level specified in the
setting.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Deliver the message with the
password protected archive to the recipient.

- Remove the password protected
archive from the message and deliver the message
to the recipient without it.

Specify whether archives that are not delivered to
recipients are placed in the quarantine.

Related information
on page 130
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Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

Finish

The page displays an overview of the scheduled task.
— )
New scheduled task X
@ & 0
Genera Attachmes ering Summary
Summary

Task name: Mew task

Start date and time: 02/26/2024 17115
Frequency: Once

Scan mailboxes: Scan all mailboxes

Scan public folders: Scan all public folders
Attachment filtering: Enabled

Virus scanning: Enabled

Grayware scanning: Enabled

Scan archives: Enabled

Incremental scanning: Only recent messages

Intelligent file type recognition: Enabled

Previous Next Finish Cancel

Click to accept the new scheduled task and exit the wizard.
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4.5.2 Attachments

Specify attachments that are removed from messages during the manual scan.

HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING e

Incoming email

Email storage scanning ®
Statistics  General  Aftachments  Viruses Grayware  Archives

EMAIL STORAGE SCANNING —

EMAIL QUARANTINE

Query

o Strip attachments

Options

Targets

SETTINGS

SUPPORT Strip these attachments

| Disatiowed fies v

Exclude these attachments

Actions

Quarantine stripped attachments

Do net guarantine these attachments

Notifications

Replacement text template

| - poiey Manager definea - v View Add template

Enable or disable the attachment stripping.

Targets
Specify which attachments are stripped from
messages.
Specify attachments that are not filtered. Leave the
list empty if you do not want to exclude any
attachments from the filtering.

Actions

Specify whether stripped attachments are
quarantined.

Specify files which are not quarantined even when
they are stripped.

Notifications

Specify the template for the text that replaces the
infected attachment when the stripped attachment
is removed from the message.
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Related information

on page 130

Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

on page 131
Message templates can be used for notification messages.

4.5.3 Viruses

Specify messages and attachments that should be scanned for malicious code during the manual scan.

HOME

EMAIL TRAFFIC SCANNING
Incoming email
Outgoing email
Intemal email Emai
Spam control

EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Ouery

Options

SETTINGS

SUPPORT

| storage scanning

Statistics  General  Aftachments  Viruses  Grayware

() Scan messages for viruses

Targets

Scan these attachments

| - Policy Manager defined - v |

Exclude these attachments

\ |
Ignore these viruses

Actions

() Try to disinfect

Quarantine stripped attachments

Do not quarantine these attachments

Email message body scanning
Scan email message body for malicious code

Replacement email message body template

| - Policy Manzger defined - v

Notifications

Replacement text template

| - Policy Manager defined - ~

Archives

WithSecure™ Email and Server Security Premium

Targets

Actions

Enable or disable the virus scan. The virus scan
scans messages for viruses and other malicious
code.

Note: Disabling virus scanning disables grayware
scanning and archive processing as well.

Specify attachments that are scanned for viruses.

Specify attachments that are not scanned. Leave
the list empty if you do not want to exclude any
attachments from the scanning.
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Specify whether the product should try to disinfect
an infected attachment before processing it. If the
disinfection succeeds, the product does not process
the attachment further.

Note: Disinfection may affect the product
performance.

Note: Infected files inside archives are not
disinfected even when the setting is enabled.

Specify whether infected or suspicious attachments
are quarantined.

Specify virus and malware infections that are never
placed in the quarantine.

Notifications

Specify the template for the text that replaces the
infected attachment when the infected attachment
is removed from the message.

Related information

on page 130
Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

on page 131
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Message templates can be used for notification messages.

4.5.4 Grayware

Specify how the product processes grayware items during the manual scan.

HOME
EMAIL TRAFFICSCANNING
Incoming email
Outgoing email
nail
Spam control

EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Query

[

SETTINGS

SUPPORT

Email storage scanning

Statistics  General ~ Attachments  Viruses Grayware

C Scan messages for grayware
Actions

Action on grayware

‘ Drop attachment v |

Grayware exclusion lst

Quarantine dropped grayw

Do not quarantine this gr

Notifications

Replacement text template

| - policy Manager defined - ~

Archives

WithSecure™ Email and Server Security Premium

Actions

Notifications

Enable or disable the grayware scan.

Specify the action to take on items which contain
grayware.

- Leave grayware itemsinthe message
and notify the administrator.

- Remove grayware items from
the message.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

Specify whether grayware attachments are
quarantined when dropped.

Specify grayware that are never placed in the
quarantine.
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Specify the template for the text that replaces the
grayware item whenitis removed from the message.

Related information

on page 130

Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

on page 131
Message templates can be used for notification messages.

4.5.5 Archives

Specify how the product processes archive files during the manual scan.

HOME

EMAIL TRAFFIC SCANNING

Incorming email

Ou ail
Intemal email

Spam control

EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Query.
Options

SETTINGS

SUPPORT

Email storage scanning

Statistics  General  Aftachments  Viruses  Grayware

o Scan archives

Targets

List of files to scan inside archives

| - policy Manager defined - v |

Exclude these files

Limit max levels of nested archives to

() Detect disallowed files inside archives

Disallowed files

Actions

Action on archives with disallowed files

| Drop archive v

Action on max nested archives

| brop archive v

Ation on password protected archives

| pass through - |

Quarantine dropped archives

Archives

WithSecure™ Email and Server Security Premium

Targets

Specify iffiles inside archives are scanned for viruses
and other malicious code.

Specify files inside archives that are scanned for
viruses.

Specify files that are not scanned inside archives.
Leave the list empty if you do not want to exclude
any files from the scanning.

Specify how many levels of archives inside other
archives the product scans when is
enabled.
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Actions

Specify whether files inside compressed archive files
are processed for disallowed content.

If you want to detect disallowed content, specify files
that are not allowed.

Specify the action to take on archives that contain
disallowed content.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message and deliver the message to the recipient
without it.

Specify the action to take on archives with nesting
levels exceeding the upper level specified in the
setting.

- Deliver the message with the archive
to the recipient.

- Remove the archive from the
message.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Deliver the message with the archive
to the recipient.

- Remove the password protected
archive from the message.

Specify whether archives that are not delivered to
recipients are placed in the quarantine.

Related information
on page 130

Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

4.6 Email quarantine

Quarantine is a safe repository for detected items that may be harmful. Quarantined items cannot spread

or cause harm to your computer.

The product can quarantine malware, spyware, riskware, and unwanted emails to make them harmless.
You can restore files and email messages from the quarantine later if you need them.

Email Quarantine quarantines email messages and attachments that Anti-Virus for Microsoft Exchange
component detects with Transport and Storage Protection security levels. Since Transport Protection and
Server Protection may be installed on different Microsoft Windows Servers running Microsoft Exchange
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Server, the Email Quarantine is handled through an SQL database and may be installed on a dedicated
server.

Note: For additional information on different deployment scenarios for the product and how to install the
Email Quarantine, consult Email and Server Security Deployment Guide.

The Quarantine management is divided into two different parts:

* Quarantine-related configuration, and
« themanagement of the quarantined content, for example searching for and deleting quarantined content.

Status

HOME WithSecure™ Email and Server Security Premium
EMAIL TRAFFIC SCANNING
Incoming email
o]
In Email quarantine ®Ww
Spam
EMAIL STORAGE SCANNING
EMAIL QUARANTINE
Mails and attachments Tasks

Find quarantined content

Query

Options
" Number of items Total size

Configure maintenance

SETTINGS Infected 15 611M8 settings

SUPPORT
Disallowed sttachment 0 636 KB

Spam 4 7.84K8
Grayware 4 33802 KB
Unsafe URL 1 197 K8

Total 35 7.07 MB

wW/TH

secure

The page displays a summary of the quarantined messages, attachments and files and
their total size:

Mails and attachments

Displays the number of messages and attachments
that are infected.

Displays the number of messages that contained
attachments with disallowed files.

Displays the number of messages that have
grayware items, including spyware, adware, dialers,
joke programs, remote access tools and other
unwanted applications.

Displays the number of suspicious content found,
for example password-protected archives, nested
archives and malformed messages.
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Displays the number of messages that are classified

as spam.

Displays the number of files that could not be
scanned, for example severely corrupted files.

Displays the total number of messages and
attachments that have been quarantined.

Email quarantine tasks
Click to search for the quarantined emails and attachments.

Click to configure settings for automatic reprocessing and cleanup
items in Email Quarantine.

4.6.1 Query

You can use Query pages to search and manually handle the quarantined content.

Quarantined mails and attachments

With the Quarantine Query page, you can create different queries to search quarantined emails and file
attachments from the email quarantine database.

4.6.2 Options

You can configure the email quarantine storage location and threshold, how quarantined email messages
and attachments are processed and quarantine logging options.

Note: All the described options affect the email quarantine only.

When the product places content to the quarantine, it saves the content as separate files into the Quarantine
Storage and inserts an entry to the quarantine database with information about the quarantined content.

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING

Intemal email OPtions @ @

Spam control
EMAIL STORAGE SCANNING

EMAIL QUARANTINE
A General

Query.

Options
Quarentine storage

SETTINGS
‘ C\ProgramData\F-Secure\EssQuarantine

SUPPORT
Quarantine thresholds

Quarantine size threshold, Mb

‘ 200 ‘

Quarantined items thresheld

| 100000 |

C Notify when quarantine threshold is reached

Released message template

Released quarantine message

‘ v Add template

~ Maintenance

Quarantine retention

Retain items in guarantine

[ [ menth v

Exceptions

Add new exception

Quarantine category Retention period
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General

Specify the location of the Email Quarantine storage.

Before you change the location, see
on page 141.

Note: Make sure that Anti-Virus for Microsoft
Exchange service has write access to this directory.
Adjust the access rights to the directory so that only
the Anti-Virus for Microsoft Exchange service and
the local administrator can access files in the
Quarantine.

Quarantine thresholds

Specify the critical size (in megabytes) of the Email
Quarantine storage. If the specified value is reached,
the product sends an alert. The default value is 200.
If zero (0) is specified, the size of the Quarantine is
not checked. The allowed value range is from 0 to
10240.

Specify the critical number of items in the Quarantine
storage. If the specified value is reached or
exceeded, the product sends an alert. If zero (0) is
specified, the number of items in the Quarantine
storage is not checked. The default value is 100000
items.

Specify if the administrator should be notified when
switch the size or items thresholds are reached. No alert is
sent if both thresholds are set to zero (0).

Released message template

Specify the template for the message that is sent to
the intended recipients when email content is
released from the quarantine.

Maintenance

When removing quarantined messages from the quarantine, the product uses the currently configured
quarantine retention and cleanup settings.

Quarantine retention
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Specify how long quarantined items should be
retained in the Email Quarantine before they are
deleted.

Use the table to change the retention
period for a particular Quarantine category.

Specify separate quarantine retention period and
cleanup interval for any Quarantine category. If the
retention period for a category is not defined in this
table, the default one (specified above) is used.

Click to specify a separate
retention period for a quarantine category.

- Enable or disable the selected entry.

- Select a category the
retention period or cleanup interval of which you want
to modify. The categories are:

* Unknown

* Infected

» Suspicious

» Disallowed attachment
 Spam

* Scanfailure

* Grayware

- Specify an exception to the
default retention period for the selected Quarantine
category.

Click the X icon to remove the entry from the table.

Click to remove any entries from the quarantine database that have been manually deleted from file
storage. You can choose to remove either only those entries that have been marked for deletion or all
entries that no longer have an associated file available.

Important: This action cannot be undone. Before you remove all deleted items from the database, make
sure that the current folder is correct, or that the network share is accessible if you
are using a centralized quarantine. We recommend that you create a backup of the quarantine database
before you start this operation.

Quarantine database

You can see the database where information about quarantined emails is stored and from which it is
retrieved.

Quarantine database

The name of the SQL server where the database is
located.

The name of the quarantine database. The default
name is FSMSE_Quar ant i ne.
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Related information
on page 141

4.7 SharePoint protection

SharePoint protection scans the content that is uploaded and downloaded from the SharePoint server.

By default, SharePoint Protection scans all uploaded and downloaded content automatically so that harmful
content is not stored and cannot spread in your SharePoint repository.

The page displays a summary of the scanned and detected documents categorized
by direction (download and upload) and detected threat (infection, grayware, suspicious documents, and
failed scans).

You can configure settings for downloaded (when they are opened from SharePoint) and uploaded (when
they are saved to SharePoint) documents separately.

4.7.1 General settings for SharePoint

Choose whether or not to use intelligent file type recognition for SharePoint, and how to handle the
downloading of infected files.

Select whether you want to use the intelligent file
type recognition or not.

Trojans and other malicious code can disguise
themselves with filename extensions which are
usually considered safe to use. The intelligent file
type recognition can recognize the real file type of
the message attachment and use that while the
attachment is processed.

Note: Using Intelligent file type recognition
strengthens the security, but can degrade the system
performance.

Enter any file extensions that you do not want
intelligent file type recognition to process.

Select to display a warning about the infected
file, but allow users to download them. Select
to prevent users from downloading infected files.

4.7.2 Virus scanning settings for SharePoint

Specify how the product processes malware.

When virus scanning is enabled, the product scans
documents when they are opened (downloaded)
from the SharePoint server or saved (uploaded) to
the SharePoint server.

Specify documents that are scanned for viruses.

Specify the list of documents that should not be
scanned for viruses.
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Specify the virus names that you want to ignore
during scanning. You can use this, for example, to
skip test files.

4.7.3 Grayware scanning settings for SharePoint

Specify how the product processes grayware items.

When grayware scanning is enabled, the product
scans for grayware (adware, spyware, riskware and
similar).

Note: Grayware scanning is disabled if virus
scanning is disabled.

Specify the action to take on items which contain
grayware.

- Let users access grayware items.

- Prevent users from accessing
grayware items.

Specify the list of keywords for grayware types that
are not scanned. Leave the list empty if you do not
want to exclude any grayware types from the scan.

4.7.4 Archive scanning settings for SharePoint

Specify how the product processes viruses inside archives.

When archive processing is enabled, the product
scans for viruses and other malicious code inside
archives.

Specify files that are scanned for viruses inside
archives.

Specify files inside archives that are not scanned.
Leave the list empty if you do not want to exclude
any files from the scan.

Specify how many levels deep to scan in nested
archives, if archive processing is enabled.

A nested archive is an archive that contains another
archive inside. If zero (0) is specified, the maximum
nesting level is not limited.

Specify the number of levels the product goes
through before the action selected in
takes place.
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Specify the action to take on nested archives with
nesting levels exceeding the upper level specified
inthe setting.

- Nested archives are scanned up to
level specified in the
setting. Exceeding nesting levels are not
scanned, but the archive is not removed.

- Archives with exceeding nesting
levels are removed.

Specify the action to take on archives which are
protected with passwords. These archives can be
opened only with a valid password, so the product
cannot scan their content.

- Leave the password protected
archive in the message.

- Remove the password protected
archive from the message.

4.7.5 SharePoint notifications

Specify whether and when the product sends alerts to the administrator.

In centrally managed installations, the naotifications are sent to Policy Manager Console.

Specify if the administrator is notified when an
infection or grayware item is found or when an
archive or message nesting level is exceeded.

4.7.6 Advanced settings for SharePoint

The settings on the > page are intended for managing
the product services that affect the performance of the server.

Select this to send product update and configuration
change notifications to the SharePoint service.

This setting is related to the use of SharePoint farms.
When Email and Server Security is installed on a
SharePoint farm, each installation sends product
update and configuration change notifications to the
same SharePoint service by default. As this can have
animpact on performance, you can select one of the
installations to handle the notifications on behalf of
all Email and Server Security installations within the
same SharePoint farm.

Specify the maximum number of scanning processes
that can be running at any given time. The default is
5.
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Specify the maximum size for individual files stored
on SharePoint in megabytes. Any files larger than
this are not scanned.

4.8 Settings

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING e

Incoming email

Outgoing email
ntemal email Settings ®
‘Spam control

< Administration  Lists ~ Templates
EMAIL STORAGE SCANNING

EMAIL QUARANTINE

A Network

Internal domains

SUPPORT

esstestlocal

Internal SMTP senders

127001

10.133.64.202

~ Notifications

Notification sender address

| admin@esstestlocal

A~ Language

() AT (Chinese Simplified)
() =S (Chinese Traditional)
Deutsch

sh

Espariol

) Francais

The allow you to configure the internal network addresses, language for the Web Console, and
the lists and templates that are used by the various product features.

Administration

The mail direction is based on the and settings and it is
determined as follows:

1.

2.

Email messages are considered internal if they come from internal SMTP sender hosts and mail
recipients belong to one of the specified internal domains (internal recipients).

Email messages are considered outbound if they come from internal SMTP sender hosts and mail
recipients do not belong to the specified internal domains (external recipients).

. Emailmessages that come from hosts that are not defined as internal SMTP sender hosts are considered

inbound.

. Email messages submitted via MAPI or Pickup Folder are treated as if they are sent from the internal

SMTP sender host.

Note: If email messages come frominternal SMTP sender hosts and contain both internal and external
recipients, messages are split and processed as internal and outgoing respectively.

Network
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Specify internal domains.

Separate each domain name with a space. You
can use an asterisk (*) as a wildcard. For example,

Specify the IP addresses of hosts that belong to
your organization. Specify all hosts within the
organization that send messages to Exchange
Edge or Hub servers via SMTP as Internal SMTP
Senders.

Separate each IP address with a space. An IP
address range can be defined as:

» IPv4 address (for example, 172.16.4.4
172.16.4.0-16 172.16.250-255),

« anetwork/netmask pair (for example,
10.1.0.0/255.255.0.0),

» anetwork/nnn CIDR specification (for example,
10.1.0.0/16), or

You can use an asterisk (*) to match any number
or dash (-) to define a range of numbers. For
example,

Note: If end-users in the organization use other
than Microsoft Outlook email client to send and
receive email, it is recommended to specify all
end-userworkstations as Internal SMTP Senders.

Note: Ifthe organization has Exchange Edge and
Hub servers, the server with the Hub role installed
should be added to the Internal SMTP Sender on
the server where the Edge role is installed.

Important: Do not specify the server where the
Edge role is installed as Internal SMTP Sender.

Specify the email address that is used to send
warning and informational messages to the
end-users (for example, recipients, senders, and
mailbox owners).

Specify the language that you want to use.

Note: Reload the Web Console after you change
the language to take the new language into use.
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4.8.1 Lists

Match lists are lists of file name patterns or email addresses that can be used with certain product settings.

HOME
EMAIL TRAFFIC SCANNING

Incoming email
Outgoing email

Internal email

Spam control

EMAIL STORAGE SCANNING
EMAIL QUARANTINE

Query

Options

SETTINGS

SUPPORT

Click the name of an existing match list to edit the list or

Settings

Administration  Lists  Templates

Add new st

List name

Disallowed files

Disallowed inbound files

Mass-mailer worms

Unsafe files

Type
File pattern
File pattern
File pattern
File pattern
Keywords
Keywords
File pattern

Keywords

File pattern

WithSecure™ Email and Server Security Premium

“.CMD *.COM *.EXE “.HTA *JS "JSE "PIF "5CR ".SHS "VBE “VBS "{"

B

“.CMD *,COM *=.EXE “HTA *JS "JSE "PIF ".5CR "SHS "VBA "VBE "VBS ".{"

B

Sampleof-disallowed-message"text-keyword

Sampleof-disallowed message"subject-keyword

*BAT ".CMD "EXE ~.0OM *.DLL “VBS

@mm @m I-Worm. worm. IRC-Worm. MIRC-Worm. I1S-Worm.

*ACM * APP * ARJ *ASD *ASP *.AX *BAT *BIN *BOO *BZ2 *.CAB *.CHM *.CMD *CNV
? * DRV *EML *EXE *.GZ " HLP *HTA “HTM * HTML

LNK *.LZH *MDB *0QBD ~08T
PGM "PIF *PP? "
=TLB TSP *TT6

to create a new match list.

Select the match list you want to edit. If you are

creating a new match list, specify the name for the

new maich list.

Specify whether the list contains keywords, file

patterns or email addresses.

Specify file names, extensions, keywords or email
addresses that the match list contains. You can use

wildcards.

Note: To add multiple patterns to the filter, start

each item from a new line.
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4.8.2 Templates

Message templates can be used for notification messages.

HOME WithSecure™ Email and Server Security Premium

EMAIL TRAFFIC SCANNING

Incoming email

Outgoing email

Intemal email Settings @ (2

Spam control
~ Administration  Lists  Templates
EMAIL STORAGE SCANNING —
EMAIL QUARANTINE
Query

SERLIE Name Subject

SLIFET Default content wamning to recipient WithSecure Anti-Virus for Microsoft Exchange Notification
Default content waming to sender ‘WithSecure Anti-Virus for Microsoft Exchange Netification
Default noti ion to recipient ‘WithSecure Anti-Virus for Microsoft Exchange Netification
Default netification to sender ‘WithSecure Anti-Virus for Microsoft Exchange Netification
Default released quarantine message Email content released from the quarantine
Default replacement text Attachment_information.txt
Default virus waming to recipient WithSecure Anti-Virus for Microsoft Exchange Notification
Default ming to sender ‘WithSecure Anti-Virus for Microsoft Exchange Netification
My new template My subject X

Select the template you want to edit. If you are
creating a new template, specify the name for the
new template.

Specify the subject line of the notification message.

Specify the notification message text.

For more information about the variables you can
use in notification messages, see
on page 143.

Specify a short description for the template.
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4.9 Support

HOME

EMAIL TRAFFIC SCANNING

EMAIL STORAGE SCANNING

EMAIL QUARANTINE

Query

Options
SETTINGS

SUPPORT

Product
support

WithSecure
support
tool

WithSecure™ Email and Server Security Premium

Support ©® @

)

Product support withSecure labs = Privacy policy =

This tool is used for collecting information about the host system and managed software.
You can download the diagnostics report after the support tool has generated it

Start Status: Operatien not started

WithSecure support tool

WithSecure Technical Support is available through WithSecure support web pages, email
and by phone. Support requests can be submitted through a form on WithSecure support
web pages directly to WithSecure support.

WithSecure support web pages for any WithSecure product can be accessed at
. All support issues, frequently asked questions
and hotfixes can be found under the support pages.

If you have questions about the product that are not covered in this manual or on the
WithSecure support web pages, you can contact your local WithSecure distributor or
WithSecure Corporation directly.

For technical assistance, please contact your local WithSecure Business Partner.

If there is no authorized Anti-Virus Business Partner in your country, you can submit a
support request directly to WithSecure. There is an online "Request Support form" accessible
through WithSecure support web pages under the "Contact Support" page. Fill in all the
fields and describe the problem as accurately as possible. Please include the FSDiag report
taken from the problematic server with the support request.

Before contacting support, please run the WithSecure Support Toolwsdi ag. exe oneach
of the hosts running the product. This utility gathers basic information about hardware,
operating system, network configuration and installed WithSecure and third-party software.
You can run the WithSecure Support Tool from the Web Console as follows:

1. Logintothe Web Console.
2. Select onthe page.

3. The WithSecure Support Tool starts and the dialog window displays the progress of the
data collection.

Note: Note thatin some web browsers, the window may appear behind the main browser
window.

4. When the tool has finished collecting the data, click to download and save the
collected data.


https://www.withsecure.com/en/support

WithSecure
labs

Privacy
policy
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You can also find and run the fsdiag.exe utility in the di agnost i cs directory under the
product installation directory, or run inthe
Windows Start menu. The tool generates a file called wsdi ag. zi p.

Please include the following information with your support request:

Product and component version numbers. Include the build number if available.
Description how WithSecure components are configured.

The name and the version number of the operating system on which WithSecure products
and protected systems are running. For Windows, include the build number and Service
Pack number.

The version number and the configuration of your Microsoft Exchange Server, if you
use Anti-Virus for Microsoft Exchange component. If possible, describe your network
configuration and topology.

A detailed description of the problem, including any error messages displayed by the
program, and any other details that could help us replicate the problem.

If the whole product or a component crashed, include the dr wt sn32. | og file from the
Windows NT directory and the latest records from the Windows Application Log.

WithSecure Corporation maintains acomprehensive collection of virus-related information
on its website. To view the Virus Information Database, connect to:

Click > toread more information about what information WithSecure
collects and how it is used.


https://labs.withsecure.com/home
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Chapter

o

Email quarantine management

Topics:

You can manage and search quarantined mails with the Web Console
or the Email Quarantine Manager (EQM).

Note: EQM requires a separate installation. See the Email and Server
Security Deployment guide for the installation instructions.

You can search for quarantined content by using different search criteria,
including the quarantine ID, recipient and sender address, the time
period during which the message was quarantined, and soon. You can
reprocess and delete messages, and specify storage and automatic
deletion times based on the reason for quarantining the message.

If you have multiple product installations, you can manage the
quarantined content on all of them from one single Web Console.

The Email quarantine consists of:

* Quarantine database, and
¢ Quarantine storage.

Quarantine database

The Email quarantine database contains information about the
quarantined messages and attachments. If there are several product
installations in the network, they can either have their own quarantine
databases, or they can use a common quarantine database. An SQL
database server is required for the quarantine database.

Note: For more information on the SQL database servers that can be
used for deploying the quarantine database, consult the product
Deployment Guide.

Quarantine storage

The Email quarantine storage where the quarantined messages and
attachments are stored is located on the server where the product is
installed. If there are several installations of the product in the network,
they all have their own storages. The storages are accessible from a
single Web Console.
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5.1 Quarantine reasons

The Email quarantine storage can store:

* Messages and attachments that are infected and cannot be automatically disinfected.

« Suspicious content, for example password-protected archives, nested archives and malformed
messages.

* Messages and attachments that have been blocked by their filename or filename extension.

* Messages that are considered as spam.
» Messages that contain grayware.
» Files that could not be scanned, for example severely corrupted files.

5.2 Configuring email quarantine options

In stand-alone installations, all the quarantine settings can be configured on the Quar ant i ne pageinthe
Web Console. For more information on the settings, see on page 120.

In centrally managed installations, the quarantine settings are configured with Policy Manager in the
> > branch.

The actual quarantine management is done through either the Web Console or Email Quarantine Manager
(EQM).

Note: To start using the EQM app, enter the following address inyour browser: ht t ps: / / <host >/ eqnt .
<host> is the host name or IP address of your server.

5.3 Quarantine status

The Email quarantine page displays the number of quarantined items in each quarantine category, and the
total size of the quarantine.

5.4 Searching the quarantined content

You can search the quarantined email messages and attachments onthe > page
in the Web Console.

You can use any of the following search criteria. Leave all fields empty to see all quarantined content.

Enterthe quarantine ID of the quarantined message.
The quarantine ID is displayed in the notification sent
to the user about the quarantined message and in
the alert message.

Select the type of the quarantined content.

- Search for both
quarantined mails and attachments.

- Search for quarantined attachments.

- Search for quarantined mails.

Select the quarantining reason from the drop-down
menu.
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Specify details about the scanning or processing
results that caused the message to be quarantined.
For example:

- specify the name of the
infection that was found in an infected message.

Enterthe email address of the message sender. You
can only search for one address at a time, but you
can widen the search by using the wildcards.

Enter the email address of the message recipient.

Enter the message subject to be used as a search
criteria.

You can use this option to view the current status of
messages that you have set to be reprocessed,
released or deleted. Because processing a large
number of emails may take time, you can use this
option to monitor how the operation is progressing.

The options available are:

- Displays only emails that
the administrator has not set to be released,
reprocessed or deleted.

- Displays only emails that
are currently set to be released, but have not been
released yet.

- Displays only emails
that are currently set to be reprocessed, but have
not been reprocessed yet.

- Displays
emails that are currently set to be reprocessed or
released, but have not been reprocessed or released
yet.

Select the time period when the data has been
quarantined. Select to
specify the date and time (year, month, day, hour,
minute) when the data has been quarantined.

Specify how the search results are sorted by

selecting one of the options in the

drop-down listbox: based on , ,
, or

Select how many items you want to view per page.

1. Click to start the search. The page is displayed once the query is
completed.
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2. If you want to clear all the fields on the page, click

Using Wildcards

You can use the following SQL wildcards in the quarantine queries:

Wildcard Explanation

0/ .
? Any string of zero or more characters.

_(underscore) Any single character.

[]

Any single character within the specified range ([a-f])
or set ([abcdef]).

("]

Any single character not within the specified range
([*a-f]) or set ([*abcdef]).

Note: If youwantto searchfor'%','_'and'[' as regular symbols in one of the fields, you must enclose them

into square brackets: '[%]', '], "[[I'

5.5 Query results page

The Quarantine Query Results page displays a list of mails and attachments that were found in the query.
To view detailed information about a quarantined content, click the Quarantine ID (QID) number link in the
QID column.
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The Query Results page displays status icons of the content that was found in the search:

Ilcon

Email status

DA

Quarantined email. The administrator has not
specified any actions to be taken on this email.

Quarantined email with attachments. The
administrator has not specified any actions to be
taken on this email.

Quarantined email that the administrator has set to
be released. The release operation has not been
completed yet.

Quarantined email that the administrator has set to
be reprocessed. The reprocessing operation has not
been completed yet.

Quarantined email that the administrator has set to
be deleted. The deletion operation has not been
completed yet.

Quarantined email set to be released, which failed.

Quarantined email set to be reprocessed, which
failed.

5.5.1 Viewing details of the quarantined message

To view the details of a quarantined message or attachment, do the following:

Note: You cannot view the details in the Email Quarantine Manager.

1. Onthe page, click the Quarantine ID (QID) number link in the QID column.

2. The page opens.

The Quarantined Content Details page displays the following information about the quarantined mails and

attachments:

Quarantine ID.

The date and time when the item was placed in the
quarantine.

The server that processed the message.

The address of the message sender
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The addresses of all the message recipients.

The address of the sender mail server or client.

The location of the mailbox or public folder where
the quarantined attachment was found.

The message subject

The size of the quarantined message.

The name of the attachment.

The size of the attachment file.

The reason why the content was quarantined.

More details on why the content was quarantined.

1. Clickthe switch to access the content of the quarantined message.

2. Click to download the quarantined message or attachment to your computer to check it.
CAUTION:

In many countries, itis illegal to read other people’s messages.

5.6 Quarantine operations

Quarantined mails and attachments can be reprocessed, released and removed from the Email Quarantine
storage after you have searched the quarantined content you want to process.

Quarantined mail operations

You can select an operation to perform on the messages that were found in the query:

e Click to scan the currently selected email again, or click to scan all email
messages that were found.
* Click to deliver the currently selected email without further processing, or click
to deliver all email messages that were found.
CAUTION:

Releasing quarantined content entails a security risk, because the content is delivered to the
recipient without being scanned.

e Click to delete the currently selected email from the quarantine, or click to delete all
email messages that were found. For more information, see
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Quarantined attachment operations
You can select an operation to perform on the attachments that were found in the query:

* Click to deliver the currently selected attachment, or click to deliver all attachments that
were found.

Attachments sent from the quarantine go through the transport and storage protection and are scanned
again.

e Click to delete the currently selected email from the quarantine, or click to delete all
email messages that were found. For more information, see

5.6.1 Reprocessing the quarantined content

When quarantined content is reprocessed, it is scanned again, and if it is found clean, it is sent to the
intended recipients.

Note: if you reprocess a quarantined spam email, the reprocessed content may receive a lower spam
score than it did originally and it may reach the recipient.

For example, if some content was placed in the Email Quarantine because of an error situation, you can
use the time period when the error occurred as search criteria, and then reprocess the content. Thisis done
as follows:

1. Openthe Quaranti ne > Query page inthe Web Console or the main page of the EQM app.

2. Select the start and end dates and times of the quarantining period fromthe St art ti ne and End
Ti me drop-down menus.

3. If you want to specify how the search results are sorted, select the sorting criteria and order from the
Sort results andorder drop-down menus.

4. Select the number of items to be displayed on a results page from the Di spl ay drop-down menu.

5. Click the button.

6. When the query is finished, the query results page is displayed. Click the button to
reprocess the displayed quarantined content.
7. The progress of the reprocessing operation is displayed in the Web Console.

* The emails that have been reprocessed and found clean are delivered to the intended recipients.
They are also automatically deleted from the quarantine.

« Emailsthat have beenreprocessed and found infected, suspicious or broken return to the quarantine.

5.6.2 Releasing the quarantined content

When you release quarantined content, the product sends the content to intended recipients without any
further processing on the protection level that blocked the content previously. For example, if you have a
password-protected archive in the quarantine that you want to deliver to the recipient, you can release it.

CAUTION: Releasing quarantined content is a security risk, as the content is delivered to the
recipient without being scanned.

If you release a message that was quarantined on the transport protection level, the released message is
not checked onthe transport level again, but the real-time scanning on the storage protection level processes
the message before it is delivered to the mailbox of the recipient. If the storage level check catches the
message, it is not released and remains in the Quarantine.

If you need to release a quarantined message, follow these instructions:

1. Openthe Quaranti ne > Query pageinthe Web Console or the main page of the EQM app.

2. Enter the Quarantine ID of the message inthe Quar ant i ne | Dfield. The Quarantine ID is included in
the notification message delivered to the user.

3. Click to find the quarantined content.

4. Quarantine may contain either the original email message or just the attachment that was quarantined.

a. When the quarantined content is an email message, click the to release the displayed
quarantined content. The Rel ease Quar anti ned Cont ent dialog opens.



5.

6.

7.
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b. When the quarantine contains an attachment, click . The quarantined attachment is attached
to the template specified in that is sent to the recipient.

Specify whether you want to release the content to the original recipient or specify an address where
the content is to be forwarded.

Note: It may not be legal to forward the email to anybody else than the original recipient.

Specify what happens to the quarantined content after it has been released by selecting one of the
Action after rel ease options:

* Leaveinthe quarantine
« Delete from the quarantine

Click or . The content is now delivered to the recipient.

5.6.3 Removing the quarantined content

Quarantined messages are removed from the quarantine based on the currently configured quarantine
retention and cleanup settings.

If you want to remove a large amount of quarantined messages at once, for example all the messages that
have been categorized as spam, do the following:

1.
2. Select the quarantining reason, Spam from the Reason drop-down listbox.

3.

4. When the query is finished, the query results page displays all quarantined messages that have been

5.

Openthe Quaranti ne > Query pageinthe Web Console orthe main page of the EQM app.

Click

classified as spam. Click the button to delete all the displayed quarantined content.
You are prompted to confirm the deletion. Click . The content is now removed from the quarantine.

5.6.4 Deleting old quarantined content automatically

Quarantined messages and attachments are deleted automatically, based on the

settings in the tab on the page. By default, all types

of quarantined content are stored in quarantine for one month, and quarantine clean-up task is executed
once an hour.

You can specify exceptions to the default retention and clean-up times in the Except i ons table. These
exceptions are based on the quarantine category. If you want, for example, to have infected messages
deleted sooner, you can specify an exception rule for them as follows:

1.
2.
3.

(4}

Gotothe Quar anti ne > Qpti ons page.

Open .
Click at the table. A dialog
opens.
. Selectthe Quarantine category for which you want to specify the exception. Specify a
anda for the selected category.
. Toturn on the exception, make sure that the check box is selected. Click
Click

5.7 Moving the email quarantine storage

When you want to change the Email Quarantine storage location either using the Policy ManagerConsole
or the Web Console, note that the product does not create the new directory automatically. Before you
change the Email Quarantine storage directory, make sure that the directory exists and it has proper security
permissions.

You can usethe xcopy command to create and change the Email Quarantine storage directory by copying
the existing directory with the current ownership and ACL information. In the following example, the Email
Quarantine storage is moved from C. \ Pr ogr am Fi | es\ F- Secur e\ Quar anti ne

Manager\ quar anti netoD: \ Quar ant i ne:



[}

. Stop Quarantine Manager service to prevent any quarantine operations while you move the location of

the Quarantine storage. Run the following command from the command prompt:net st op
"Wt hSecure Quarantine Manager for M crosoft Exchange"

. Runthe following command from the command prompt to copy the current content to the new location:

xcopy "C.\Program Fil es\ F- Secur e\ Quar anti ne Manager\ quar anti ne"
D:\Quarantine\ /O/X /E

Note the use of backslashes in the source and destination directory paths.

. Change the path for FSMSEQS$ shared folder. If the product is installed in the local quarantine

management mode, you can skip this step.
To change the FSMSEQS$ path, follow these steps:

a. Open > >

b. Open > > and find FSMSEQS$ there.

c. Right-click FSMSEQS$ and select . Confirm that you want to stop sharing FSMSEQSS$.
d. Right-click FSMSEQS$ again and select .

e. Follow instructions to create FSMSEQS$ shared folder.

» Specify the new directory (in this example, D; \ Quar ant i ne ) as the folder path, FSMSEQS$ as
the share name and Quarantine Storage as the description.

* Onthe page, select Administrators have full access; other users have read-only
access. Note that the Quarantine storage has file/directory security permissions set only for the
SYSTEM and Administrators group.

f. Click

. Change the location of the Email Quarantine storage by using the Wt hSecur e. Ess. Confi g. exe

tool.

. Make sure that the product has received new settings.
. Restart Quarantine Manager service. Run the following command from the command prompt: net

start "W thSecure Quarantine Manager for M crosoft Exchange"

Note: For more information about the xcopy command and options, referto MS Windows Help and Support.
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The following tables list the variables that can be included in the warning
and informational messages that the product sends when it finds a

harmful file or blocks content.

If the product is set to both scan files and strip attachments and it finds
both types of disallowed content (infected file that should be stripped)
in an email message, the product sends a warning message instead of

an informational one.

These variables are dynamically replaced by their actual names. If the
actual name does not exist, the variable is replaced with [Unknown].

Variable

Description

$ANTI - VI RUS- SERVER

$NAME- OF- SENDER

$NAME- OF- RECI Pl ENT

$SUBJECT

$DI RECTI ON

$REPORT- BEG N

$REPORT- END

The DNS/WINS name or IP
address of Email and Server
Security.

The email address where the
original content comes from.

The email addresses where the
original content is sent.

The original email message
subject.

The direction of email message
(incoming, outgoing, or internal).

Marks the beginning of the scan
report. This variable does not
appear in the warning message.

Marks the end of the scan report.
This variable does not appear in
the warning message.

Note: $REPORT- BEG N, $REPORT- END, $DI RECTI ONdo not apply
toreplacementtexts that are used onreal-time scanning the Exchange

storage.
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The following table lists variables that can be included in the scan report,
which is the warning message between $REPORT- BEG Nand
$REPORT- ENDvariables.

Variable Description

$AFFECTED- FI LENAMVE The name of the original file or
attachment.

$AFFECTED- FI LESI ZE The size of the original file or
attachment.

$THREAT The name of the threat that was

found inthe content. For example,
it can contain the name of the
found infection, etc.

$TAKEN- ACTI ON The action that was taken to
remove the threat. These include
the following: dropped,
disinfected, etc.

$QUARANTI NE- | D The identification number of the
quarantined attachment or file.




Email and Server Security | Variables in warning messages | 145



146 | Troubleshooting | Email and Server Security

Chapter

Troubleshooting

Topics:
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7.1 Registering Transport Agent

Transport Agent should be registered in the Microsoft Exchange Transport Service automatically during
the installation.

To check whether Transport Agent is installed and working correctly:

1. Open Exchange Management Shell.
2. Run the following command: Get - Tr anspor t Agent "F-Secure Transport Agent"

If Transport Agentis successfully installed and running, you will receive the following output:Enabl ed=t r ue
andPriority=1

If you have issues with automatic installation of Transport Agent, follow these instructions:

1. Open Exchange Management Shell.
2. Callthe Get - Tr anspor t Agent command from the command line in Shell.
3. If is not listed as a transport agent, you need to install it manually:

a. Entercndinthe to open the command prompt.
b. Typecd "C:\ Program Fil es (x86)\F-Secure\Emai |l and Server
Security\Anti-Virus for Mcrosoft Services" togototheproductinstallationdirectory.

4. Type Power Shel | . exe - command
Agent.

.\fstragnt.psl install" toinstall F-Secure Transport

7.2 Checking the web console

Follow these steps if you have issues accessing or logging in to the web console.
Issue: The web console is not accessible (not displayed).
Possible solutions:

1. Check that the state of the application pools (EssWebUiPool, EssWebAPIPool) is 'Started' in IIS.

2. Open abrowser on aremote machine and goto ht t ps: <ess_server _i p>: 25023 and log in with
your user name.

3. Verifythat TLS 1.0, 1.1 and 1.2 are enabled. Our advice istouse TLS 1.2. To check that TLS is enabled:

a. Launch Internet Explorer.

b. Enterthe URL you wish to check in the browser.

c. Right-click the page or select the Page drop-down menu and select .

d. Inthe new window, look for the "Connection" section. From there, you will find the version of TLS or
SSL used.

You need to complete the following three tasks to enable TLS 1.2 on clients:

a. Update Windows and WinHTTP.

b. Ensure that TLS 1.2 is enabled as a protocol for SChannel at the operating system level.
c. Update and configure the .NET Framework to support TLS 1.2.

To check that TLS 1.2 is enabled in the registry, ensure that

HEY LACAL MNH NB\ SYSTEM Qur rent Gont r ol Set\ Gont rol \ Secur i t yPr ovi der s\ SCHANNAL Fr ot ocol s\ TLS
1.2\ d i ent\ D sabl edByDef aul t registry key is present and that the value is O.

4. Trytodisable HTTP 2.0:

a. Openthe Windows menu and enterr egedi t .

b. Enter the following path:
HKEY LOCAL_MACHI NE\ Syst eml Current Control Set\ Servi ces\ HTTP\ Par anet er s.

c. Right-click the Par amet er s folder and select > to add the following
values:

* Enabl eHt t p2Tl s
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* Enabl eHt t p2Q eart ext

d. Right-click the values and select to check that both values are set to O (disabled).
e. Restart the computer.

5. Use the self-signed certificate:

a. In Administrative Tools, start

b. Goto >

c. Select .

d. Selectthe HTTPS entry that has Port 25023 and IP address.

e. Click and make sure "Local ESS Web Console Self Signed Cert" is selected.

If the Email and Server Security WebUI is not displayed and the certificate is missing from IIS, you can
run the setup Wt hSecur e. Ess. Confi g. exe to create a new certificate. The tool can be found in
C.\Program Fil es (x86)\F-Secure\Enail and Server

Security\ui\WthSecure. Ess. Confi g. exe:

a. GotoyourExchange ServerlocallyC. \ Program Fi | es (x86)\ F- Secure\ Enmai | and Server
Security\ui.

b. Run Wt hSecur e. Ess. Confi g as administrator.

c. Make sure you select 'Use self-signed certificate (NOT SECURE!)' at the corresponding step.

d. Complete the setup.

Once completed, you should now be able to select the certificate in 1S > >

Note: While using a self-signed certificate could help in testing issues, we still recommend that you
use your company's own security certificate for the Web Console.

6. Check thatthe Windows feature is enabled in the following way: >
> > >
> > >
7. Check that the following server features are enabled: > >
> > >
S .

* .NET Extensibility 4.7 or 4.6
« ASP.NET 4.6

* ISAPI Extensions

* ISAPI Filters

8. Inrare cases, there may be installation errors preventing the WebUI display (MSI errors can be found
in Windows event log).

Resolution:

a. Use the uninstallation tool, restart the machine, and then install again.
b. Check that the state of the application pools (EssWebUiPool, EssWebAPIPool) is 'Started' in IIS.

9. Ifyougetthe"500 error code"inabrowser, checkthatC: \ Program Fi | es (x86)\ F- Secur e\ Enui |
and Server Security\ EssWebConsol e hasread and write rights for administrator and system
accounts. Make sure that nested folders inherit these rights.

Issue: | am unable to log in to the Email and Server Security Web Console after product installation.
Possible solutions:

1. Ifyoucannotloginwithyouruser and passwor d combination, try using donai n\ user and passwor d.
2. Check that the AD account can log in to Windows.

3. Checkthatthe server supports Windows Authentication: > >
> > >
> >

a. Onthe taskbar, click .
b. In Server Manager, click the menu, and then click
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c. Inthe Add Roles and Features wizard, click . Select the installation type and click . Select
the destination server and click

d. Onthe ServerRoles page, expand Web Server (11S), expand Web Server, expand Security, and then
select . Click

e. Onthe Select features page, click
f. On the Confirm installation selections page, click
g. Onthe Results page, click

Check that Windows Authentication enabled in IIS:

a. Onthe Start screen, click

Click >

In the Administrative Tools window, double-click

Expand the node and go to , expand and click on
Click on Authentication and make sure it's enabled:

®207T

W Internet Information Services (IS) Manager
« P » ESSTAD? » Sites » EssWebConsole » Api »

File View Help

- | B aumn
i = Authentication
- LAl LEf
W3 Start Page
.68 reomaor Group by: No Grouping
{2 Application Pools Name Status Response Type
~ (] Sites Anonymous Authentication Disabled
@ Default Web Site ASP.NET Impersonation Disabled
) EssWebConsole Basic Authentication Disabled HTTP 401 Challenge

@ Api Digest Authentication Disabled HTTP 401 Challenge
-8 bin Forms Authentication Disabled HTTP 302 Login/Redirect
- e Windows Enabled HTTP 401 Challenge

[ fonts
7 img
s
@ Exchange Back End

4. The account you are using to enter the WebUI is a member of the "Protected Users" group.
To resolve this issue you need to either remove a user from this group or tune IIS in the following way:

a. Add an additional site binding with the name of the target server where the web console is installed;

for example:
Site Bindings ? X
Type Host Name Port IP Address Binding Informa... Add...
https 25023 127.0.01 -
a 1 Edit...

https 25023  [=1]

https  esstal7 25023 * R
emove
Browse
Close

The name should be a part of service principal names (you can check it by using the following
command in PowerShell: set spn -L [domai n]\[server nane]

b. Rearrange providers priority inside 1S > > >
Negotiate: Kerberos
Negotiate
NTLM
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An example:

&‘\

€« P+ ESSTAOT » Sites

File View Help
Connections
& - 7 |8

W5 Start Page

w M3 ESSTADT (EX19%kotkaadmin)

2} Application Pools
~v -8 Sites
& Default Web Site
v & EssWebConsole
F Api
1 bin
css
fonts
img

s
) Exchange Back End

» EssWebConsole » Api »

‘j Authentication

Group by: Mo Grouping
Name k
Anonymous Authentication
ASP.NET Impersonation
Basic Authentication

Digest Authentication
Forms Authentication
Windows Authentication

Status

Disabled
Disabled
Disabled
Disabled
Disabled
Enabled

Response Type

HTTP 401 Challenge
HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge

Providers ?

Enabled Providers:

Negotiate:Kerberos
Meggtiate
NTLM

Select @ provider from the list of available providers and click Add
toadd it to the cnabled providers.

Available Providers:

Cancel

c. Trytologinusingalink such asthe following:

(not )

5. The Firefox browser persistently asks for credentials despite opening the web console successfully.
Try the following workaround: create a new empty Firefox profile, disable all add-ons, clear cache,
update Firefox, and try again.

7.3 Securing the email quarantine

Problem:

I have installed the product and I'm worried about security of the local Email Quarantine storage where
stripped attachments are quarantined. What do you recommend me?

Solution:

The product creates and adjusts access rights to the local Email Quarantine storage during the installation.
Keep in mind the following when setting up the local Email Quarantine storage:

* Do not place the Email Quarantine storage on a FAT drive. FAT file system does not support access
rights on directories and files for different users. If you place the Quarantine storage on a FAT drive
everyone who has access to that drive will be able to get access to the quarantined content.

* Create and adjust access rights to the Email Quarantine storage manually if you use one on a network

drive.

* Create and adjust access rights to the Email Quarantine storage manually when you change its path
from Policy Manager Console or the Web Console.

7.4 Administration issues

Some settings are initially configured during the product installation. They can be viewed on the
tab of Policy ManagerConsole.

When changing such settings in Policy Manager Console for the first time, select check box to enforce

the change.


https://servername:25023/
https://127.0.0.1:25023/
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7.5 Mailbox scanning issues

The most common problem with mailbox scanning is related to a missing or incorrectly configured Exchange
management account.

Make sure to check that all the permissions are granted.

The following service should run as a dedicated user: WithSecure.Ess.Ods.Service. Check the following
file to verify that the service is working: C. \ Pr ogr anDat a\ F- Secur e\ Log\ ess\ odsSer vi ce. | og.

To fix the configuration, you can use the following tool: C: \ Program Fi | es (x86)\ F- Secur e\ Enmi |
and Server Security\ui\WthSecure. Ess. Confi g. exe.

Note: Fordetailedinstructions, see section "Installing the product locally" inthe Email and Server Security
deployment guide.

7.6 Resolving issues with spam scanning

Follow these steps if you experience issues with the anti-spam module.

If Email and Server Security incorrectly classifies an email message as spam, see the following article for
more information:

1. Openthe following page in the server's browser to check that Email and Server Security is able to
connect to the internet: .
The page should open and show the following JSON content:

{"benchmar kI nt erval ": 3600, "benchmark": 1, "servers":["aspam sp. f-secure. coni'],
"statslnterval ": 1800, "enf orceSSL": t r ue, "benchnar kThr eshol d": 5, " di sabl eThr eshol d": 10}

The anti-spam scanner needs to connect to the detection center for each message that it scans. The
product includes a small local database that is used for internal optimization, but that does not cover
enough data to complete a scan.

If the page does not open:
a) Check if you need a proxy to access the page in your browser.

If so, you need to configure the anti-spam scanner to use the same proxy in Policy Manager.
b) Check that your firewall allows access to the following domains:

« * f-secure.com
e *_ fsapi.com

2. Check that Anti-Spam updates are downloaded.
a) Open the product's local user interface.
b) Select > and check the list of updates under

3. If spam messages are not being quarantined, check the maximum email size under
> in the web console and increase it if it is set too low.
4. Check the quarantine rules.
For example, if you have set the quarantine rules as follows:
« Ifthe spam detection level is between 1 and 5, the message is only marked as spam

» Ifthe spam detection level is between 6 and 8, the message is quarantined
» Ifthe spam detection level is 9, the message is dropped

Onreceiving 10 messages rated atlevel 4, 10 messages rated at level 6, and 10 messages rated at level
9, this means that a total of 30 messages are scanned, but only 10 are quarantined.


https://community.withsecure.com/en/kb/articles/29339-some-email-messages-are-incorrectly-classified-by-email-and-server-security-spam-scanner
https://aspam.fsapi.com/bdnc/config
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5. There could be wrong settingsini nt er nal _sender s which results in wrong email direction handling
(spam filter works only for incoming direction); for example:

wi ndows. mi cr osof t . exchange. general . i nt ernal _domai ns: "domai n. com donmai n2. cont
wi ndows. m crosof t. exchange. general . i nternal senders:
"adni ni strat or @omnai n. com <I P of one server>"

Itis supposed to put a list of all IPs of computers that send/receive emailstoi nt er nal _sender s. An
example: 192.168.1.0/255.255.255.0 192.168.2.0/255.255.255.0 192.168.3.0/255.255.255.0

Note: The IP of Frontend/Edge servers should not be listed ini nt er nal _sender s, and neither the
server'snameini nt er nal _domai ns.Iftheyarelisted, allincoming emails will be considered internal,
and hence there will be no spam scanning.

Forexample, youcanexcludeonelPini nt er nal _sender s inthefollowingway:192. 168. *. 1- 125
192.168. *. 127- 255

Related information
on page 128

7.7 Checking quarantine access

You can check the quarantine access either in the web console or on the server where the product is
installed.

1. Inthe web console, go to > and select

2. Check the local permissions on the Windows server where the product is installed.

The FQM service should be run under the Local Syst emaccount. Asthe M cr osoft Exchange
Transport service uses the NETWORK SERVI CE account, so does the product's transport agent.

a) Check that the following accounts have accesstothe. .. Anti-Virus For M crosoft
Ser vi ces\ folder:

« NETWORK SERVI CE:read, execut e

b) Check that the following accounts have access to the C. \ Pr ogr anDat a\ F- Secur e\ EssTenp\
folder:
* Local System FULL
e admnistrators:FULL
* NETWORK SERVI CE:read,wite,del ete

c) Checkthatthe following accounts have accesstothe C. \ Pr ogr anDat a\ F- Secur e\ EssLi mi t ed\
folder:

* Local System FULL
e adm nistrators:FULL
¢ NETWORK SERVI CE:read, del ete

d) Check that the following accounts have access to the
C. \ Progr anDat a\ F- Secur e\ EssQuar ant i ne\ folder:

* Local System FULL
e adm nistrators:FULL

3. Ifyou are using centralized mode for the quarantine, check the permissions for the network share:
a) Check that the FQM account (SYSTEMby default) hasr ead, w i t e, and change access rights to

the remote centralized quarantine ( and tabs).
b) Check that the Exchange Ser ver s group or specific Exchange computers haver ead, wi t e,
and del et e access rights on the and pages.

4. Check SQL Management Studio.
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a) Check that the instance is running.

b) Check that mixed authentication mode is enabled.

c¢) Check that the database exists.

d) Check that the FQMluser account has write access to the database (database owner).

Important: Once all permissions have been set properly, you need to restart Quarantine Manager.

Issue: During the setup, the SQL path can't be found.

Resolution: The setup will find the path if the SQL server is installed on the same server as ESS. If it fails
for some reason, you can enter . \ sql expr ess to locate it. If SQL is not installed on the same server,
enter the network path and the SQL instance name. Then the setup will find it.

Issue: No quarantine database path in the WebUI after an upgrade
Resolution:

1. RunWt hSecure. Ess. Conf i g. exe as administrator from the target server.
W t hSecure. Ess. Confi g. exeislocatedat C. \ Program Fi |l es (x86)\F- Secur e\ Enmi |
and Server Security\ui.

2. Configure the setup for an existing database or create a new database. Make sure that the permissions
are set correctly.

Issue: Released emails from the Email and Server Security quarantine are not reaching the recipient's
mailbox.

Note: There can also be a delay based on the number of items selected, SQL connection speed, and
system performance.

Resolution:

1. Restart the Quarantine Manager (FQM) service and see if the items are released from the mailboxes.
2. Check permissions for your quarantine as described above.

7.8 Resolving issues with unsafe URLs

Follow these steps if you experience issues with unsafe URLSs.

Issue: Scan messages for unsafe URLs for an internal policy route is deactivated but nevertheless the
messages are dropped.

Resolution:
Make sure that the network settings for your Email and Server Security are set correctly.

Related information
on page 128

7.9 Checking connectivity issues

The connection checker tool allows you to verify the connection to our servers, and is especially useful
when dealing with environments where a proxy is being used and if it is unclear if our components are able
to connect or not to the required cloud services.

This tool can be found at C. \ Program Fi |l es (x86)\ F- Secure\ Emai| and Server
Securi ty\ui \wsconnecti onchecker. exe.
To verify the connection:

1. Once the Ul starts, select the product.

2. Manually add proxies and servers to check the connectivity through.
The necessary backend servers for each product are already pre-defined. The Ul tool tries to verify a
connection and returns a result: success or failed with description.

3. When everything is ready, you can save the report as an HTML file.
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Chapter

Technical support

Topics:
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8.1 WithSecure online support resources

WithSecure Technical Support is available through WithSecure support web pages, email and by phone.
Support requests can be submitted through aform on WithSecure support web pages directly to WithSecure
support.

WithSecure support web pages for any WithSecure product can be accessed at
orby selecting
on the Support page in the Web Console. All support issues, frequently asked questions and
hotfixes can be found under the support pages.

If you have questions about the product that are not covered in this manual or on the WithSecure support
web pages, you can contact your local WithSecure distributor or WithSecure Corporation directly.

For technical assistance, please contact your local WithSecure Business Partner.

If there is no authorized Anti-Virus Business Partner in your country, you can submit a support request

directly to WithSecure. There is an online "Request Support form" accessible through WithSecure support
web pages under the "Contact Support" page. Fill in all the fields and describe the problem as accurately
as possible. Please include the WSDiag report taken from the problematic server with the support request.

WithSecure Support Tool

Before contacting support, please run the WithSecure Support Tool wsdi ag. exe on each of the hosts
running the product. This utility gathers basic information about hardware, operating system, network
configuration and installed WithSecure and third-party software. You can run the WithSecure Support Tool
from the Web Console as follows:

1. Logintothe Web Console.
2. Select onthe page.
3. The WithSecure Support Tool starts and the dialog window displays the progress of the data collection.

Note: Note that in some web browsers, the window may appear behind the main browser window.

4. When the tool has finished collecting the data, click to download and save the collected data.

Youcan alsofind and run the fsdiag.exe utilityinthe di agnost i c¢s directory under the productinstallation
directory, orrun inthe Windows Start menu. The tool generates
afile called wsdi ag. zi p.

Please include the following information with your support request:

* Product and component version numbers. Include the build number if available.
» Description how WithSecure components are configured.

* Thename and the version number of the operating system on which WithSecure products and protected
systems are running. For Windows, include the build number and Service Pack number.

» The version number and the configuration of your Microsoft Exchange Server, if you use Anti-Virus for
Microsoft Exchange component. If possible, describe your network configuration and topology.

« Adetailed description of the problem, including any error messages displayed by the program, and any
other details that could help us replicate the problem.

 Ifthe whole product or a component crashed, include the dr wt sn32. | og file from the Windows NT
directory and the latest records from the Windows Application Log.

8.2 Software downloads

The WithSecure web site provides assistance and updated versions of the WithSecure products.

In order to maximize your security level we strongly encourage you to always use the latest versions of our
products. You can find the latest product version, hotfixes and all related downloadable materials in:


https://www.withsecure.com/en/support/product-support/email-and-server-security
https://www.withsecure.com/en/support/download
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